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1.1

Welcome

Welcome to Docusnap 6.2
Thank you very much for purchasing Docusnap 6.2.

In practice, the terms IT documentation and IT analysis are generally restricted to
the inventory process and maybe the visualization of existing hardware and
software.

Docusnap 6.2 greatly broadens the terms IT documentation and IT analysis by
adding significant features:

Building on the process of inventorying the entire IT environment (not just the
hardware and software) and the visualization of overview maps using Microsoft
Visio, Docusnap 6.2 supports the reporting of the results using several standardized
formats (Microsoft Word & Excel, PDF and HTML files, among others).

Docusnap 6.2 generates meaningful and real-world reports and analyzes of the
most diverse corporate departments.

In no time, Docusnap 6.2 analyzes effective permissions, compares the expected
and actual states of installed licenses and provides additional organizational
features, such as password and contract management.

Docusnap 6.2 combines optimum usability with maximum flexibility. Wizards guide
the user through the intuitive user interface which is similar to Microsoft Office
2013.

Multiple users can work with Docusnap 6.2 concurrently. Customization to
individual requirements is also possible.

New Features in Docusnap 6.2

IT Correlations

Do not confuse this new module with the well-known IT Relations feature. IT
correlations are a functional extension of this type of documentation. While IT
relations are characterised by visualizing merely static interrelations, IT correlations
now introduce dynamic graphics. By setting specific rules, Docusnap updates the
defined IT correlations automatically when they are accessed.

Oracle databases

The inventory of Oracle databases will be part of the extended “Databases” module.
Similar to the documentation of SQL Server databases, the configuration of Oracle
database is inventoried in detail and stored in the Docusnap database.

Documentation of DFS roots
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The documentation of Microsoft DFS roots will also be found in the “Infrastructure”
module. The DFS roots feature is provided by Microsoft operating systems and
enables the creation of distributed file systems. By inventorying this configuration,
you can extend your IT documentation by a very important component if you are
using distributed file systems in your network.

Symantec Backup Exec

The “Infrastructure” module extends Docusnap by adding the documentation of
Symantec Backup Exec installations. This inventory consists of reading the BEDB
database.

New look with a fresh user interface

When you start the application after successful installation, the new user interface
is the first eye-catcher. It now reflects the current Office 2013 look.

The options, administration, and other support features are now on the left-hand
side. This new layout simplifies the menu navigation as everything has now been
arranged topic-wise under separate menu items.

x64 installation of Docusnap

Now, you have to make up your mind and decide which installation file to use, as
version 6.2 is the first one to also provide an x64 edition. This of course requires
that you computer runs a 64-bit operating system.

Locale Database as replacement for Microsoft Access

The new version 6.2 of the Docusnap documentation tool introduces a profound
change with respect to the databases used. With this version, the support for
Access databases will be discontinued. This is done for two reasons: For one thing,
this compatibility was the cause for an increasing bottleneck in the overall
performance of the documentation tool, and for another thing, the scalability
limitations of the Docusnap database have become more and more of a problem.
Both problems have been addressed and solved in one go, paving the way for
future innovations planned for Docusnap.

As a replacement for the Access database, the Microsoft SQL Server Express
LocalDB product will be used in the future.

© 2015 itelio GmbH Changing Date:3/23/2015 @
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Introduction

Introduction

The Introduction section describes the initial installation of Docusnap and the
system requirements. Then, the basic configuration required after the initial
installation process will be discussed.

In addition, the essential features and modules of Docusnap will be explained
briefly.

& | C

.2 - & X
/ENTORY | DOCUMENTS — SCHEDULING  DATA

2.1

EEE 22 Windows P CFS éj [EvMvare WIS O Exchange [ Active Directay fiDnNs o Configuration
Network ¥ SNMP  Linux o LlHyperv M SharePoint {150 Server  $ ADS Synchronization % DHCP (= System Groups
vio or
Scan EEIPSegment ™ Mac Sources~ €3 XenCenter 8 BackupExec EBOracleDB [ DFS 165 Snapshets
Imventory Application Server Network Services Other
x Pl Information
- Docusnap Ltd
- 8 Contacts Infrastructure News
£ @ T Environment -
& B9 docusnap.intern CIFS (1) Update of Docusnap Manuals Under Wiy
& 8 docuerapintemal » ‘ DG (8) \tle would like o inform you that the manuals for Docusnap 6.2 are currently being updated
= . Workstation (19) Linux Warkstation {5} Since the user interface of the software has undergone fundamental changss. the manuals
C1- M \orkstations ' Mac Workatation (2) need to be revised and adapted completely. Unfortunately, it will take some time before we
O 3 Servers an provide the new manuals. Of course, we will letyou ]
3 3% Linux \ Software Update of Docusnap 6.2 released
- Mac | Finally, here we are! As announced, version 6.2 of the Docusnap documentation tool is
i 3 ! senver (25) released. The new version boasts a number of new features and a redesigned navigation
B B SNMP Systems y Some highlights of the new version include. - documentation of Oracle databases
- crs / = documentztion of Symantec Backup Exec installations - introduction of IT correlation
Syst 4
- Systems SHMP (41) 4 New User Interface of Docusnap 6.2
- Jw System Groups
\nhen you first launch the new Docusniap version 6.2. you will immediately notice that the
& @ virtualization user interface of the application has changed considerably: With Docusnap 6.2. the current
- 2% P Systems WS Office look has found ts way into the documentation tool. Like in the Microsoft Dffice:
47 aos Active Directory User and Groups 2013 navigation. the screen display is split and shows the individual [.]
=g
a 400
- 7 Network Services Updated News section and Dashboard
3~ fL Application Servers 350 When you click ane of the modules. a Dashboard with graphical overviews appears. In
- B Database Ser 100 adsition, a small News panel and an overview of the jobs scheduled in the Docusnap Server
[ Database Server | are displayed. Right at the bottom. a status bar displays information on the current service
Ch 42 Summary i | 260 status ofthe Docusnap Server and the current inventory jobs. [.]
B+l Reporis ) B | 200 \nhat has Changed With the Inventory Databases for Docusnap Version 6.2
B3 95 Visualization o The new version 6.2 of the Dosusnap documentation tool introduces a profound change with
B Ml IT Assets & respectto the databases used. With this version. the supportfor Access databases will be
& %5 Visualization 100 discontinued. This is Gone for tworeasons: For ane thing, this compatibility was the cause for
o an increasing botileneck in the overall performance of the documentation [.]
Metwork Map =
*3 Routing Map .
*3 Topology Map Group User

#3 VLAN Visualization
Exchange Mailbox-Sizes
1.000

200 /. °

800

700 v

600 v

500 T

400 v

300 =

200 /

100 -

Scheduled Jobs of the next 7 days

Name Type Start Date Last Execution

25.06.2014 10:50.34 24.06.2014 11.47.06 23.06.2014 13.06.23

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

About Docusnap

Docusnap 6.2 captivates through its ideal mixture of many documentation and
analysis components. Its focus lies on features that meet the everyday needs of
information technology and relieves employees from routine jobs.

Docusnap does not use any agents for the inventory process, provides concurrent
multi-user capability, and can be upgraded with a multi-license, if required.

Docusnap Features

= |T Inventory Process
= Automated scanning of the entire IT environment (without agents), assisted by
standardized network protocols

© 2015 itelio GmbH
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= Script-based inventory process
= Archiving and version comparison of the individual scans

= Visualization

= Automated preparation and output of values scanned from the IT environment
in the form of network maps, data sheets and overview lists in various formats
(.pdf, .html, .docx and .xIsx).

= More than 100 predefined reports

= Report Designer for creating customized reports

= Customizing

= Visual design of documents and reports in line with your corporate identity
= Customizing module for adjustment and extension of objects, data structures

and the user interface

= Docusnap Server

= Automated, scheduled inventorying and documentation.

= Organization

= Reminder and comments feature
= Password safe & contract management

» File attachments

= Usability

= Wizard-based application
= |ntuitive, dual-language (German & English) user interface similar to MS Office

2013

Optional Modules

The core module provides the basic features for scanning Windows systems. Using
optional modules, it is possible to adjust and license Docusnap based on the
individual needs of our customers.

The following modules are available for Docusnap 6.2:

= Permission Analysis

= License Management

= Virtualization

Determination and analysis of effective permissions

Comparison of expected and actual states for installed
and purchased licenses including contract management

Inventory and documentation of VMware
infrastructures, XenCenter, Hyper-V and virtualized
computers

Changing Date: 3/23/2015 © 2015 itelio GmbH
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= Exchange Server

= Database

= |nfrastructure

= SharePoint

® Linux
= Mac

= Customizing

2.2 Conventions

Inventory and documentation of Microsoft Exchange
servers (2003,2007,2010,2013)

Scanning of SQL servers (servers, databases, tables,
columns, DTS packages) and Oracle databases

Inventory and documentation of DHCP and DNS servers,
Microsoft DFS roots and Symantec Backup Exec

Installations

Inventory and permission analysis of SharePoint
systems

Inventory and documentation of Linux-based systems
Inventory and documentation of Mac-based systems

Adjustment and extension of objects, data structures
and the user interface

In order to improve the readability of this document, the following conventions

apply:
Normal text uses the Calibri font. Names of buttons, checkboxes, etc. are
written in jtalics.
Code samples are formatted in courier New.
Some sections feature tips for using Docusnap. These tips are indicated by
a light bulb.

=2
Warning sections are highlighted by a warning sign. Warnings refer to
' issues that should be taken into consideration when working with

e Docusnap.

Text that contains additional information is highlighted by an information

u sign.

© 2015 itelio GmbH
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2.3

System Requirements

System requirements for the installation of Docusnap 6.2

Operating Systems:

RAM:

Resolution:

.Net Framework:
Windows Installer:

Database: *

Windows Vista, Windows 7, Windows 8

Windows Server 2008 / 2008 R2, Windows Server 2012 /
2012 R2

>512 MB, recommended 1 GB

1024 x 768 min., recommended > 1280 x 1024
Version 4.5.1, recommended Version 4.5.2

Version 2.0

SQL Server 2005 Express / Standard / Enterprise / R2
SQL Server 2008 Express / Standard / Enterprise / R2

SQL Server 2012 LocalDB / Express / Standard / Bl /
Enterprise / R2

SQL Server 2014 LocalDB / Express / Standard / Bl /
Enterprise

No external programs are required for generating documents and maps.

To view the documents and maps, programs that support the following file formats

can be used:

= .docx
= xlsx
= html
= pdf
= odt
= vdx

Inventory Process

Operating Systems:

Network Protocols:

Windows NT, XP, Vista, Windows 7, Windows 8

Windows Server NT, 2000, 2003, 2008, 2008 R2, 2012,
2012 R2

Linux (32 / 64 Bit) — SuSe, RedHat, Debian, Kubuntu, Ubuntu
Mac OS X
WMI

Changing Date: 3/23/2015 © 2015 itelio GmbH
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2.4

Modules:

Installation

LDAP (v.2)
SNMP Version 1,2,3
SSH

Exchange: 2003, 2007, 2010, 2013
SQL: 2000, 2005, 2008, 2008 R2, 2012, 2012 R2, 2014

Permission Analysis for Windows Systems or CIFS / SMB
emulations, SharePoint installation and Exchange
installation

VMware: Virtual Center 3.5/4.0/5.0, ESX Server
3.5/4.0/5.0/5.5 and VMware Server

Microsoft Hyper-V
XenCenter
Microsoft DHCP/DNS

Microsoft Internet Information Services (lIS): Version 6.0,
7.0,7.5,80,685

Microsoft SharePoint: SharePoint Server 2007/2010/2013,
SharePoint Services 3.0, Microsoft SharePoint Foundation

Backup Exec: Version 2010, 2012
Oracle: Version 10, 11g

Executing the Docusnap.exe file starts the installation process for Docusnap 6.2.

© 2015 itelio GmbH
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i'é'a Docusnap b Setup !E[ |

&

Welcome To the Docusnap 6 Setup

The zetup will inztall Docuznap & on pour computer. Click Mext
to continue or Cancel to exit.

Q.
©
-
w
-
9
O
o

Back

Cancel |

The Next button will only be enabled after license agreement has been accepted.

& A

i'él Docusnap b Setup

End-User License Agreement

Fleaze read the following licenze agreement carefullp

SOFTWARE LICENSEAGREEMENT -

In consideration for your use of the software and any updates,
customizations  andfor  enhancements,  entitled  Docusnap
("Software” provided by itelio GmbH, Franz-Larcher-Stralle 4,
g3058 Kiefersfelden, Germany ("Licensor”), you ("User”) agree to
the following terms and conditions.

If you do not agree to these terms, you may not install the
software and you must return the package to your point of
purchase immediately for a refund. |

v || accept the terms of this License doreement

Back I Ment I Cancel

The next step lets you specify the Docusnap installation directory.

Changing Date: 3/23/2015 © 2015 itelio GmbH
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i'é'a Docusnap b Setup !E[ |

Destination Folder

Where waould pou like Docusnap B to be installed?

|ngtall Diocuzhap B to;

IE:HPngram FileshDocuznap B4

Change... |

Back

Cancel |

& A

i'él Docusnap b Setup

Select databasze

Select a zource for the Docusnap database:

+ Existing Microzoft SQL Server

Azzign an already exizting Microsaft SHL Server when Docuznap iz first
launched.

' Local Database

The Microsoft SAL Server Express LocalDB' inztallation copies a minimal zet of
files, to provide a gource for the databage.

Back I Ment I Cancel |

After the desired folder has been selected, the installation process can be started.

© 2015 itelio GmbH Changing Date:3/23/2015 @
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i'é'a Docusnap b Setup !E[ |

Ready to install Docusnap b

Click, Inztall ko begin the installation. Click Back to review or change any of vour inztallation
zettings. Click Cancel o exit.

Back

Cancel |

If the local database does not exist on the system, it can be created during the
installation of Docusnap. The local database (Microsoft Server Express LocalDB) is a
simplified version of SQL Server that can be used without having to perform
complex or time consuming configurations.

It is recommended that the local database is used for testing purposes only or
smaller databases.
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i'é'a Docusnap b Setup !E[ |

Inztalling Docusznap 6

Pleaze wait while Docuznap 6 iz inztalled.

Statuz:

|

j& Docusnap 6 Setup M= E3 |

]

The installation of Docusnap 6 has been
completed.

Click. the Finish buthon to exit.

Q.
©
-
v
-
9
O
o

Back

Cancel |

If the LocalDB installation is also required, the wizard starts to install after finishing
the Docusnap wizard. This requirement can be selected on the “Database Selection”

slide of the Docusnap wizard.
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2.5

Getting Started

When you start Docusnap for the first time, the Docusnap Start Wizard opens to
help you with the configuration of Docusnap for operation.

The first step consists in selecting the Docusnap license file. Docusnap can only be
used with a valid license file.

Three different license modes are available:

= Full Version: License without any time limits.

= Time-limited license: License with time limits.

= Demo Version: Time-limited test version

Two different license types are available:

= Multi-license: With this license type, multiple companies can be created.

= Individual license: With this license type, only a single company can be created.

After selecting the license file you can choose between the Quick Start and start the
configuration wizard.

Select License File

Select License: | Docusnap xml Request License

License valid:  Yes (until 30.09.2014)

®

License Type: TimeLicense

Licensed to: Docusnap

Sample Database

#| Install Sample Database

Start Docusnap

Quick Start Configuration

Q.
O
c
n
-
U
O
O

@ License check successii Cancel

Quick Start
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With Quick Launch the default settings are used for paths etc. and Docusnap starts
immediately.

If the creation of the local database is performed during the installation of
Docusnap, it is used automatically for Quick Start. If not, a dialog for choosing
between the local database and SQL Server opens.

If Install Sample Database is selected a database which already contains sample
data is created. If the sample database is not selected, an empty Docusnap
database is created. For the database the name Docusnap is used. For the sample
data Docusnap always creates a new database.

Configuration Wizard

In the first step, the database for storing the data will be set. Both Microsoft SQL
Server databases and local databases are supported. For reasons of performance
and compatibility, we recommend the use of Microsoft SQL Server.

= Microsoft SQL Server
Compatibility: SQL Server 2005 or later versions.
In addition to the Microsoft Server retail products (Standard & Enterprise), the
Express versions of SQL Server are also supported.
When using SQL Server in the network, make sure that the server has been
configured for remote access via TCP/IP and that the permissions for Windows or
SQL authentication have been set properly.

= Local Database (Microsoft Server Express LocalDB)
If the local database does not already exist on the system, it can be created as
part of the Docusnap installation.
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Please select a database:

Use Local Database
sdevsgl01 53

Docusnap

Cancel

The paths for the documentation, the team settings, the local settings and the
storage location of attachments can be defined on the Settings page.

= Documentation: All of the documents (data sheets, map files, overviews) will be
stored in this directory, according to the structure of Docusnap. When creating
the documentation, you have the option to select a different path.

= Settings: The Settings page includes Local Settings and Team Settings. In order to
make user-specific data available to multiple users, a shared path must be
specified in the Team Settings field. If the path entered under Team Settings is
not available, the path from the Local Settings field will be used instead.

= |T Concept Path: The IT concepts you create are saved under the IT Concept path.

= Check-out path: When defining Extensions it is possible to add attachments.
These attachments are normally stored in the database. For editing purposes,
such attachments will be temporarily stored in the specified directory.

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page 23 Introduction

@& | Configuration o x

Eﬁ Database Define Docusnap Settings:
4 Settings
Documentation

Documentation Path: | C:\Docusnap“Docu 0

Settings
Local Settings: C:\DocusnapSettings e
Team Settings: WSFILEDT\Docusnap 9
IT Concept Path:  [\"\SFILED 1 Docusnap’| TConcept 9
Attachments
Check-out Path: C:\DocusnapiCheckOut O
Back HNext Cancel

You need to create an encryption file to enable the Passwords module in the main
window. Encryption ensures that the passwords will be stored in the database in
encrypted form. These passwords can only be read by users who use the same
encryption file. If you do not create an encryption file, the Passwords module will
remain hidden.

The encryption file should be treated with great care, since it is not possible to
replace or re-create this file should it be lost.
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- - 0 X
Eﬁ Diatabase Encryption File: Disable Encryption Select Existing File ®)Create New File
3‘3 Settings
) Create Encryption File
72 Encryption
Create File:  |C:\Docusnap“.DocusnapEncryption.der 9

The Password Module can be used to enter and manage credentials in Docusnap. To enabled the module, an encryption
file needs to be created

The passwords are saved in encrypted form in the database and only users with the same encrpytion file can read them.
o If no encription file was created, the password medule is hidden.

Make sure to handle the encryption file carefully because there & no possibilily to replace or restore a lost encryplion
file.

Back Cancel

The Startup wizard also allows you to configure Docusnap Server. Enable the

Configure Docusnap Server checkbox to display the steps for the Docusnap Server
configuration.

The Startup Type in the step Server Start Settings determines whether the
Docusnap server is started automatically or manually.

In addition, the debug mode for the Docusnap server can be turned on.

By default, the service is run with the local system account. To ensure the
connection to the database, it is recommended to use a SQL authentication in the
step Server Database.
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@ | Configura - 0 x
Eﬁ Database #| Configure Docusnap Server:
's@ Settings
8 Encryption General
o Server Start Settings Startup Type: | Automatic - Language: English -
Change Server Login
. User:
D)
Fassword:
Remark: If no user and p dis entered, D p Server uses the local systemaccount. If the system account doesn't have
permissions for the database, Docusnap Server exits with an error.
Debugging
Enable Debug Mode
° Startup Type Automatic: After finalizing the wizard the service will be started. Back HNext Cancel

The Docusnap database is the key element for the completion of jobs. It holds the

jobs to be processed by the Docusnap Server.

& Configura I 3
Eﬁ Database Please select a database:
ﬁ‘? Settings
= Encryption Microsoft SQL Server Database
23 Server Start Settings thenticat SQL Server-Authenticati -
o
¢ e IR ETE SQL Server:  |sdevsglll - | User Name: 83
Datzbase Docusnap Password: -
Metsschems ipcsedsuccesstuy
Settings
Query Timeout in Seconds: W
Encryption Module
Encryption: Disabled ®) Select Existing File
Encryption File: |C:\Docusnap“DocusnapEncryption der
Back Mext Cancel
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Docusnap provides notifications for particular areas, e.g. when a contract has
expired. These notifications are sent out by e-mail.

In the SMTP Settings group, you can enter the SMTP server data and select
additional options for authentication and SSL encryption. If the SMTP server
requires authentication, the User and Password fields will be enabled so that you
can enter the required information.

After you have entered a value in the SMTP Server or User field, click the Check
Settings button to send an e-mail to a test recipient to verify the e-mail settings
specified here. Only if this test was successful, the Next button will be enabled so
that you can go to the next step.

If you do not want to use the e-mail settings, leave the text boxes blank or disable
this step by removing the checkmark from the Configure Email Settings checkbox.

é Configuration T
W Database 7| Configure Email Settings:
‘@“9 Settings
& Encryption SMTP Settings
P ¥ Server Start Settings SMTP Server:  |eMailServerl1 docusnap intem x
'-S Server Database #| Senver Requires Authentication S5L Encryption 5=

[ Se: Mail Setti
et 1as External Email Provider

Authentication

User: admin X
Fassword: | X
Sender

Sender: | DocusnapServer@docusnap.com

Check Settings

Test Address:  |info@docusnap.com Check Settings

Back Mext Cancel

Use the Documentation Path field to define the location where the documents

(overviews and datasheets) will be stored by the Docusnap Server. Click the
button to select the folder for storing the documents to be output.

When creating the documentation, Docusnap uses the system account permissions
for executing the service. For this reason, make sure that the system account has a
write permission to the selected documentation path. Alternatively, you can specify
a user or service account with sufficient permissions for the Docusnap Server
Windows service.
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The files and templates used by Docusnap may either be stored on the local hard
disk, on a server, or on a different computer in the network. Docusnap will use the
path selected for the Team Settings, if any. If no path was selected for the Team
Settings or if that path no longer exists, the path defined for the Local Settings will
be used.

The IT concepts you create are saved under the IT Concept path.

The Docusnap Server only supports UNC addresses for the path
u specifications to be used.

When creating the documentation, Docusnap relies on templates. During the
configuration, Docusnap loads these templates into the local or team settings
directory. If both paths are not available at the time when the job is processed,
Docusnap will use the templates from the program directory.

e Configuration _ O x

Eﬁ Database Define Docusnap Server Settings:

‘@“9 Settings

& Encryption Documentation

P8 Server Start Settings Documentation Path:  |C:\Docusnap“Docu e

# Server Database

A Server Mail Settings Settings

#* Server Settings Team Settings:  |"\SFILED1\Docusnap5 (7]
Local Settings: | C:\Docusnap'Settings O

The path for the Team Settings will be set for clientand server

Back Mext Cancel

When all settings have been defined, the configuration is complete.
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Introduction &
é ~ [ x
Eﬁ Database
4 Settings Finish Configuration
2 Encryption
B Server Start Settings [ ] The configuration of Docusnap 6.2 has been completed successfully. Click "Finish" to
+8 Server Database apply your settings.
B4 Server Mail Settings 0o The defined settings and configurations can be changed. added and adjusted
¥ Server Settings anytime in the options dialog.
() Finish (] Information about new features and improvements is available on our website and on
the blog IT Documentation.

e Docusnap

IT Documentation — The Blog

BisT PRACTICE BT PRACTICE BEST PRACTKCE

Preparing the Installation Preview of the New Project Management for

. Docusnap Version 6.2 Your Documentation Praject
—
woJEC
— o ? M» IAGEMENT
Back FEinish

Once you have completed the configuration, Docusnap 6.2 will start automatically.

Microsoft Access Migration Tool

In Docusnap 6.2, the Microsoft Access database is no longer supported. The
Microsoft Access Migration Tool provides the ability to convert a Microsoft Access
database of the version 6.1 into the format of SQL Server or LocalDB of version 6.2.

Existing SQL Server or SQL Server Express databases of version 6.1 will be migrated
automatically after the first start.

Click on the Access Database button in the ribbon Data to open the website for
downloading  the  migration  tool (http://www.docusnap.com/support/
accessmigration). After downloading the zip file, unpack the file and the program

DsAccessimportTool.exe can be opened.
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~ Docusnap Access Import Toal - 0O
| Settings Access | | Settings SQL Server |-————
Datzhase: C:\DocusnapDocusnap.mdb |_| SQL Server: sdevsqgl01
Database: DocusnapAccess
Suthentication: | SAL Authentication [=]
User Mame: 53
Password: —
— | Docusnap 6.1 License| | Encryption Module |—————————————
Licenze: C:\DocusnaptDocusnap xml |_| Encryption File: CDocusnap'DocusnapCrypt der |_|
| Progress |
{ Summary |

'@' Import company Docusnap &G ...

i@' Import of company Docusnap AG was successful.

| Start Import | | Cance |

In the Settings Access the Access database, which should be converted, is selected.
In the Settings SQL Server the SQL Server and the name of the new database must
be specified. The connection to the SQL server can be a Windows or SQL
authentication.

When converting an Access database the data is imported into a
u new database. If desired, the data can then be imported via the
Docusnap Database Import into an existing SQL Server database.

Enter "(localdb)\docusnap" into the SQL Server text box, should you
require the data of the database to be converted into a local
database. The database name can be chosen freely.

As a license, the existing license for Docusnap 6.1 must be used.

If passwords contained in the database need to be imported, then
' the encryption file of this database must be selected in the
® Encryption File text box. Only with the appropriate encryption file,
are the passwords also imported. Afterwards, this encryption file
must be used for the created database.
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2.7

After the Access database, the new SQL Server database and the license have been
selected, can the import be started by clicking on the Start Import button.

User Interface

The user interface for Docusnap is subdivided into the ribbon, the Data Explorer and
the main window.

&| o - 8 x
INVENTORY | DOCUMENTS ~ SCHEDULING ~ DATA
E!E 22 Windows P CFS "j [EMvare WIS O Exchange [ Active Directary f:DNS & Configuration
Network ¥ SNMP P Linux o LElHyperv  H SharePoint " SQL Server  ¥® ADS Synchronization % DHCP  {® System Groups
er "
Scan  ZHIPSeoment ™ Mac Sources~ E3XenCenter @ BackupExec B OracleDB  T1DFS G Snapshats -
Imventory Application Server Network Services Other Ri b b on
x p-] Information
- Docusnap Ltd
[ 82 Contacts Infrastructure News
- @ IT Envirenment - -
& B9 docusnapintern Eg?a[;“ Update of Docusnap Manuals Under \wiay
Wle would like o inform you that the manuals for Docusnap 6.2 are currently being updated
E I )
1 B docusnap.internal Warkstation (19) Linux Waorkstation (5 Since the user interface of the software has undergone fundamental changes. the manuals

[1- & Workstations
- 1 Servers

reed to b revised and adapted completely. Unfortunately, itwill take some time before we

—— Mac Workstation (2)
can provid the new manusls. Of course, we willletyou ]

£33 Linux P \ Software Update of Docusnap 6.2 released
G- ™ Mac P | Finally, here we are! As announced, version 6 2 of the Docusnap documentation tool is
G- 5 SNVP Systems” Data Ex P lorer - Server (25) released. The new version boasts a number of new features 2nd 3 redesigned navigation.
- cFs P - introduction of IT correlation
& 8 sysems . y - Main Window
B Ja System Groups P | immedistely natice thet

vl imr iately notice e
&1+ | Virualization e intface of the spelcation has changed consideratly. i Dousnap 8 2 he current
- 2% |P Systems ce look has found its way into the documentation tocl. Like in the Microsoft Office
& & "DSI Active Directory User and Groups 2012 navigation, the sereen display is split and shows the individual [.]

‘DA

a 400
1 1 Network Services

3 1, Application Servers
G} & Database Server 00
E}- &2 Summary 250
£ [ Reports E
[ %3 Visualization
CF (4 T Assets

Updated News section and Dashboard

\nthen you click ane of the modules. 2 Dashboard with graphical overviews appears. In
adsition, 2 small News panel and an overview of the jobs scheduled in the Docusnap Server
are displayed. Right at the bottom. a status bar displays information on the current service
status ofthe Docusnap Server and the current inventory jobs. [.]

150

\what has Changed With the Inventory Databases for Docusnap Version 6.2

The new version 6.2 of the Docusnap documentafion tool introduces a profound change with
respect io the databases used. With this version, the support for Access databases will be
discontinued. This is done for two reasons: For one thing, this compatibility was the cause for

il | 200

150

& % Visualization o anincrassing botlensck in the oversll performance of the documentation [ 1
#3 Network Map 50
#3 Routing Map .
#3 Topology Map Group User
#i3 VLAN Visualization
Exchange Mailbox-Sizes Scheduled Jobs of the next 7 days
1000 Name Type Start Date Last Execution
Q00
00 /. ¢
700 /
600 /
500 T
400 v
300 =
00
Navigation
s 23.06.2014 13.06:23

Inventory Documents Licenses Permissions Relations Concepts Organization

&) Inventory Status: @ Inactive | [ Docusnap Server: (&) not corfigured | (7] Database Connestions =

Ribbon

Docusnap wizards, dialogs and features will generally be accessed from the ribbon.
The ribbon is subdivided into several tabs according to functionality.

Data Explorer

In the Data Explorer, information is hierarchically displayed as a tree view. There are
seven different tree views. The various tree views can be opened as needed from
the navigation pane located below the Data Explorer.

Main Window
In the main window, information is displayed in various views.

The main window displays data for the objects selected in the Data Explorer.
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Additional information can be specified using data entry screens in the editor.
Comments, financial data, passwords, contracts and reminders can be added by
means of extensions. The reports will be executed on their own tab. The
permissions for the folder structure will be analyzed using the Permission Analysis
process.

2.7.1  Menu Ribbon

Most Docusnap wizards, dialogs and features will be accessed from the ribbon. The
ribbon is subdivided into several tabs according to functionality.

:é:
INVENTORY DOCUMENTS  SCHEDULING DATA

EEE 28 Windows 51'51' CIFS YMware WIS [ Exchange : Active Directory J' DNS & Configuration

EF SHMP -’\ Linux ﬂH\;per—\." E SharePaint S0L Server '3‘? ADS Synchronization T DHCP | (= System Groups
Networe ™ b Other -

Scan  Z@IPSegment ™ Mac Sources~ E3XenCenter & BackupExec F@Oracle DB T1DFS I8 Snapshots

Inventory Application Server Metwork Services Oither

Inventory
Documents
Scheduling
Data
Licenses
Permissions
Relations
Concepts
Organization
Reporting
Concept Editor

2.7.1.1 Docusnap Menu

Options

= General Options: Click the General Options button to open the Options dialog. In
this dialog settings for the program can be determined. The choice of database
and settings for update and Docusnap license are in this dialogue. In the Options
dialog, the language of the program is selected. Docusnap offers the choice
between German and English. Select the desired language in the combo box. To
change the language, the program must be restarted.

= [nventory: Settings for the number of archived versions and the execution of the
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wizard for the inventory can be made in this dialog.

= Documentation: In the configuration of the documentation the path for storing
the documents is set and it is determined which settings are used to create the
documents.

= Permission_Analysis: The option Limit Folder Levels in the Configuration -
Permission Analysis dialog allows you to specify the number of folder levels to be
scanned. This can, for example, be helpful if at a certain level the permissions are
only inherited.

= License Management: The options Include Mac Software Products, Include Linux
Software Products and Include Unkonwn Software Products in the Configuration -
License Management dialog define if software products of a particular operating
system should be excluded from the license management.

= Docusnap_Server: Click the Docusnap Server button to start the wizard for
configuring the Docusnap Server.

= Docusnap Management: Click the Docusnap Management button to open the
Docusnap Management.

= Merge Reports: If an update has added new or modified reports to the
application directory, these can be copied to the report repository using the
Merge Reports dialog.

©

Options

Options

_ General Oplions
Help & Support Specify General Configuration of Docusnap like Database Seftings, License, Update ...

9 Management
Specify Product and Network Specific Settings for the Inventory (Timeouts, Alternative Methods of Inventory)

2 Quick Support

(8 Update Documentation
Configuration Settings for Creating the Documentation (Output Formats, Documentation Path, )
[X] Close

._'i“ PelTrlssmn Anﬂya_:is ) o )
Mpgd  Specify Configuration for Inventory Settings of the Permission Analysis

E License Management

Settings for License Management

Docusnap Server
Configuration of the Docusnap Server to Schedule Tasks (Inventory, Documentation, Reporting, ...)

Other

| || Docusnap Management
Bl Configuration, Management and Customization of Docusnap

Merge Reporiz
Check and Merge of Reports from the Program Directony with those of the Report Repository (Team and Local Settings)
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Help & Support

= Support Information: By clicking the Support Information button, you open a

dialog that allows you to create and send information for troubleshooting.

= Quick Support: Support in the form of remote maintenance is an option for

problems and questions. Clicking the Quick Support button, starts the
"TeamViewer" client. It displays an ID and a password that you must tell to our
support staff so that the support team member can connect to your computer.
After the connection with the support team member has been established,
control of the screen can be transferred.

Change History: Click the Change Histroy button to open a dialog that shows the
change log, i.e. the changes and enhancements introduced with the last versions
of Docusnap.

About Docusnap: A click on the About Docusnap button displays a window with
information about the program. For example, the current version number will be
displayed.

User Manual: Click this button to display a menu that allows you to open the
User Manual as PDF files or access the online version.

Configuration Manual: Click this button to display a menu that allows you to
open the Configuration Manual as PDF files or access the online version.

= Docusnap Forum: Via this button Docusnap Forum can be opened.
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Docusnap Support
Options
N <\ Support Informahion
Help & Support €3 Troubleshooting Information for the Docusnap Support Team
9 Management
Quick Support
& Quick Support Interactive Support from the Docusnap Support

e U
@ e @ Change History
%] Close

@ About Docusnap

Docusnap Help

K@ - User Manual
& Manual for the General Use of Docusnap

EZN-  Configuration Manual

Manual for Configuration, Management and Customization of Docusnap

User Manual (Online)
Manual for the General Use of Docusnap

Manual for Configuration. Management and Customization of Docusnap

Docusnap Forum

B
9 Configuration Manual (Online)
L

Buttons

= Management: Click the Docusnap Management button to open the Docusnap
Management.

= Quick Support: Click the Quick Support button to start the "Team Viewer" Client.

= Update: Click the Update button to start the program update. More information
about this can be found in the Update chapter.

= Close: Click the Close button to close Docusnap.

2.7.1.2 Inventory

The wizards for starting the inventory process can be accessed from the Inventory
ribbon. Learn how to use the wizards for the inventory process by reading the

Inventory chapter.

Inventory

To launch the Inventory wizard, click the Network Scan button.
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Depending on the type of system you want to scan, click the associated button in
this group. The systems that can be inventoried here are: Windows, SNMP, IP
Segments, Linux and Mac. CIFS systems (Common Internet File System) can also be
scanned. These are systems that simulate a Windows file server (smb, cifs). In
addition, you can use the Other Sources button to import script files. The button
DocusnapScript.exe opens the folder which contains the executable file for creating
the script files. More information about Docusnap scripts can be found in the

Scripts chapter.

EEE 22 windows ¥ CIFS éj

L SHMP U
Network I ther

Scan  ERIPSegment ™ Mac  Sources -
Inventaory

Application Servers

By clicking the buttons from the Application Server group, wizards for scanning the
VMware Infrastructure, Hyper-V, XenCenter, IIS, SharePoint, Backup Exec,
Exchange, SQL Server and Oracle can be launched.

Whware HE' 1S [ Exchange
ﬂ, Hyper-\/ E SharePoint 1 S0AL Server
gxenl:enter & Backup Exec a Oracle DB

Application Senver

Network Services

By clicking the buttons in the Network Services group, you can start the wizards
scanning the Active Directory, DHCP, DNS or DFS.

When you click the ADS Synchronization button, the scanned systems are
compared with the systems known to the Active Directory system. Then, the
computers that are no longer found in the Active Directory system, but still exist in
Docusnap, will be displayed. From that dialog, you can determine whether these
computers should be deleted from the Docusnap database as well. The Active
Directory system will not be modified by Docusnap.

] Active Directary 11 DNS
DHCP

{
'E@ ADS Synchronization I:I-:r
1 DFS

Metwaork Services

Other
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2.7.1.3

Settings for the number of archived versions and the execution of the wizard for
the inventory can be made in the Configuration - Inventory dialog.

In the System Groups dialog systems that have been scanned can be assigned to
system groups to define logical groupings. For each group, specific maps can be
generated.

By clicking the Snapshots button, you open the dialog for managing snapshots.
There, you can name the snapshots that have been created so far. In addition, they
can be deleted or flagged as undeletable.

{jD Configuration
{® System Groups

K58 Snapshots

Cither

Documents

Using this ribbon, you can create the required documentation. Documents you can
create include, for example, Visio maps, Excel overviews or Word-based datasheets.
Learn how to use the wizard for creating the documents by reading the
Documentation chapter.

General

Layout (Cl): Clicking this button opens a dialog where you can customize the design
of reports, Visio maps, and IT concepts. These settings can be modified individually
for each company. This particularly affects the design of the documents to be
created and the company logo.

Click the Create Docu button to launch the wizard which contains the options for
creating the various documents. Multiple documents can be created
simultaneously using this wizard.

The Create Overview button in the ribbon can be used to create a document that
references the previously created documents.

b &

Layout Create  Create
i
)] Docu  Owerview

General

Maps
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The following Visio map files can be created:
= Network Maps
= Topology

= System Groups
Different systems located in one domain can be combined into System Groups.
Corresponding datasheets and network maps, as well as routing maps, can be
created for these system groups.

= VMware Infrastructure
= Hyper-V

= XenCenter

= Exchange

= SQL Server

= Active Directory

= DHCP Server

n% Metwark WMware [ Exchange : Active Directary
@ Topology L Hyper-V SQL Server % DHCP Server
{® System Groups gi‘ien Center

Maps

Documents
Use the buttons in the Documents group to create datasheets and overviews.
Click the Datasheets button to open the dialog for generating datasheets.

To generate Excel overviews of the Active Directory system, the Windows
computers, and the software, click the Overviews button.

1?&..4 Datashests

@ Cverviens

Documents

Other

By clicking the Print Docu button, you can open the Print Documentation wizard.

Clicking the Open Path button takes you to the path where the created documents
are saved. You can specify this from the Configuration - Documentation dialog.
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2.7.1.4

E}’E‘ Configuration
& Print Docu
2 Cpen Path

Cther

Scheduling

In the ribbon Scheduling settings for Docusnap Server and Docusnap Connect are
specified. This ribbon is subdivided into two groups.

Docusnap Server

= Jobs: Clicking the Jobs button opens a dialog where you can manage jobs
scheduled in Docusnap.

= Configuration: Click the Configuration button to launch the Docusnap Server
configuration wizard.

= Notification: Notifications are used to send e-mail messages automatically if
certain conditions or criteria are met. This feature can be used, for example, to
notify the user about the expiration of a contract.

= Define Notification: With this feature, you can have Docusnap automatically send
an e-Mail when a license becomes invalid or an agreement expires on that day.
Corresponding queries can be defined in the Define Notifications dialog.

= Server Status: In the Server Status dialog the current database of the Docusnap
server and the status of the server is specified. The server may also be started or
stopped.

@ ¥ Configuration I*| Server Status
d

Jobe =€! Motification
ol
951 Define Motifications

Docusnap Senver

Docusnap Connect

= Schedule Package: Click the Schedule Package button to open the Docusnap
Connect wizard. This wizard can be used to schedule a timed export of data.

T

Schedule
Fackage

Docusnap Connect
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2.7.1.5

2.7.1.6

Data

General

= Database Import: Data from another Docusnap database can be imported by
clicking the Database Import button.

= Database Export: Using the Database Export button, you can export a database.

= Data Import (csv): Click the Data Import (csv) button to launch the wizard for
importing data from a CSV file.

m Database Export
% Datzbaze Import
E Data Import (csv)

General

Migration 6.1

In Docusnap 6.2 Microsoft Access database is no longer supported. The Microsoft
Access Migration Tool provides the possibility to convert a Microsoft Access
database of the version 6.1 into the format of SQL Server or LocalDB of the version
6.2. Click on the Access Database button in the ribbon Data to open the website
for downloading the migration tool.

#e ccess Database

Migration 6.1

Licenses

The License Management ribbon displays after the License Management option has
been selected in the Navigation pane.

Licenses

Clicking the New button will start the License_Management Wizard. The desired
license can be created using this wizard.

There are two options for modifying an existing license. The data can either be
edited using the wizard or using the editor from the main window. Clicking the Edit
button will open the License Management wizard with the data for the selected
software product, which may then be edited.
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Bl ¢

Mew Edit

Licenses

General

If you want to exclude software pertaining to certain systems, e.g. software used in
a test environment, the corresponding systems may be excluded from license
management. To exclude such systems, either click the Exclude Systems button or
use the editor in the Data Explorer hierarchy of the specific system.

Cached tables have been introduced to Docusnap in order to avoid latency during
license management. In general, the cache will automatically update itself. The
cache can be built manually by clicking the Refresh Cache button.

.J Exclude Systems
EL Fefresh Cache

General
Definition

The settings for software groups, software products, search keywords and licenses
can be exported and imported into other databases. This means that a software
product must only be defined once and can then be re-used with other Docusnap
databases.

o Export

% Import

Definition

Other

The setting of which software products are suggested in the license management,
can be determined in the Configuration - License Management dialog.

1:}‘:’ Configuration

Other
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2.7.1.7 Permissions

The Permission Analysis ribbon will be displayed when Permission Analysis has
been selected from the Navigation pane. This ribbon is subdivided into four groups.

Inventory

= NTFS Analysis: Click the NTFS analysis button to open the wizard to select the
Windows systems whose permissions are to be inventoried.

= Online Analysis: The permissions will be determined at runtime by the Online
Analysis process and thus not stored in the database. The Online Analysis process
will be active once you click the Online Analysis button.

=] =]
] ]
L] L]
NTFS Cnline
Analysis Analysis
Imventory
Analysis

= Permission Origin: Click the Permission Origin button to open the permission
structure for the currently selected user.

= User/Group Structure: Click the User/Group Structure button to display the
group or user nestings diagram.

.t Permission Origin

22 JzeriGrou p Structure

Anzlysis
Filter

= Enable/Remove: The Data Explorer displays all directories of a scanned system. To
display the filter below the permissions list, click the Enable button in the Filter
group of the ribbon. Once you have defined the desired filter criteria (Write, Read,
etc.), only those directories will be displayed in the Data Explorer that match the
selected user or group filter.

= Filter Path: The Filter Path dialog only opens for the analysis of SharePoint
permissions. Since the SharePoint permission structure is different from the
structure of NTFS permissions, this dialog is used to select the desired starting
point for the analysis. According to the filter you set, only the directories below
the starting node that correspond to the selected users/groups will be displayed.
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L= Enable
Filter
View

= Blocked Inheritance: Inheritance can be blocked for directories. This means that
the permissions will not be inherited. If the Blocked Inheritance checkbox is
enabled, the directories for which inheritance is blocked will be displayed with a
red icon in the Permission Analysis explorer.

= Explicit Permissions: Permissions can be assigned directly to directories. If the
Explicit Permissions checkbox is enabled, all directories to which permissions have
been assigned explicitly will be displayed with a blue icon.

= Special Permissions: If this checkbox is enabled, special permissions will be
displayed in addition to the basic permissions.

S Blocked Inheritance

S Explicit Permissions

S Special Permissions
Wiew

NTFS Reports / SharePoint Reports / Exchange Reports

= When you click the Current View button, the permissions displayed on the
Permission Analysis tab will be output in a report.

= By clicking the User Report button, you can create a report which shows the
effective permissions to the selected directory and its subdirectories or for
Exchange permissions to the mailboxes, mailbox folders, and public folders.

= Clicking the Directory Report button creates a report which displays all users who
have a permission to the selected directory and its subdirectories.

= Clicking the Overview Report button creates a report which displays all users who
have permissions to the mailboxes, mailbox folders, and public folders.

= Report Jobs (csv): By importing a CSV file multiple jobs to generate Directory
Reports for NTFS can be created simultaneously.

== Current View E Repart Jobs (csv)
ﬂ ser Report
Directory Report

MTFS Reports Sharepoint Reports Exchange Reports
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2.7.1.8

Other

= The setting, if the number of inventoried levels for the NTFS analysis should be
limited, is set in the Configuration - Permission Analysis dialog.

= Clicking the NTFS Filter option opens the Manage NTFS Filter dialog. In this
dialog, you can specify directories to be excluded from the NTFS analysis. For an
explanation of this dialog, refer to the NTFS Filter section.

= You can use the User/Group Filter to exclude selected users and groups from the
directory reports.

q:]-ﬂ Configuration
LI NTF5SFilter
4= Uzer/Group Filter

(Other

Relations

The IT Relations ribbon displays when you select IT Relations in the Navigation
pane. Using this ribbon, you can save and edit relations.

General

Click the Export button to export the current diagram to a Visio file. Clicking the
Reset button will reload the last saved version of the diagram.

ul &

Export Reset

General

Arrange

The Arrange group on the ribbon is used to select the algorithm for the automatic
arrangement of the objects.

If the Connect automatically button has been enabled, a new component will
always be connected with the most recently selected component.

E® Arrange automatically

o Connect automatical Iy
Layout =

Arrange
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Adjust
= The Pointer Tool allows you to select individual components by a mouse click.
= Click the Move button to enable moving of the entire diagram.

= |[f the Connector tool has been selected, you can create a relation connector by
clicking a component while holding down the mouse button. That component can
then be dragged to another component and, by doing so, the two components
will be connected.

= Clicking the Fit to Page button adjusts the diagram to the page.

= Show Grid: In the background of the drawing sheet, a grid can be displayed that
helps you align the components.

= Fields: Each relation has properties, such as a name, description, priority, etc. The
fields to be displayed can be selected from the Display Fields for Relations dialog.

& Paointer Tool [E] Fit to Page

'{r_';l Move Show Grid
A Connector B Fields
Adjust
Connector

In the Connector group, you can select the connector type and design.

Connector

Analyse

= Ancestor: Click the Ancestor button to add the parent node in the tree hierarchy
for the selected object.

= Descendant: Click the Descendant button to display all descendants of the
selected object and add the desired object.

#+" Add Ancestor

" Add Descendant -

Analyse

Resolve Automatically
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= Relation: By clicking on the Relation button all existing relationships for the
selected object are displayed. Subsequently, the desired relation is selected and
all objects of the corresponding IT Correlation are added.

= Group: By clicking on the Group button all existing IT Correlations groups for the
selected object are displayed. Subsequently, the desired group is selected and the
group with all objects of the corresponding IT Correlation are added.

= Levels: Click on the buttons Level to select how many levels of IT Correlations
should be resolved.

n? ® e = 2 Levels

] = 3 levels
Relation= Group=  Mext

Levd = 4 Levels
Resolve Automaticalby
2.7.1.9 Concepts

The Concepts ribbon displays when you have selected Concepts in the Navigation
pane. Using this ribbon, you can edit and change concepts.

"‘ (} % Export > Assign
[, -t )
Print
Edt  Refesh o
Templates Schedule as Job
Concept
IT Concepts

= Edit: A click on the Edit button launches the Concept Editor where you can edit
the selected concept.

= Refresh: Use the Refresh button to update the concept. This reloads the data for
data elements, reports, etc. and recreates the table of contents.

= Export: Using the Export button, you can export your concept to Word, PDF, or
other formats.

= Print: By clicking the Print button, you can print the selected concept.
= Templates: Clicking the Templates button opens the Concept Templates dialog.

= Assign: Clicking this button opens the Assign Concept dialog which allows you to
insert the desired concept into other tree views. It is also possible to add an
concept folder to a node in one of the other trees.

= Keep Version: Since only a certain number of versions of a document can be
stored, you can click this button to select and keep a certain version. This
prevents the current document version from deletion.
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2.7.1.10

2.7.1.11

= Schedule as Job: Clicking this button opens a wizard which allows you to schedule
creation of an concept for a certain date and time.

Organization

The Organization ribbon will display once you have selected Organization from the
Navigation pane. Organization provides the ability to view all extensions (contracts,
financial data, etc.) in a flat structure and thus presents the information from an
organizational perspective. This ribbon consists of two groups:

General

The Edit Selected and Delete Selected buttons are only enabled if an extension has
been selected in the data window. By clicking the Edit Selected button, you can
open the selected extension in the editing window.

By clicking the Delete Selected button, you can remove the selected extension.

FaciPlan is a facility management application. The equipment that has been
inventoried can be managed from within Docusnap. FaciPlan can access this data
and integrate it into building plans.

& Edit Selected
2. Delete Selected

B, FaciPlan

General

New

The Organization ribbon provides the ability to add new extensions. In the New
group, you can add comments, passwords, financial elements, contracts and
reminders. The dialog for adding extensions will be explained in the Organization
section.

Dﬁdd Comment [ Add Contract
'EE Add Password Add Reminder

& Add Finance Detail
Mew
Reporting

The Reporting ribbon appears when a report is executed. Actions specific to reports
may be executed from this ribbon. This ribbon consists of four groups.

General

= Export: Reports may be exported to various file formats. The desired format can
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be selected by clicking the Export button. When you click the desired format, a
dialog appears where you can select the pages to be exported. Click the plus sign
to expand the settings dialog. Then, you can select format-specific settings. If the
file should automatically be opened after the save, enable the Open After Export
checkbox.

= Send: Reports may be sent by email. As with Export, the desired file format can
be selected by clicking the Send button. The page selection dialog will be opened
after you have selected the desired file format. Once the report has been saved,
the default email program opens so that you can send the report.

= Open: Saved reports can be opened by clicking the Open button. Only reports
that have been saved as .mdc files may be opened in this manner.

= Save: Click the Save button to save the executed report as an .mdc file.

= Print: The displayed report can be printed by clicking the Print button.

A Cpen &= Print
. B Save
Export =
B Send -
General
Edit

= Edit: To edit the displayed report, click the Edit button. Editable fields are
indicated with red borders. You can specify in the report definition whether a field
in the report is editable or not. In the predefined Docusnap reports, only the
headings can be edited. The results of the reports are not editable. Once the
report has been opened in the Designer, its properties may be edited to make
certain report sections editable.

= Page Size: To open the dialog for the definition of the page size, click the Page Size
button.

= Search: When you click the Search button, the search toolbar will appear on the
status bar of the main window. This toolbar can be used to search the displayed
report.

{:'}_:I Fage Size

# Edit
EY Search

Edit
View

= One Page, Two Pages: These options determine whether one page will be
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displayed or two pages side by side.

= Page Width: When you click the Page Width button., the executed report will be
use the full width of the main window for display.

= Thumbnail view: Thumbnails of the report pages will be displayed to the right of
the data window. You can display or hide the preview pages by clicking the
Thumbnail View button.

= Bookmarks: You can define bookmarks for your report. If bookmarks have been
defined for a report, you can display them by clicking the Bookmarks button. This
button is disabled if no bookmarks exist.

O One FPage Thumbnail View
B Two Pages
IE] Fage Width

View

Other

= Report Designer: The current report can be opened in the Report Designer. To do
so, click the Report Designer button.

= Schedule as Job: Click the Schedule as Job button to open the Report Automation
wizard. The execution of a report can be scheduled for a later time using this
wizard.

Report Designer
Schedule as Job

Other
2.7.1.12 Concept Editor

General

= Save: After clicking the Save button, you can decide whether to simply save the
concept, to save it as a new version, or to save it as a template.

= Refresh: Use the Refresh button to update the concept. You can specify whether
you would like to refresh the entire concept or just the document outline. A
refresh of the entire document reloads the data for data elements, reports, etc.
and recreates the table of contents. When you just refresh the document outline,
the system recreates the table of contents and reloads the entries in the
navigation pane.

= Export: Using the Export button, you can export your concept to Word, PDF, or
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other formats.
= Print: By clicking the Print button, you can print the open concept.

H & bd </

Save FRefresh Export  Print

- -

General

Edit

= Paste: Using the Paste button, you can insert elements from the clipboard into
the text area.

= Cut: This button allows you to cut selected text elements.
= Copy: This button allows you to copy selected text elements to the clipboard.

= Hierarchical structure: By clicking the arrows, you can change the hierarchical
level and order of the headings in your concept.

= Find: The &2 button allows you to quickly find particular parts in the entire text
quickly and easily.

= Replace: The %2 button allows you to find and replace certain text parts.

| Paste
34
4 Cut
. Ba
=3 Copy
Edit
Formatting

This group contains buttons that can be used to change the font, color, and
typeface of your text.

Cambria - {11 -
T T T F -3,

Formatting

Paragraph

The buttons in the Paragraph group allow you to adjust the alignment and
formatting of the paragraphs in your text area.
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Styles

For text formatting, Styles are available which allow you to edit the text in your
entire document in a centralized way. These styles are also needed when creating
the table of contents.

AaBbCel | AaEbCcD | 1. AaBl | 1.1. Aa

Maormal Mo Spacing  Headline 1 Headline 2
Styles

Document

= Design: Clicking the Design button opens the Designs and Styles dialog. This
dialog allows you to individually define the design of your concept.

= Spell Check: Click the Spell Check button to start the integrated spell checker.

= Validate: By clicking the Validate button, you can check the concept for validity.
Any errors found will be displayed in the error list. An error is present if, e.g., an
inserted relation was deleted or if a report does not exist any longer.

= Properties: Click the Properties button to open a window which lists the
properties of your concept. Here, the title and author of the concepts may be
changed. You can also enter an additional description. The properties also include
additional information such as the date when the concept was last modified.

| Spell Check
A v

) W Validate
Design ]
- Properties

Document

Insert

Use the Insert ribbon to insert different elements into your concept.

= Header and Footer: Use the Header or Footer button to open an additional tab
where you can specify your header and footer settings.

s = B A\ s . 5 = A
> = [ ] [ ) = - | A 2
- 3 522 = I_—d It n l‘] EC = = = ¥
File Table of Table Picture Hyperlink Varizble Text  Quick Placeholder  Footer Header Page Mumber
- Box  Parts - -

Contents ~

Empty Page Report  Map T Data Datasheet Field
Page Bresk Relation

Pages Deocumentation

Additional Elements Text Header and Footer

Page Layout
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= Orientation: The options below this button can be used to specify portrait or
landscape format.

= Breaks: Click the Breaks button to insert a page break. Two different types of
page breaks, i.e. Continuous and Next Page can be selected.

= Page Setup: Click the Page Setup button to adjust the margins, paper size, header
and footer, columns, and borders of your document.

= Paragraph: This button opens a dialog that allows you to change the formatting,
indents, frame, and page breaks of your document.

= Tabs: This button opens the Tabs dialog where you can set and change various

indents.
T » = 9] Paragraph
o ) L Tabs
Crientation Bresks Page
- - Setup
FPage Setup

Data Elements

If you highlight a certain element such as a map, a relation, or a data element, an
additional ribbon displays.

= Settings: When you click the Settings button, you can specify further settings for
the selected element.

= Refresh: For elements such as data elements, maps, or relations, you can click
the Refresh button to load their current version.

= Delete: Click the Delete button to delete the selected element.

E uu E :DDEfit Caption

Settings | Refresh  Delete =

Edit
Table Tools
» Select Table j EIE ]
o . a R
] = Select Row

Settings  _ Delete Insert Insert Insertto  Insertto e
ok Select Cell - Lbove  Below  the Left  the Right =g Split Table
Table Rows and Columns Merge

The Table Tools ribbon display when you insert a new table or select an existing
table.

Table Styles
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Various styles are available for tables. Click the little arrows next to the buttons and
select the desired basic shading for your table.

Reset

Table Styles

Borders and Color

In the Borders and Color group, you can select the shading, border color, border,
and line width for the selected part of the table.

** Shading ~ Line \width: |0.75
it Border -

. Border Color =
Borders and Color

Table

= Settings: Here, you can change table properties such as the distance from text or
the cell height.

= Select Table: Click the Select Table button to select the entire table.

= Select Row; Select Cell: These two buttons can be used to select the row or cell
where the cursor is currently placed.

x Select Table
2

=, Select Row
Settings _1
ok Select Cell

Tatble
Rows and Columns

= Delete Table; Delete Columns; Delete Rows: These options can be used to delete
the entire table, selected columns, or selected rows. These options display when
you click the Delete button.

= Insert Above; Insert Below; Insert to the Left; Insert to the Right: These four
buttons can be used to insert more columns and lines into an existing table.

B o B
& @

Delete Insert  Insert Insertto  Insertio
- Above Below theleft the Right

Rows and Columns

Merge

= Merge Cells: Click this button to merge the selected cells into one.
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= Split Cells: Clicking this button allows you to split the highlighted merged cell
again.

= Split Table: Click this button to split the existing table into two.

il Merge Cells

—3 Split Table

Merge

Header and Footer

= G

= #

Footer Header Page Mumber

-

Header and Footer

This ribbon allows yo to create headers and footers.

Header and Footer

= Close: Click this button to end the editing of your headers and footers. You are
taken back to the General ribbon.

= Header; Footer: Use these buttons to enable, disable and modify your headers
and footers.

= Different First Page: Tick this checkbox to create a special header and footer for
the first page of your document.

= Link to Previous: If you enable the Link to Previous feature, a document with
multiple sections will always use the header and / or footer of the previous
section.

E =k - Different First Page
=1 Link to Previous
Close | Header | Footer

- -

Header and Footer Options

Position

In the Position group, you can change the position of your headers and / or footers.

=3+ Header from Top 1.27

LPLARIE I

Paosition
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2.7.2

2.7.2.1

Data Explorer

The data resulting from the inventory scan as well as manually entered information
is displayed in the Data Explorer. This tree view reflects the structure of the
network and presents the data transparently.

The tree nodes (objects) may represent captions, data or reports. Captions aid with
the organization of the displayed information. When you select a data object in the
tree view, the associated information will be displayed in the main window. When
you select a report in the tree view, it will be generated and displayed in the main
window.

In addition, you can use the New, Save, and Delete buttons above the tree structure
to create, save, and delete a company.

*1New - Il Save X Delete| P 4

By clicking the # button above the Data Explorer tree structure, you can start a
Full-text Search.

Once a node has been selected in the Data Explorer, you can click the @ button to
start a Data comparison.

In the Navigation pane, you can select one of the seven available categories (Data
Explorer, Documents, Licenses, Permissions, Relations, Concepts, Organization) for
display. Depending on the category selected in the Navigation pane, the ribbon and
the contents of the main window will be adjusted accordingly.

O
»

Inventory Documents Licenses Permissions Relations Concepts Organization
Inventory

Documents

Licenses

Permissions

Relations

Concepts

Organization

Inventory

The Inventory tree displays data resulting from a network inventory scan and any
information that have been added manually.

The top level represents the company. If you want to add a new company, click the
New button above the Data Explorer. A new company can only be created if either
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an existing company is selected in the tree view or if no object is selected at all.
When you click the New button, the data entry screen for creating a new company
appears. Once you have entered all required information, click the Save button
above the Data Explorer to save it.

& | Docusnap6:2 - 8 X
INVENTORY | DOCUMENTS ~ SCHEDULING ~ DATA
EEE SEWindows I CFS YMware WIS A Exchange | [ Active Directay #:DNS | g Configuration
Netmark & SNMP I Linux Other LElHyperv @ SharePoint " SQL Server  ¥® ADS Synchronization % DHCP  {® System Groups
Scan  SEIPSegment ™ Mac Sources~ €3XenCenter @ BackupExec f@OracleDB 1 DFS 5 Snapshels
Inventory Application Server Network Services Other
P Data(24) | Comments (0) | Finance (0) | Passwords (D) | Contracts (0) | Reminders (0 EHExport Y Filter
-3 Docusnap Lid - Name Online Domain Type Description Exclud
& 8, Contacts # sisaon Succesded docusnap.inten Server Ho
& “’. IT Emvrenment 7 sisa Succeeded docusnzp.intem Server Ho
= Sﬂ;;:jf:i‘::?ﬂpmem # swecoon Succeeded docusnapintern Server Ho
D-i:i:Jr S docusnapintemn ‘ SMDCO001 Succeeded docusnap.intern DC No
539 Workstations # smpcoooz Succeeded docusnap.intern DC No
o[ Seves # smpcooss Succesded docusnap.intern DC No
i 1 sisaot i smpcooos Succeeded decusnap.intern DC He
=--1 sisan2 1 swmexcoo3 Succeeded docusnap.intern Server Ho
SMBCO001 i smFsoo02 Succeeded docusnap.intern Server Ho
SMDCO00T T smnooot Succesded docusnap intern Server Ho
SMDC0002 # smnoooz Succesded docusnzp.intern Server Ho
o zzgggggﬁ 1' SMPS0001 Succeeded docusnap.intern Server Ho
5 1) swExo :j' SMSPO00T Succeeded docusnap.intern Server HNo
& ) sMFso002 ;' SMSPOD02 Succeeded docusnap.intern Server Ho
- 1 SMiooot 1 smsPooos Succeeded docusnap.intern Server Ho
@ 1 sMioooz i1 smsaooot Succeeded decusnap.intern Server Ho
- {1 SMPSo001 ¢ # smsaooez Succeeded docusnap.intern Server Ho
@ 1 SMSPooDt E 3 smsqoons Succeeded docusnap.intern Server Ho
o 1 SMSPO002 P smsaooos Succeeded docusnap.intern Server No
O 1 smspoops # sMsqooos Succesded docusnap.intemn Server Ho
¥ 1: SMSQO001 # sobcoont Succeeded docusnap.nter DC No
g i, zzzggggi 1' VISWSE00 Succeeded docusnap.intern Server Ho
b - :j' WSWSEN2 Succeeded docusnap.intern Server Ho
o smMsaooss i wswseos Succeeded docusnap.intern Server Ho
£+ @ soDcooot
o wswseno
i 1 wswsen2
& ) wswsens
G 3% Linwx
& " Mac
- 8 SNMP Systems
e cFs
D-g Systems
B Ja System Groups
- @ Viruslization
1 i |P Systems
D-:__ADS - 4 »

Inventory Documents Licenses Permissions Relations Concepts Organization

&) Inventory Status: @ Inactive | ] Docusnap Server: (3 not corfigured | 1 Database Connections =

At the second level, the Contacts and Network Environment objects are located.

If the Contacts node is selected, you can create a new contact entry by clicking the
New button.

All domains in the network environment that have already been inventoried or
created will be listed under the Network Environment node.

Concepts created for this company in the IT Concepts module are listed directly
below the company node.

At the third level, any identified devices are listed under the Workstations, Servers,
Linux, Mac, SNMP Systems and Virtualization nodes. At the next level, the
inventory date of each scanned device is displayed.

Below the ADS node, you can see entries showing the ADS inventory date. Below
the date, the nodes for various areas such as ADS Users, ADS Groups, ADS Logical
Structure, ADS Sites, Subnets, Master Roles and the Global Catalog are displayed.

© 2015 itelio GmbH Changing Date:3/23/2015 @



Introduction Page 56

2.7.2.2

Under the Network Services node, you can find DHCP Servers, DNS Servers and DFS
roots. Under the Application Servers node, the Exchange, IIS Servers, SharePoint
Servers and Backup Exec nodes are listed. Below the caption Database Servers are
the SQL servers and the data from the Oracle inventory. The next level features a
listing of the detected equipment and below it, the scan date. The levels below the
scan date contain information on the system.

Under the Virtualization node, you can find the VMware Infrastructure, the Hyper-
V Server and the Xen Server nodes. The level below shows the date of the scan.
Below the date, you can find a listing of data identified by the scan.

Under the IP Systems node, you can see any equipment that was found during an /P
System scan.

You can manually add any equipment that could not be scanned automatically
under the Systems node. To do so, use the data entry screen which is displayed in
the main window.

Reports are available at various levels (company, domain, etc.) You can find the
reports associated to the current level under the Reports node.

Documents

When you navigate to Documents in the Navigation pane, the Explorer shows any
documents created in this module. Maps and datasheets are displayed in a
hierarchical structure.

At the first level, all companies are displayed. Below each company node, you can
find the overview maps and network maps that include multiple domains.

At the same level, the domains are listed. Below the domain level, further maps and
summaries are displayed.

Datasheets can be found below the Workstations, Servers, Linux and Mac nodes.
Below the VMware and Hyper-V nodes, you can find the associated maps.

If no map or datasheet has been created yet for the selected node, the main
window shows the wizard that will help you to do so.
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2.7.2.3

Licenses

In the Licenses explorer, any defined licenses will be displayed. In the Docusnap
License Management module, you can analyze and document the licenses for
software products purchased by your company.
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The company is shown at the top level. At the next level, the software groups are
listed. Below this level, you can define software groups in order to group software,
e.g. by publishers.

Below each software group node, you can find the software products defined in the
wizard. A software product may, for example, represent an installed software
program.

The level below the software product node contains the following objects:

= Keywords

Licenses

Found Software

Expected Installations

Actual Installations
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= Wanted Installations

= Unwanted Installations
= Missing Installations

= Update Path

= Reports

Keywords may be either including or excluding keywords. You can use them to
assign the software found on the computers to software products.

The license represents the license agreement which has been accepted with regard
to the software. Multiple licenses might have been purchased for any given
software application. For this reason, you can create multiple licenses for each
software product. Licenses can be assigned to CPUs, CPU cores, devices or users.
This assignment indicates on which device the software should be installed or
which users may work with the software. If devices or users have been assigned,
they will be displayed at the next level below the licenses.

Each application that has been found by the network scan and matches the
keywords will be displayed under Found Software. Besides, the systems on which
the software is installed will be listed below its node.

The Expected Installations node shows the systems assigned to the licenses. This
assignment is only possible if you have selected, on the Category page, one of the
following license types: Device license, Processor license or Processor core license.
The Expected Installations node indicates the systems where software should have
been installed.

Below the Actual Installations node, you can see all systems where the software
was found during the network scan.

Under the Wanted Installations node, you can find all systems which have been
assigned to the licenses and where the software is installed. If the license was not
assigned to a software category or if a User license was selected as the category, no
systems will be displayed under the Wanted Installations node.

Under the Unwanted Installations node, Docusnap displays all systems which have
not been assigned to a license, but where the software is installed. If no systems
have been assigned, all systems where the software is installed will be shown under
the Unwanted Installations node.

Under the Missing Installations node, you can find all systems which have been
assigned to a license, but where the software is not installed.

Using the update paths, predecessor (downgrade) and successor (upgrade)
products can be defined. You can find the Downgrade and Upgrade nodes below the
Update Path node. Upgrade licenses are shown under Upgrade, downgrade licenses
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2.7.2.4

under Downgrade.

From the License Management module, you can execute reports for products,
groups and companies. All available reports are listed under the Reports node. To
execute a report, click its name.

You can define a software product as "undesired". Any undesired software products
are shown under the software group, just like the other software products.
Additionally, these software products will also be listed under the Undesired
Products node.

Permissions

The Permissions explorer displays the shares that were determined by inventorying
the Windows system. After a permission analysis, the tree view reflects the
directory structure of the share.

In addition to the permissions of Windows systems, the Permissions explorer also
displays SharePoint and Exchange permissions for analysis.

For more information on this topic, refer to the Permission Analysis chapter.
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The company is shown at the top level of the tree. Below the company, you can see
the associated domains which have been inventoried. Below each domain, you can
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find the File System, SharePoint, and Exchange nodes where the corresponding
permissions are listed.

When you select a directory in the Explorer, the main window displays the
Permission Analysis tab that includes information on share permissions, inherited
permissions, explicit permissions, and the resulting effective permissions.

2.7.2.5 Relations

In the Relations module, the Explorer displays the companies at the first level.
Relations will be created at the level directly below the companies. To create a new
relation, click the New button above the tree view. You can then navigate to the
Relations tab to create the desired diagram.
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2.7.2.6 Concepts

The Concepts Explorer shows the available concepts. A dedicated Concepts ribbon
displays when you navigate to this module.

The companies are displayed at the top level. Below each company, any directories
and documents you create will be displayed. To create a new document or
directory, click the New button above the tree view.
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2.7.2.7 Organization

When you navigate to the Organization module, the Explorer displays any
extensions (contracts, finance details, etc.) using a flat structure.

These extensions (comments, finance details, passwords, contracts, reminders) may
be added from one of the explorers found in the Inventory, Permissions and
Licenses modules. The Organization tree view displays all available comments,
finance details, passwords, contracts and reminders both summarized by type form
and subdivided by company. This gives you a clear overview of the extensions and
you can evaluate the data in reports.

The Organization explorer includes the additional A/l heading. At the level below
the All node, you can find the extensions grouped by Comments, Finance,
Passwords, Contracts and Reminders. At the next level, all extensions of the
selected type will be displayed.

Under each company node, nodes for all extensions will be listed. At the next level,
the extensions associated with the selected company will be listed.

In the Organization module, extensions cannot be edited in a data entry screen
from the main window. To edit an object, highlight it in the tree view and then click
the Edit Selected button in the Organization ribbon. To create a new extension, you
can use the corresponding Add... buttons on the ribbon.
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2.7.3
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Main Window

Depending on the object selected in the Explorer, a variety of tabs will be displayed
in the Docusnap main window. All available tabs are listed below.

Information

Data

Editor

Reports

Extensions (comments, finances, passwords, contracts, reminders)
Documents

Permission Analysis

Permission Origin

Group Policies

Structure
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2.7.3.1

2.7.3.2

Relations
Analysis

Concepts

Information

When you navigate from one module to another, the Information tab displays.

This tab contains a Dashboard with graphical overviews appears. In addition, a
small News panel and an overview of the jobs schedule in the Docusnap Server are

displayed.
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Update of Docusnap Manuals Under \Way

e would like to inform you that the manuals for Docusnap 6.2 are currently being updated
Since the user interface of the softwars has undergone fundamental changes. the manuals
need to be revised and adapted completely. Unfortunately. it will take some time before we
can provide the new manuals. Of course. we willletyou[.]

Software Update of Docusnap 6 2 released

Finally, here we are! As announced, version 6.2 of the Docusnap documentation tool is

released. The new version boasts a number of new features and a redesigned navigation.

Some highlights of the new versioninclude: - documentation of Oracle databases
documentation of Symantec Backup Exec installations - intreduction of IT correlation...

New User Interface of Docusnap 6.2

\nhen you first Iaunch the new Docusnap version 6 2. you will immediately notice that the
user interface of the application has changed considerably: With Docusnap 6.2, the current
WS Ofiice look has found its way into the documentation tool. Like in the Microsoft Office
2013 navigation. the screen display is split and shows the individual ]

\Updated Mews section and Dashboard

\ahhen you click ne of the modules, 2 Diashboard with graphical overviews appears. In
addition, @ small News panel and an averview of the jobs scheduled in the Docusnap Server
are displayed. Right at the bettom, = status bar displays information on the current service
status of the Docusnap Server and the current inventory jobs. ]

\nhat has Changed With the Inventory Databases for Docusnap Version 6.2

The new version 6.2 of the Docusnap documentation tool introduces a profound change with
respect o the databases used. With this version. the support for Access databases will be
discontinued. This is donefor tworeasons: For ane thing, this compatibility was the cause for
an inoreasing botileneck in the overall performance of the documentation [.]

Scheduled Jobs of the next 7 days

Name Type Start Date Last Execution

[ Inveniory Status: @ Inactive | 7] Docusnap Serve

not configured | &) Database Connections =

Data

In general, the Data tab displays the data for the object selected in the Explorer.

By double-clicking an entry on the Data tab, you select it in the Data Explorer.
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If an object you select in the Explorer contains data, the corresponding object data
will be displayed on the Data tab.

If the object selected in the Explorer has children, the content of the next level
below will be shown on the Data tab.

If the nodes at the level below the object selected in the Explorer contain data and
titles, only the data will be displayed on the Data tab.

If the nodes at the level below the object selected in the Explorer only contain titles,
these will be displayed on the Data tab.
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If the data of the child object can only occur once per parent object, they will be
displayed in an alternative way. For example, there is only one record for General,
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i.e. general information about a Windows system. In the alternative representation,
this data will not be presented as a table, but rather with their designation in the
first column and the associated value in the second column.
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By right-clicking anywhere in the main window, you open a context menu that
enables you to hide or unhide columns as desired. Furthermore, you can change
the order of columns simply by dragging them to the desired location with the
mouse. When you click a column heading, the table will be sorted by this column.
In addition, you can modify the column widths as desired. These changes will not
be stored globally for all users, but rather separately for each individual user.

If you wish to undo these changes, open the context menu and restore the default
settings by clicking Reset.

By clicking the Filter button on the top of the Data pane, you open the Docusnap
filter. Using the Export button, you can export the contents of the Data tab to an
unstructured Excel list. In addition, you can select the desired data items by
applying an appropriate filter. For an explanation of the filter functionality, see the
Filters section.
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2.7.3.3 Editor

The Editor tab will only be displayed if the object selected in the Explorer is
editable. For example, if you want to create an entry manually, a blank data entry
screen will open in the editor where you can enter the required information.
Additional tabs, such as Data, Documents or the various tabs for the extensions will
only be displayed after you have saved the data entered in the editor.
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If you select an editable object that has already been saved, the associated data
entry screen opens on the Editor tab, populated with the previously saved data.
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2.7.3.4
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Reports

When you select a report-type object in the Explorer, a corresponding report will be
created and displayed on the Reports tab in the main window. Thumbnails of all
report pages will be displayed to the right of the main window. If you want to hide
them, you can do so by clicking the Thumbnail View button on the Reporting
ribbon. If a report has bookmarks, they will be displayed on the left side of the
window. You can toggle the display of the bookmarks pane on and off using the
Bookmark button on the Reporting ribbon.
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The navigation and search bar is displayed at the bottom of the main window. You
will find the zoom functions in the bottom right corner. In addition, the desired
page layout can be selected there.

When you click the Search button on the Reporting ribbon, a search bar opens at
the bottom of the main window. Here, you can enter your search criteria.

¥ Find What & Find Mext 4 [ Match Case [] Match Whole Word
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2.7.3.5

2.7.3.6

Extensions

Extensions can be used to store additional information about individual objects.
Using extensions, you can create comments, finance details, passwords, contracts
and reminders.

The tabs for entering comments, finance details, passwords, contracts or reminders
will appear when you select the respective object in the Data Explorer.
Alternatively, you can also add extensions from the Explorer of the Organization
module.
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Documents

The Documents tab displays the documents created for the object selected in the
tree view. If you have created a document for an object by using the
Documentation module, it will be displayed on the Documents tab.

For each device that has been inventoried, a datasheet will be displayed. If a Visio
map has been created for an object, you can view it on the Documents tab of the
main window.

In the Documents tree view, the document generated by Docusnap is displayed at
its proper location. If no document has been created for a node in the tree view, a
Dashboard appears that helps you with the creation of the desired document. For
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detailed information on the Documentation module, click here.

Generated documents can only be displayed if the documentation path
selected to create the document matches the one specified in the
Configuration - Documentation dialog.
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2.7.3.7 Permission Analysis

The Permission Analysis tab displays the permissions related to the object that is
currently selected in the tree view. Here, you can find information on share
permissions as well as explicit and inherited permissions. The columns indicate
whether a permission was granted or denied. You can also see what kind of
permissions it is and how it is inherited. For the analysis, any number of users or
groups can be selected. For each selection, the currently valid permissions are
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2.7.3.8 Permission Origin

On the Permission Structure tab, you can see how a user or group obtained a
certain permission. By selecting an individual permission on the left, you can filter
the structure on that specific permission.
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2.7.3.9 Group Policies

In Docusnap you can scan group policies and display them with the corresponding
organizational units or the associated domain. The group policies will then be
displayed on the Group Policy tab.

& | Docusnzp62

EEE =M vindows P9 CIFS @
¥ 3

Moo SNMP i Linwx Other
Scan  EEIPSegment ™ Mac  Sources

Inventory
X Padiet

- Docusnap Lid

& 8 Contacts

- @ T Environment

£+ 33 docusnap.intern

3 docusnap.internal

C3- WM Workstations

& §¥ Servers

3 3R Linwc

- ™ pac

£ & SNMP Systems

-1 cIFs

G- M Systems

[ Ja System Groups

1 @ Virualization

1 % |P Systems

o- 3 Aps

-4 81812014 11:54:07 AM

3 [ ADS Logical Structure
[ Builtin
£ [ Computers
[} 2] docusnap

[ (&1 Domain Controllers
[ [ ForeignSecurityPrincipds
[} [ Manzged Service Accounts
£ (5] Micraseft Exchange Securit
[ Micraseft Exchange System
El [ Program Data

[ System

B[] Users

£} [E] USR_DOM

E

=] GroupPolicies

i =] DAC Central Access Pol

- =] Default Domain Policy

+ =] Firewall Exceptiors

= invent_via_docusnapsci
G- @ ADS Sites

[} S5 Master Roles

£+ 5 Global Catalog

0 & ADS Users

[} 83, ADS Groups

[ " 3

ENTORY DOCUMENTS ~ SCHEDULING DATA

& x
(EvMwzre WIS O Exchange [ Active Directary f1:DNS & Configuration
LlHyperV  H SharePoint  { SQLServer %% ADS Synchronization ‘% DHCP  {% System Groups
) XenCenter @ Backup Exec B3 Oracle DB T1DFS I3 Snapshots
Application Server Network Services Other
Daz (1) | GrovpPolicies | Anzlysis
“|| Default Domain Policy o
Data collected on: 8/8/2014 11:57:46 AM
General
Details
Domain docusnap intemal
Owner DOCUEN\Domain Admins
Created £/2/20103:2128 PM
Modfied 8/2/20109:22:48 PM
User Revisions 0(AD). 0 fsysvol)
Computer Revisions 13 (4D}, 13 fsysvol)
Urique ID {31B2F340-016D-11D2-846F-D0CD4FBIB4FS}
GFO Status Enabled
Links
Location Enforced Link Status Path
docusnap No Enabled docusnapintemal
This st orly includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITT Athenticated Users
Delegation
These groups and users have the specfied permission for this GPO
Name Allowed Permissions Inherited
NT AUTHORITY \Athenticated Users Read from Securty Fitering) No
NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS  Read No
NT AUTHORITT\SYSTEM Edit settings, delete, modify securty No
Computer Configuration (Enabled)
Windows Settings
Security Settings.
Account Policics/Password Policy
Policy Setting
Erforce password histary 0 passwords remembered
Maimum password age 0days
Minimum password age 0days
. Minimum password length 3 characters v
Password must mest complexty requirements Disabled

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | ] Docusnap Server: (@ not configured | () Database Connections =«

2.7.3.10 Structure

The Analysis tab will be displayed in the main window when you select an Active
Directory user or an Active Directory group. This tab shows group nesting as well as
user nesting information.

Using this information, you can find out the following:
= Which group or groups is the user xxx a member of?
= Which members make up the group yyy?

Before you can display this structure, you need to select the desired ADS user or
ADS group. When you click the Analysis tab, the hierarchy of groups or users is
built and shown in a diagram. The &% icon indicates a group. Individual users are
identified by the & icon.
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2.7.3.11

Using the icons in the left pane, you can modify the graphics display or export the
displayed diagram to Microsoft Visio or to a .png file.
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Relations

On the Relations tab, you can create diagrams that show the relations between
different elements. The current Inventory tree view will be displayed in a separate
pane at the right. From this tree, you can drag the components required for the
diagram to the main window while holding the left mouse button. When you click a
connection line, a data entry screen for the connection properties opens at the
bottom of the window. There, you can describe the relations between individual

objects in more detail.

In addition you can also add IT Correlations for the different objects.
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2.7.3.12 Analysis

S.
Q

The Analysis tab is displayed, if the selected object in the tree view is used
Relation or is defined as an starting object for an IT Correlation.
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On this tab, the IT Correlations and Relations are displayed. In the window on the
right side in addition to the IT Correlations all Relations this object are listed. Click
on the desired entry to switch between the graphics.
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2.7.3.13 Concepts

The IT Concepts tab displays the document currently selected in the Explorer.

At the bottom, information such as the page number of the concept is displayed.

CONCEFTS

"3 (", T Export
il Print -
Retresh =T
Templates
Concept
X Delete| P
- Docusnap Ltd

& |}l Emergency Recovery

% Recovery Mail Server
General

5 eekly Report

1SMS

4 Emergency Manual

Inventory Documents Licenses Permissions Relations

SCHEDULING

7 pssign

(© Schedule zs Job

Concspt
) Emergency Manual ] 2 [ j \LZ 12 (R [‘ I7, |L5 [2 ILN»—‘”
-~ B8] 1. Scope "
&1 2. 2pplication Area
(A1) 3. Roles and Responsibilities
tw AL 3.1, IT Emergeney Manager
8] 32.IT Emergency Staff
[7] 3.3. Rele Division and Respons Content
-[&1] 4. Manuals / Pages / Documents 1.5a 4
# (A1) £.1. Storage IT Emergency Mar 2. Application Ar 4
A
1 5. T Emergency Management 3. Roles and Responsibiliti 4
3] 5.1. Definition IT Emergency irTe “ .
[ 5.2. IT Emergency Case Studie - Emergency Hanager
[41] 5.3 Regquired IT Emergency Pl 3.2.IT Emergency Staff. 4
A1 531, Server Systems 3.3.Role Division and Responsibilities... +
(2532 Client Systems 4.Manuals / Pages / Document: 4
(A1 5.33. Active Network Comp 4.1.5torage ITEmergency Manual..... 4
(A1) 534, Building Infrastructure p
8] 5.4, Alering System in Caseof IT Emergency ! +
i [A1] 5.4.1. Netification Plan 5.1 Definition IT Emergency. 4
=21 5.42, Automatic Netification 5.2.1T Emergency Case Studi 4
(A4 5.43. Noification of Ambula 5.3.Re quired [T Emergency Planning 4
A1) 5.4.4, Internal Notification =1
4 5.3.1. Server System 4
A1) 5.45. Nefification Procedur: :
[A1] 5.4.6. Cantact Details IT Em 5.3.2.Client Syst 4
A1 6. Restoring Plans for Critical Com 5.33. Active Network Component: 4
(53] 6.1. Restoring of Datacenter 5.3.4. Building Infrastru ctur 4
80 6.2, Restoring of Active Directo 5.4. Alerting System in Case of an IT Emergency. 4
- [ 6.3, Restoring of Ceniral Data ¢ < 1. Notiication PL s
- [A1] 6.2, Restoring of ERP b Hetiication
~[AL] 65 Restoring of Communicatic 5.4.2. Automatic Notification: 5
~[A1] € 8. Restoring of Critical Clients 5.43. Notification of Ambulance and Emergency Services. 5
&0 7. Important Information in an IT E4 5.4.4.Internal Notification according to Alerting Procedure. 5
-7 a
B 71 Tableof avaiabiity Requi <45 NotiFication e o
~[A1) 7.2 Replacement Plan ]
[ 7.3. Description of Information 5.4.6.Contact DetailsIT Emergency Team. 5
~[81) 74 Server 6. Restoring Plans for Critical Component: 5
~ A1 75. Networking Infrastructure. 6.1. Restoring of Datacenter. 5
I 76. PC. Clients 6.2. Restoring of Active Directory .5
(X1 8. IT Emergency Tutorial e = .
i+ 81, Planning of IT Emergency £ | < >
] » 1”3 |17 |1 |o NUM

Concepts Organization

[ Inventory Status:

Inactive |

[E] Docusnap Server: not configured | () Database Connections =
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2.8

Basics Wizards

The Docusnap wizards help you in all program modules when you need to perform
or configure a process such as scanning the IT environment or creating
documentation. As shown in the following illustration, all wizards have more or less
the same structure.

é nventor, _—
B Company Selection Please enter yourlogin information:
4 Authentication
SR Windows Systems Domain Login
2 Active Directory Domain: docusnap intemal =

ak n
= SNMP Systems User Name:  |docusnapadministrator

Exchange Server
Summary

Fassword: - >

#| Save User Name and Password

Navigation Bar

Main Window

Navigation
Buttons

Status Bar

@ Authentication successful Back Mext Cancel

In order to be able to use various Docusnap features, the wizards can
U be extended to include additional steps.

Navigation Bar

The navigation bar on the left side of the dialog identifies the current step in the
wizard by highlighting the associated button. If the button for a certain step is
enabled, you can also go directly to this step.

Main Windows

The main window of the wizard displays the actual steps, such as selecting the
domain to be inventoried, or specifying the Active Directory systems to be scanned.
Status Bar

The status bar of the wizard displays detailed information and messages. If, for
example, the authentication for the domain fails, a corresponding error message
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2.8.1

will be shown which informs you about the cause of the error.
The following message types are used:

= Success @

= Error &

= Warning &

= Information @

Navigation Buttons (Next, Back, Cancel, Start, Close)

The Next button takes you to the next step in the wizard. If this button is disabled,
essential information is missing. You can get information on wrong entries or
missing information from the status bar of the wizard.

The Back button behaves in the same way as the Next button, except that clicking
the button will take the wizard back one step.

Cancel immediately terminates the wizard. If the wizard is performing a critical
action at the time you click the Cancel button, such as a database operation, this
action will be safely completed before the wizard closes. This ensures that
Docusnap and the Docusnap database remain in a consistent state at all times.

The Start button will only become visible when you can start the inventory process.
Clicking this button causes the inventory scan to start based on the data you have
provided.

After the inventory scan has completed, only the Close button will be available on
the Report page.

Scheduling

The Scheduling step is available in all wizards. To schedule the execution the tasks
of the wizard at a later point of time, check the checkbox Schedule Inventory,
Documentation etc.
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Scheduling is an essential component of Docusnap and allows you to fully
automate the inventory and documentation procedures. Before the Docusnap
Server can process jobs, the desired settings must be configured and saved for the

ﬁ Company Selection /| Schedule Inventory
‘E: Authentication

S8 Windows Systems General Settings

Summary Mame: Metwork Scan Every Week on Monday at 8:00:00 PM. Schedule will be used between 8/1/2014
. and 12/31/2014.
O scheduling Schedule Type: | Recurring -
Frequency
Interval: Weekly - +| Monday ‘wednesday Friday Saturday
Recurring every: 15 Week(s) on: Tuesday Thursday Sunday

Frequency per day

® One-time at: 8:00:00 PM =
Every: 1 Start: End:
Duration
Start Date: 81172014 v = Mo End Date: @) End Date: 1273172014 M

Back FEinish Cancel

Assign a unique name to the job in the Name field so that it can be identified by its
name in the scheduling dialogs. The field to the right can be used to summarize the
selected configuration.
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28.2 Optional: Import

The Import step is only displayed in the Complete Network wizard if the Import
Saved Settings checkbox has been enabled on the General page of the
Configuration - Inventory dialog.

4 s

You can use the Import step to load a saved configuration. This option is
particularly helpful if you need to perform inventory scans repeatedly and with the
same settings. Before you can import the .xml file that contains the configuration, it
must have been saved in the Export step. When you select the desired
configuration file, all settings saved in this file will be applied. Only the
authentication step must be repeated.

o nventon O %

T Import 7| Import Settings

File Mame: |C:\Docusnap"SettingsMetwork Scan xml

(V] Import successful Cancel
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283 Optional: Export

The Export step is only displayed in the Complete Network wizard if the Export
Settings checkbox has been enabled on the General page of the Configuration -

Inventory dialog.

4 s

You can save the current configuration of the wizard by means of the Export step
and reload it by selecting the Import step, as needed. This option is particularly
helpful if you need to perform inventory scans repeatedly and with the same
settings.

In order to enable the export of settings, check the Export Settings checkbox. Then,
you can click the -l icon to select the directory where to save the .xml file. In the
Import step, you can import this file and thus avoid specifying the same settings
again.
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2.9

T Import /| Export Settings

ﬁ Company Selection

céﬁ Authentication File Mame: |C:\DocusnaphSettings'MetworkScan xml
2% Windows Systems

Additional Tools

Software Search

Aetive Directory

SNMP Systems

Exchange Server

Name Snapshot

Summary

P E D @M R B

Export

(V] Export successful Back

Filtering

Filtering in Main Window

Click the Filter button on the Data tab to display the Docusnap filter.

This filter can also be used for other lists, for example in some of the steps of a

wizard.
Filter
YT Ensble Filter

Select
Orther
Excel Export

Clicking the Enable Filter button displays text fields above the main window
columns where you can specify the desired filters or enter keywords. The table
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displayed in the main pane of the wizard will be filtered by those keywords.

The asterisk (*) and the question mark (?) can be used as wildcards. Example: If you
enter the keyword "Docu*", Docusnap will return all records that begin with "Docu"
in the corresponding columns. The other way round: The keyword "*docu" will
return all records that end with "docu".

The following additional filter options may also be used. Please note that the
wildcards mentioned above cannot be combined with the filter options listed
below.

Example
>(greater than) or>= >Docu would filter for entries sorted alphabetically after
(greater than or "Docu".

equal to)

>(less than) or.>= <Docu would filter for entries sorted alphabetically before
(less than or equal "Docu".

to)
<>(not equal) <>Docu would explicitly exclude the "Docu" entry when
filtering.

=(equal) =Docu would only show entries that match "Docu" exactly.
==Docu - - -
Name Version Publisher

.;, Docusnap & 6.1.595. itelio GmbH

.;, Microsoft Office Professional Plus 2010 14.0.6025.1000 Microsoft Corporation

.;, Microsoft Office Visio Professional 2007 12045181014 Microsoft Corporation

.;, Microsoft Visual C++ 2008 Redistributable - x64 5.0.30725 4148 50307254148 Microseoft Corporation

.;, Microsoft Visual C++ 2008 Redistributable - 86 5.0.30725 4148 50307254148 Microseoft Corporation

When you have entered all required keywords, apply the filter either by clicking the
Apply Filter button or by pressing the Enter key.

In addition, you can click the down arrow to the right of each text field to open a
list of filter criteria. The combo box will be populated with the content of the
associated column. Docusnap uses the selected criteria and applies the filter using a
regular expression. It is also possible to enter regular expressions directly into the
text field. Do do so, enter regex: and then type your expression.

Please note that the selected data type may affect the way numbers are sorted. If
you select the String data type, numbers will be sorted by numeric order (for
example 1, 11, 14, 19, 2, 21, 29, 3, 31...) With the Integer data type, however,
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numbers will be sorted according to their numeric values (for example 1, 2, 3,9, 11,
24,29, 31..)

»=Docu v - - -
— Compare Operators: =, <, €=, = 3 Date
Docusnap 6

Microsoft Office Professional Plus 2010
Microsoft Office Visio Professional 2007 Docusnap §

Microsoft Visual C++ 2008 Redistributable - 64 5.0.20725.4148 Microscft Office Professional Plus 2010

Character String

Microsoft Visual C++ 2008 Redistributable - x86 5.0.20729.4148 Micreseft Office Visio Professional 2007

| R SO S N S S S )

Microsoft Windows 7 Enterprise Micresoft Visual C++ 2008 Redistributable - x84 9.0.30729.4148
WMware Tools Microseoft Visual C++ 2008 Redistributable - x86 5.0.30725.4148
‘indows Internet Explorer & Microseft Windows 7 Enterprise

WMware Tools
windows Internet Explorer 9
Lpply | |Cancel

Remave Filter

To display all data again without filtering it, either delete the keywords from the
text fields and re-apply the filter, or remove the filter by clicking the Remove Filter
button.

To export the current view, as displayed in the main window, to an Excel file, click
the Export button. After you have saved the file, it will be opened directly in Excel.

Filtering the Explorer

In addition to the filter specified in the main window, it is also possible to filter the
nodes of the tree view. In the Inventory or Licenses tree view, right-click a node to
display its context menu where you can specify the desired filter. This way, you can
filter the data below the selected node. The filters will be stored on the computer
where you are currently working. For this reason, the filters set in the tree view will
also be retained when you restart Docusnap. The 7 icon indicates that a filter is
currently applied to the node.

To specify a filter criterion, enter it in the text field below the "Filter" caption. As
with the main window filter, both the "*" and "?" wildcards, as well as RegEx
expressions, can be used as filter criteria. To enable the filter, either press the Enter
key or click the Apply Filter option.

If a filter is applied to the tree view, the entries in the main window table will be
filtered according to the same criteria. As soon as you remove the filter from the
main window, Docusnap redisplays all data. This will, however, not remove the
filter from the tree view. However, removing the filter from the tree view will also
remove the filter from the main window.
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To remove the filter for the current node, click the Delete Filter option from the
context menu. To remove the filters for all companies in all tree views, click the
Remove all Filters option.

& | Docusnap6.2
INVENTORY | DOCUMENTS  SCHEDULING DATA
EEE 28 Windows ﬁ' CIFS '_j Viware WIS O Exchange : Active Directory J' DNS # Configuration
Network E’ SMMP -;b Linux Oth ELHyper—\." E SharePaint . SQL Server ‘@‘qﬁ ADS Synchronization \5} DHCP | {% System Groups
WOl er
Scan HRIPSegment ™ Mac Sources~ QXenCenter & Backup Exec [ Oracle DB T10Fs 38 Snapshots
Inventory Application Server Metwork Services Other
P Data(24) | Comments (0 Finance ([ Passwords ([ Contracts (0 Reminders (0
D"lgl Docusnap Ltd SMDC* . . . .
[1- 82, Contacts
L—J“ IT Environment - Name Online Domain Type Descriptio
339 gocusnap.intern i smDcooot Succeeded docusnap.intern DC
D -_3; bulk.docusnap.intern ;" SMDCO0002 Succeeded docusnap.intern oc
Ij--igg rd.docusnap.intern i SMDCO0003 Succeeded decusnap.intern DC
: \orkstations i smDCoD04 Succesded docusnap.intern D
- 3} Servers W (4/24) -
7 1 SMDCODO :“"’"5
‘.\ SMOCO00? ¥ Compare ...
1\ SMDCOoD03 Customize Company Settings ...
5 § SMDCODD4 Filter
it Linux SMDC*
. .
D ‘r Mac Apply Filter
o i
g ﬂ, ill‘::l\;P Systems Remove Filter
D -A- Systems Remove all Filters
D n System Groups
D a Wirtualization
D & IP Systems
o ADS

2.10 Search

To perform a full-text search in the database, you can use the Search button P,
Using the Search feature, you can search the entire content of the tree structure for
text strings (e.g. portions of license keys, names of software, hotfixes and more).

If no restrictions are made, all tree structures are searched.

To restrict the search to specific nodes to be searched, you can define a filter. The
Search Filter dialog, that opens when you click the Filter button on the search bar,
lists all meta objects. Select the meta objects to be included in the search.
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Existing Meta Objects

Imventary

[J Company
E 42, Contacts
. &L T Environment
: | 9 Domain
7| M Vlorkstations
-] s Viorkstations
il Servers
Iﬁn Linux
M Mac
LF SHMP Systems
! crFs
A Systems
& System Groups
a Virtualization
A P Systems
O aDs
7 Network Services
L. Application Servers
% Database Server
# Summary
D Reports
#12 \isualization
<] T Assets

Save

Remove Filter

Cancel

For a full-text search, the following controls are available:

Search: |Microsoft Office b4 (]

Control Description

Combo box

Here, you can enter the search string.

Searched Data Sets: 66.548

Archive If you enable this checkbox, all existing snapshots will be
searched. If the checkbox is disabled, only the current

snapshots will be searched.

Ll /&8 Starts or terminates the current search.

Filter A filter can be used to restrict the search to specific meta

objects.
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The green progress bar remains visible until the search has
completed.

Progress bar

The combo box contains a history of the previously entered search strings.
However, these search strings will be discarded when you exit Docusnap. When you
restart Docusnap, the combo box will be empty again. Since the full-text search will
also find word fragments in the tree view, the search string does not need to be a
complete word.

When you start the search, the Number of Objects message appears. It indicates
how many objects have been searched.

Example

If you enter the search string Microsoft Office, the tree view will be searched for
items that contain the words Microsoft Office. This means that the search will find
every object that contains the string Microsoft Office (software, hotfixes, printers,
services, etc.).

& | Decusnap62 -2 x

INVENTORY

DOCUMENTS ~ SCHEDULING DATA

EEE =8 Windows i'f CIFS Mware  WJIIS O Exchange [ Active Directary fions & Configuration
Network ¥ SNMP i Linux Other LlHyperv  H SharePoint [ SQLServer P ADS Synchronization % DHCP  {= System Groups
Scan  ZHIPSeoment ™ Mac Sources~ E3XenCenter @ BackupExec BB OracleDB  TIDFS 163 Snapshets
Inventory Application Server Hetwork Services Other
Po- Search: |microscit office =3 — Searched Data Sels: 519,329
= \;] Docusnap Lid - Name Object Path -
‘? 8 Contacts 4 MicroscftOffice Professional Plus 2010 Software Docusnap Ltd/IT Environment/docusnap.intern/\workstations AWM/S0032/6/24/2014
7 ;"I]‘;iu:‘:::':":(em 4 MicrssohtOffceVisio Pofessions) 2007 Software Docusnap Ltd/IT Environmentidocusnap intern/Workstations \WMWS0032/6:24/2014
& ]J docusnapintemal i MicrosoftOfice Professional Plua 2010 Software Docusnap Ltd/IT Environment/docusnap.intern/Servers/SMSQODD2/E/24/2014 4.30:2
3 Workstations i Microsoft Office 2003 Web Components Software Docusnap Ltd/IT Environment/docusnap.interm/Servers/SMSQO001/6/24/2014 4:30:2
& 3 Servers i Microscft Office 2003 Viieb Components Software Docusnap Ld/IT Envi snap.inte MSPO004/672412014 4:30:3
i il seexoo01 4 Microsoft Office SharePoint Server 2007 Software Docusnap Ltd/IT Envi 1snap.intern/s MSP0004/6/24/2014 4:30:3
= ! sBPso001 4 Microscft Office 2003 Web Components Scftware Docusnap LdIT Envi inte 014 31953 [{
- ) Sisa0002 i Microscft Office 2003 \web Compenents Software Docusnap LT Environment/docusnap intern/Servers/SISAD1/6/232014 31353 P
= § sLocooon 4 Microsoft Office-Erinnerungen Software Docusnap Ltd/IT Environment/docusnzp interm/Mac/MACBOOKPRO/G232014 308
0 1 sLsaooor i MicrosoftOffice-Setup-Assistent Software Docusnap LtdlIT Environmentidocusnap.internMac/MACBOOKPRO/6 232014 208, ||
= S_LTSI?°°1 4 MicroschtOffice-Setup-fssistent Software Docusnap Lid/IT Environment/docusnap.intern/Mac/MACBOOKAIRIEZ3/2014 3:08:F
Z by ?.aézzr? e A MicrescOffice-Erinnerungen Scftware Docusnap Lid/IT Environment/docusnap.intern/Mac/MACBOCKAIRIEZ3/2014 3:08:F
G @) Roles .E- Microscft Office Professional Flus 2010 Software Docusnap Ltd/IT Environmentidocusniap.internal/Servers/SLTS0001/8/612014 3:13.0
£ 3§ Server Roles i Microsoft Office 2003 Web Components Software Docusnap Ltd/IT Envirenmentidocusnap.internal/Servers/SLSQ0001/8/6/2014 3:13:0
3 g Server Features
1 Optional Features | N -
El | OS Products —e
B/l Software {Data(l) | Analysis EHExport Y Filter
; ocusnap 5 Name Version Publisher Installation Date License Key

Microsoft Office Profess
Microsoft Visio Premium
Microsoft Visual C++ 20
Microsoft Visual C++ 20
4 Microsoft Windows Serv

i Vhhware Tools
-/ indows Intemet Explor
1 £ Hotfixes
[ %@ Volumes
[1- % Network
[/ Adifional Teols
1 1§ PageFile
[ @& Partitions
L1 & Hardware
L1 =%/ Printers
L1 Printer Ports
[} .= Network Printers
& [} Shares
4 : »

A Microsoft Office Professional Plus 2010

-

Kl

14.0.4763.1000

Micresaft Corperation

W4YDE-TGATE-K3BHD-RBFTV-PK

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

The search results will be displayed in the upper pane of the main window. There,
you can see the name, object type and path of the objects found by the search.
When you double-click a search result entry in this pane, the associated object will
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be highlighted in the tree view and its data displayed in the lower pane.

Column Description
Name The name of the object in the tree view.

Object | The object type associated with the current tree view level where the
search result is located.

Path Indicates the path to the object in the tree view.
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3 Inventory

Inventory

Network Docusnap \WERIE]

Scan Script

Entries

Network Inventory

The procedures for the automated inventory process are covered in the Network
Inventory Process section.

Docusnap Script

Using the Docusnap Script, you can scan a Windows or Linux system and save the
collected information to an XML file that can be imported subsequently into
Docusnap.

Manual Entries

If you wish to include systems that cannot be scanned by the automated inventory
process or by the Docusnap Script, you can enter the required information
manually.
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3.1 Network Inventory

Network Inventory

Windows ac Active
Systems Directory

Viware - _ SharePoint Backup
Hyper-V XenCenter 15 Server - F
Infrastr. Server Exec

Exchange

- DFs Server DMNS Server
Senver

When you navigate to the Inventory tab on the ribbon, the buttons used to create
an inventory of the IT environment become accessible.

@ | Docusnap62
w INVENTORY DOCUMENTS  SCHEDULING DATA
EEE 22 windows I CIFs [EVMware SIS O Exchange [ Active Directary f.0ns & Configuration
N i @ SHMP ib Linux oth EL Hyper-V ﬂ SharePoint |“ SQL Server *69 ADS Synchronization ‘?}; DHCP  {® System Groups
etwion &r
Scan 2R IP Segment El Mac Sources~ °XenCenter & Backup Exec Oracle DB T10Fs 54 Snapshots
Imventory Application Server Metwork Services Oither

Inventorying the Network

Click the Complete Network button to open the inventory wizard. From this wizard,
you can access a number of separate wizards which will be described below.

In addition to the Network Scan wizard, which already contains several modules by
default, custom wizards can be configured to combine several modules in one
wizard. The customized wizards can be configured in Docusnap Management.

Windows Systems
Windows systems will be inventoried on the basis of the Active Directory.
SNMP Systems

When you perform an inventory of your SNMP systems, Docusnap will find systems
such as printers, routers, or switches.

Linux Systems
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Equipment where Linux is installed as the operating system can be discovered and
scanned using the Linux inventory process.

Mac Systems

All Mac systems can be determined using the Mac inventory process.

IP Segments

An inventory of IP segments is an alternative to scanning Windows systems. Here,
the inventory scan is not based on the Active Directory, but on a freely definable IP
range.

CIFS

The primary goal when inventorying CIFS systems is to scan the shares and the
associated permissions. This information forms the basis for a permission analysis
with Docusnap (see Permission Analysis).

Exchange Server

Use the Exchange Server wizard to inventory all your Exchange Servers.

SQL Server

To inventory your SQL Servers, click the SQL Server button in the Inventory ribbon.
Oracle

Use this wizard to inventory the existing Oracle databases on a server.

VMware Infrastructure

By scanning the VMware infrastructure, you can obtain information about vCenter,
ESX, and VMware Server.

Hyper-V

Scanning the Hyper-V servers creates an inventory of the existing Hyper-V servers.
Internet Information Service (I1S)

Use the /IS wizard to inventory the Internet Information Service Server.
SharePoint

To perform an inventory of your SharePoint servers, server authentication is
required. For this, you need to specify the following information: SharePoint name,
user, and password.

XenCenter

Use this wizard to inventory your XenCenter environment.
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3.11

3.1.1.1

Active Directory

Besides Active Directory information such as organizational units, users, or groups,
you can scan permissions and group policies.

DHCP Server

Use this wizard to inventory your DHCP servers.

DNS Server

To scan your DNS servers, click the Inventory button in the Network Services
group.

Backup Exec

Use the Backup Exec wizard to inventory the Backup Exec infrastructure.

Distributed File System (DFS)

Use the DFS wizard to inventory the Distributed File System.

Basic Steps

For the tasks involved in an inventory scan, Docusnap provides a wizard-based user
interface that will be referred to as Wizard in this documentation. The Docusnap
inventory wizard consists of several steps, which are combined differently
depending on which system type (Windows systems, VMware infrastructure, etc.)
is to be scanned. The following figure illustrates the basic steps each wizard
includes.

Company
Selection

Scheduling

Authentication
J/ Domain Inventory
Selection

Company Selection

When you start the Docusnap inventory wizard, the first step is to select a
company to which the results of the inventory scan will be assigned. If you
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3.1.1.2

purchased a Docusnap multi-license (capable of supporting multiple companies),
you can create a new company or select an existing company in this step.

L] O x

ﬁ Company Selection Please select a company or create a new one: ® ) Select Company Create new Company

Docusnap Ltd -

When you click the Create New Company radio button, a data entry screen opens
where you can create the desired new company. After you have entered the name
in the text field, you can accept your entry by clicking the Save button or discard
your changes by clicking the Cancel button.

o O x

ﬁ Company Selection Please select a company or create a new one: Select Company ® Create new Company

itelio GmbH Save

Authentication

Depending on the systems for which the inventory process will be performed, the
second step in the wizard is to either specify your credentials or a domain.

The term "domain" will be used in Docusnap both in connection with logging on to
an Active Directory and for the logical organization in the Inventory tree view. This
means that, if no Active Directory Domain Service is available, a domain name must
nonetheless be entered for purposes of logical organization in the Docusnap tree
view.

Authentication

Authentication by specifying an Active Directory domain is required for the
following wizards:

= Complete Network
= NTFS Permissions
= Windows

= Exchange Server

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page 99 Inventory

= Active Directory

= DHCP Server

= DNS Server

= Hyper-V

= SharePoint

= |IS (Internet Information Service)
= Distributed File System (DFS)

For an Active Directory domain authentication, enter the domain name in the
Domain field. If it is necessary to enter your username and password, depends on
the following:

= |f you are logged on to the Docusnap computer as a domain administrator, you
can use the integrated Windows authentication for the inventory process. This
means that you need not specify a user name or password.

= [f you are logged on to the Docusnap computer as a user other than a domain
administrator, you need to specify the corresponding credentials.

If you need to enter your credentials for authentication, the NetBIOS
' name, followed by a backslash (\), must precede the user name. For
A example, the NetBIOS name of the domain named docusnap.intern is
DOCUSNAP. Therefore, you would have to enter the following user
name: DOCUSNAP\<UserName>

Click the Check Credentials button to log on to the Active Directory. If the login was
successful, you can proceed with the next step.

& [m 4

ﬁ Company Selection Please enter yourlogin information:
‘éﬁ Luthentication
Domain Login
Domain: docusnap intemal -

User Name: | docusnap'administrator

Password: - X

Save User Name and Password Check Credentials

Selecting a Domain

A logical domain must be selected or created for the following wizards:
= SNMP

= Linux

= Mac
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= |P Segment

= CIFS

= SQL Server

= VMware Infrastructure
= XenCenter

= Backup Exec

= Oracle DB

When you click the Create New Domain radio button, a data entry screen opens
where you can create the desired new logical domain for Docusnap. After you have
entered the name in the text field, you can apply your entry by clicking the Save
button or discard your changes by clicking the Cancel button.

] 0 x

ﬁ Company Selection Please select a domain or create a new one: Select Domain ®) Create new Domain

[E Domain Selection

landon.docusnap intem Save

Cancel

3.1.1.3 Summary Page

In the step Summary both the modules to be inventoried as well as detailed
information about the individual modules will be listed.
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& | Inventor

ﬁ Company Selection

‘E: Authentication

= Windows Systems
2 )dditional Tools

Software Search

0 =

Active Directory

(L

SNMP Systems
@ Exchange Server
Summary

Summary

Modules selected for inventory
& indows
: Active Directory
& SNMP
[ Exchange
Detailed Information
& indows Systems
4+ SBDCO002 \windows Server 2012 Standard
i1 SBEX00D1 indows Server 2008 R2 Enterprise
i1 5BPS0001 Windows 2000 Server
4 SLDCO00T ‘windows Server 2008 R2 Enterprise
1 5LSQO001 \windows Server 2003
1 SLTSD001 Windows Server 2008 R2 Enterprise
A WLWS0088 Windows XP Professional
L¥ SNMP IP Segments
'y 192.168.100.1 - 192.168.103.254

Back Cancel

3.1.1.4 Scheduling

The Scheduling step is available in all wizards.

If the Schedule Inventory checkbox is not selected, the inventory can be initiated by

clicking the Start button.

To schedule the execution the tasks of the wizard at a later point of time, check the

checkbox Schedule Inventory.

Assign a unique name to the job in the Name field so that it can be identified by its
name in the scheduling dialogs. The field to the right is used to summarize the
selected configuration. Click the Finish button to save the configuration of the job
and close the wizard. The Docusnap Server will execute the inventory at the

scheduled time automatically.
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@& | Inventon, 0 x
ﬁ Company Selection /| Schedule Inventory
‘E: Authentication
=5 Windows Systems General Settings
Summary Mame: Metwork Scan Every Week on Monday at 8:00:00 PM. Schedule will be used between 8/1/2014
. and 12/31/2014.
O scheduling Schedule Type: | Recurring -
Frequency
Interval: Weekly - +| Monday ‘wednesday Friday Saturday
Recurring every: U= week(s) on: Tuesday Thursday Sunday
Frequency per day
® One-time at: 8:00:00 PM =
Every: U Start: End:
Duration
Start Date: 81172014 v = Mo End Date: @) End Date: 1273172014 M
Back FEinish Cancel

3.1.1.5 Status

The Status page displays information about the status and progress of the current
inventory scan. The Navigation pane is disabled while the system performs the
inventory scan. So, if you need to abort this process, you can only click the Cancel
button.

The actual progress for each step will be displayed using progress bars (see the
screenshot below) and can take on various states:

= A green progress bar indicates that a task has been performed successfully.

= A yellow progress bar shows that some information could not be determined for
the corresponding step.

= A red progress bar indicates that an error has occurred during the inventory scan.

After the inventory process has been completed, the wizard automatically takes
you to the Report page where a summary is displayed.
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Status
MName Type Progress in %

: Agctive Directory Active Directory | IR

W windows Windows [ ]
@ sebcoooz Windows
1 sBEXD0O1 \indows [ ]
1 sePs0001 \indows [ ]
& sLDCo0D1 \indows [ ]
1 sLsqooot Windows [ ]
1 sLTso001 Windows [ ]

¥ Status

Information

Completed

Executing Process: 11 %

Check connection with remote system
Scanning network adapters

Scanning network adapters

Scanning registry

Scanning network adapters

Scanning network adapters

Cancel

3.1.1.6  Summary Page

As the last step of the wizard, a final report is displayed that shows information on
the completed inventory scan. The structure of the view reflects each inventory
process step that was performed successfully, caused errors or could not be
completed. In addition, error messages and error cause details will be shown for

the aborted and incomplete steps.
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& | Inve O x
Report
Name Type Information -
Summary Reguired Time: 00:16:02
: Active Directory Completed
& findows Completed
E" SHNMP Completed
E" IP System Completed
E" Topology Completed
@ Exchange Completed
@ Successful (23)
[ Active Directory (1)
: docusnap.internal ADS Scanned successfully
M indows (6)
2 Report ,' SBEX0001 Windows Scanned successfully
]l SBPS0001 ‘windows Scanned successfully
& sLocooot Windows Scanned successfully
71 sLsqooo Windows Scanned successfully
i1 sLTs0001 Windows Scanned successfully
o WLWS0028 ‘Windows Scanned successfully
LF SNMP (14)
KF 192 168.100.249 SNMP Scanned successfully
KF CLJ4TI0DG SNMP Scanned successfully
K CLJ4TI0EG SNMP Scanned successfully
B CLJ4TINOG SNMP Scanned successfully
BF CLJ4TIUG SNMP Scanned successfully
&Y fitD01 SNMP Scanned successfully
E" TwitD02 SNMP Scanned successfully
¥ mDICancrC CRIKAD T A v ke N
4 4
Close

3.1.1.7 Optional: Naming Snapshots

As already described in the Basics - Docusnap Wizards section, Docusnap wizards

can be extended as needed. To enable the Name Snapshot step, open the General

page of the Configuration - Inventory dialog.

" " . "

I

In the Name Snapshot step, you can assign a name to an inventory scan. Snapshots
are primarily used to summarize inventory scans so that you are able to identify
them later. So you can, for example, select a specific snapshot when importing data
to the database, or you can delete the entire snapshot with all of its data.
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3.1.2

After enabling the Name Snapshot checkbox, you can define a specific name for the
current inventory scan. If you enable the Exclude snapshot from automatic deletion
checkbox, the data associated with the current snapshot will not be deleted when
the maximum number of archive versions (specified in the Options dialog) is
reached.

If you did not enable the Name Snapshot checkbox, the name of the snapshot will
be Inventory from, along with the date and time of the inventory scan.

& | Inventon m I

ﬁ Company Selection #| Name Snapshot
‘éﬁ Authentication

L]} ,
&= VWindows Systems Snapshot Name: Master Metwork Scan

£ Additional Tools f
1| Exclude snapshet from automatic deletion

m Software Search
: Active Directory
L¥ SNMP Systems
@ Exchange Server
58 Name Snapshot

Back Mext Cancel

Windows

For the automated scanning of Windows systems, a variety of methods can be used
in Docusnap. While the core directory service, i.e. the Active Directory Service must
be accessible when scanning Windows systems and offline systems, you can use
the IP Segment inventory process to scan an IP range or a single system.
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3.1.2.1

Windows Systems Offline Systems

* ADS Authentication + ADS Authentication

e List of Systems from e List of Systemsin
ADS Docusnap (Offline)

IP Segments

*|P Segment

e System Name or IP
Address

These are the differences:
Windows Systems

When you click either the Network Scan or the Windows button, Docusnap will
search the Active Directory for active computer accounts. The actual inventory
process for individual systems will be based on the results of this search.

If the Active Directory system has a larger number of active

' computer accounts than have been licensed in Docusnap, a
-l corresponding error message will be displayed in the Authentication
step.
IP Segments

Click the IP Segments button to scan Windows systems which are not part of the
Active Directory, for example, workgroup computers. Based on the specified IP
ranges, IP addresses or computer names, Docusnap attempts to identify Windows
systems in the network and to inventory them in subsequent steps.

Offline Systems

If any systems cannot be reached at the time of a Windows inventory scan,
Docusnap will assign the Offline status to them. These systems can be inventoried
explicitly in course of another Windows Inventory.

Windows Systems

To start the wizard for inventorying your Windows systemes, click the Network Scan
or Windows button on the Inventory ribbon. The Windows Systems step will be
displayed after you have selected a company and entered your credentials (see:

Basic Steps).
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& | Invento

ﬁ Company Selection
‘E: Authentication

= Define Filter
== Windows Systems

Start Search at:

Found Systems

Name
SBDCO002
SBEXD001
SBPS0001
SLOC0001
SL5Q0001
SLTS0001
WL\WS0088

g
-

o 8] [&] &[] 8] [
a—
=

' IETIETE

#|Inventory Windows Systems, or

Operating System

‘windows Server 2012..
‘windows Server 2008..

Windows 2000 Server

‘wlindows Server 2003..

‘wlindows Server 2003

‘wlindows Server 2003..

‘windows XP Professio

Inventory Offline Systems

Type

Domain Centroller
Server

Server

Domain Controller
Server

Server

Select QU

Password A...
189
4
2
26
0
14

Start Search

Filter
Y Enable Filter

Select
Select all

18 ¥ [ Deselectall
P |-
K Other
Excel Export

Cancel

(i) Systems found: 7 Back

Docusnap will select the systems to be scanned based on the active computer
accounts available in the Active Directory. Using the Start Search at filter criterion,
you can restrict the search to a specific organizational unit. Click the Select OU
button to open a dialog where you can select the desired organizational unit. If you
do not specify a filter criterion, Docusnap will search the entire Active Directory for
active computer accounts.

Start the search by clicking the Start Search button. During the search, all user
interface controls except the Cancel button will be disabled. After the search has
completed, the identified Windows systems will be displayed in the Systems Found
list.

There are several ways to select the systems to be inventoried. To select or deselect
a certain system, you can use the checkbox next to its name. By default, all devices
are selected.

In addition, a flyout pane will appear to the right of the list. There, you can filter,
select and export the displayed systems (see: Filters section). While you can click

one of the (domain controllers), L (memberservers) and ™ (workstations)
icons to add or remove individual items, the Select all and Deselect all checkboxes
allow you to select or deselect all systems with one click.
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3.1.2.2

Besides the operating system information and the system type, the
Systems Found list also includes a column showing the password age.

= The password age indicates how many days ago the current computer
account last received a new access token from the domain controller.
By default, this token is renewed every 30 days.

Offline System

Alternative to all Windows systems, you can choose to only inventory Windows
systems that could not be inventoried during previous inventory scans. Click the
Inventory Offline Systems checkbox to show only offline systems and the inventory

can be started.

& | Inventor

ﬁ Company Selection Inventory Windows Systems, or

‘E: Authentication

S5 Windows Systems

Found Systems

Name
WMn/S0159
wWMn/S0333
WMWS0T02
WMwS0T08
WMWS0T10
WMw/S0999
WSWSE01

o 8] [&] &[] 8] [

0 Systems found: 7

Operating System

‘windows
‘windows
Windows
wlindows
wlindows
wlindows

Windows

+|Inventory Offline Systems

Type Password A... Filter
144 T Enable Filter

as Select
131 Select all
2 ¥ [ Deselectall

LY

b Other
Excel Export

Back Cancel

IP Segments

To start the wizard for inventorying certain IP segments of your Windows systems,
click the IP Segment button on the Inventory ribbon. The Windows Systems step
will be displayed after you have selected a company and a domain.
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ﬁ Company Selection /| Inventory IP Segments
EE Diomain Selection

S5 Windows Systems Add IP Range
IP from IP to IP from: 172.31.21
iy 1723121 172.31.2.100 1P to: 172.31.2.100
User: docusnap*administrator
Password: |~ X
MNew Clear Save
Start Search Lozd List
Found Systems
Host Name IP Address -~
7| SMSQO005 172.31.2.21
7 \WMWS0032 172.31.217
7 \WMWS0064 1723124
7 N WMWSD113 17231214
7 N WMWS0123 17231258
7 N \WMWS0254 1723128
7N \WMWS0333 17231224 - New
Back Mext Cancel

There are two ways to identify individual systems:

Entering an IP Segment Manually

First, you need to enter the required information (IP from, IP to, User, Password) in
the Add IP Range group and save this information. Then, click the Start Search
button to identify the Windows systems in the specified segment(s). During this
process, the individual IP addresses in the specified segments will be pinged. Each
Windows system that replies successfully will be added to the Found Systems list.

If multiple IP ranges should be included in the inventory, they can also be imported
from a CSV file instead of creating them individually using the buttons New and
Save. In the CSV file, the values for IP from, IP to, user and password must be listed
in this exact order separated by ";". If a line doesn't match this format, this one will
be omitted.
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Entering Individual Computers Manually

In addition to scanning entire IP ranges for systems, you can also specify a single
system. In the Found Systems group, click the New button and then enter either a
system name or an IP address as well as the User and the Password for the system
to be scanned subsequently.

If you wish to use the the IP Segments inventory process to scan
systems that are members of a domain, precede the user name with

= the NetBIOS name and a backslash (\). For example, the NetBIOS name
of the domain named intern.local is INTERN. This means that you need
to enter the following in the User field: INTERN\<UserName>.

If you would like to use the inventory process to scan individual
systems or workgroup systems, "only" the user name (permissions of
a local administrator) needs to be specified.

The actual inventory process is based on the systems listed in the Found Systems
group. All systems selected there will be scanned.

3.1.2.3 Optional: Software Search

As already described in the Basics - Wizards section, Docusnap wizards can be
extended as needed. The Software Search step can be enabled from the General
page of the Configuration - Inventory dialog.

The Software Search step is available in the following wizards:
= Network Scan
= Windows Systems

= |P Segments
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3.1.24

The Software Search feature is an additional Docusnap feature for inventorying
software products that could not be scanned by means of the Windows inventory
process. If, for example, an application (.exe) has been saved to the file system from
a distribution package without registering with the target system, Docusnap will
not be able to find this product during the automated inventory scan. With the
Software Search feature, Docusnap accesses the file system directly and attempts
to find the defined software product in the course of the inventory scan.

Before you can use the Software Search feature, you need to define software
products. To define the desired products, open the Software Search dialog in the
Docushap Management.

-~ 0 x

B Company Selection #| Apply Software Search

‘Eﬂ Luthentication
Name Version

‘Windows Systems -
<] ¢d  PulTY 0.62

m Software Search

All registered software products will be listed as a result of the Software Search
step. By enabling or disabling the checkboxes, you can determine which products
Docusnap will be looking for when performing the automated scan.

Optional: Additional Tools

As already described in the Basics - Wizards section, Docusnap wizards can be
extended as needed. The Additional Tools step can be enabled from General page of
the Configuration - Inventory dialog.

The Additional Tools step is available for the following wizards:
= Network Scan
= Windows Systems

= |P Segments
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Additional Tools

4 4

The Additional tools feature can be used during the inventory process in order to
scan for additional information about a Windows system. For example, the
SystemInfo.exe application provides access to the operating system configuration
for a local or remote computer. During the scanning process, Docusnap will start
the selected utility and will add the results into the Docusnap database.

& 0ox

B Company Selection /| Apply Additional Tools

‘éﬁ Authentication
Tool Description Parameter Timeout

SR Windows Systems - - -
<\ =)y systeminfo.exe Systeminformation /FO CSVI/NH 10000

£ Additional Tools

All of the registered programs will be listed during the Additional Tools step.
Checking or unchecking the checkbox will determine which products should be
executed in the course of the automated scan process.

Additional tools will be executed on the system where the inventory
' process will be taking place. If, for example, Systeminfo.Exe has been
et integrated as an additional tool, it will be started on the computer on
which Docusnap is running. The operating system configuration for a
remote system to be scanned can be specified to Systeminfo.Exe by
means of a parameter.

Before an additional tool can be used, it must be defined. This can be done from
the Additional Tools page in the Docusnap Management.
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3.1.3

SNMP Systems

To start the wizard for inventorying SNMP systems, click the Network Scan or
SNMP button on the Inventory ribbon. The SNMP step will be displayed after you
have selected a company and a domain (see: Basic Steps).

Scanning SNMP systems
& | Inventor 0 x

ﬁ Company Selection #| Inventory SNMP Systems
EE Domain Selection

Add IP Range
Y SNMP Systems d

IP from: 192.168.100.1 [ X IP to: 192.168.100.254 | X New Save Delete
Community: |public Timeout 2500 = Load List
IP Range
IP from IP to Community Timeout
7| ¥ 192.168.100.1 192.168.100.254 public 2500

Cancel

Fill in the IP from, IP to, Community and Timeout fields to define the IP range to be
scanned. After you have added the desired ranges to the IP Ranges list, you can
specify for each range whether or not the inventory scan should be performed by
enabling / disabling the checkbox next to it.

If multiple IP ranges should be included in the inventory, they can also be imported
from a CSV file instead of creating them individually using the buttons New and
Save. In the CSV file the values for IP from, IP to, Community and Timeout must be
listed in that order separated by ";". If a line doesn't match this format, this one
will be omitted.

Scanning Systems using the SNMP v3 Protocol

The next step refers to scanning systems that support SNMP v3. The main
difference between SNMP V3 and SNMP v1 / v2 is that, for SNMP v3 systems, you
can define authentication data.
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é mventor A %
ﬁ Company Selection /| Inventory SNMP v3 Systems
EE Diomain Selection
Name

£ SNMP Systems
= J 8 FwITo001
¥ SNMP v3 Systems

Add SNMP v3 System

FWIT0001 New Save Delete Information
o Authentication information missing Back Cancel

Click the New button to specify the name of the desired system that uses the
SNMP v3 protocol. When you click the Information button, the SNMP v3
Information dialog opens where you can enter the authentication details required

for a successful scan.
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@ | SNMP w3 Information: Firewsa 0 =
LISM User docusnap
Security Level Auth_Priv -
Auth Algorithm SHA -

Auth Password

Privacy Algorithm AES -
Privacy Password [

Context Name

Engine ID

Localized Auth Key

Localized Priv Key

Timeout in ms 600

Save Close

After the desired systems have been added to the SNMP v3 Systems table, you can
use the checkbox next to each system to specify whether it is to be included in the
inventory scan or not.

Generally, Docusnap uses the SNMP v1 and v2 protocols to identify

u SNMP systems. Each IP address in the specified range will be checked
to determine if an SNMP system is involved. If the requested IP
address responds to a ping and proves itself to be a valid SNMP
system, the inventory process will be performed using the SNMP
protocol.

SNMP systems that require the SNMP v3 protocol, but have been
listed in the IP range list for the normal SNMP scan (i.e. using the v1
and v2 protocols), will not be considered when scanning the vl and v2
systems.

By default, Docusnap inventories SNMP systems based on their system names. If a
network includes multiple SNMP systems with the same system name, the results
for all corresponding systems will be grouped under this system name. If you want
to obtain individual results for each of these systems, you can specify to identify
SNMP systems by their DNS names (on the Inventory page of the Configuration
dialog).
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3.14

Linux Systems

To start the wizard for inventorying Linux systems, click the Linux button on the
Inventory ribbon. The Linux Systems step will be displayed after you have selected a
company and a domain (see: Basic Steps).

@& | Inventor, 0 x

Company Selection 4| Inventory Linux Systems

EE Domain Selection

= ) Add IP Range
;_:,\ Linux Systems

IP from IP to IP from: 172.311.0
7y 1723110 172.31.1.254 Pio: 172.31.1.25¢
User: root
Password: |[* x
Port: prlss
Mew Clear Save
Start Search Load List
Found Systems
Host Name IP Address

7§ wmlx0010.docusnapintern  172.31.1.74

Cancel

If you define an RSA key on the Wizards page of the General page of the
Configuration - Inventory dialog, you can, once an initial scan has been performed,
omit the password for subsequent scans.

There are two ways to identify the available Linux systems:

Entering an IP Segment Manually

First, you need to enter the required information (/P from, IP to, User, Password,
Port) in the Add IP Range group and save this information. Then, click the Start
Search button to identify the Linux systems in the specified segment(s). During this
process, the individual IP addresses in the specified segments will be pinged. Each
Linux system that replies successfully will be added to the Found Systems list.

If multiple IP ranges should be included in the inventory, they can also be imported
from a CSV file instead of creating them individually using the buttons New and
Save. In the CSV file the values for IP from, IP to, User, Password and Port must be
listed in that order separated by ";". If no port is specified the port 22 is used by
default. If a line doesn't match this format, this one will be omitted.
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Entering Individual Computers Manually

In addition to scanning entire IP ranges for systems, you can also specify a single
system. In the Found Systems group, click the New button and then enter either a
system name or an IP address as well as the User name and the Password for the
system(s) to be scanned subsequently.

The actual inventory process is based on the systems listed in the Found Systems
group. All systems selected there will be scanned.

To perform an automatic scan of Linux systems, the user must have
U "root" permissions, the SSH daemon must be running on the
remote Linux system and port 22 must be open.

3.1.5 Mac Systems

To start the wizard for inventorying Mac systems, click the Mac button on the
Inventory ribbon. The Mac Systems step will be displayed after you have selected a
company and a domain (see: Basic Steps).

:-‘i-: nventor M %

ﬁ Company Selection #| Inventory Mac Systems
[E Domain Selection

M Mac Systems Add IP Range
IP from IP to IP from: 192.168.103.60
sty 192.168.103.60 192.168.103.60 1P ta: 192 162.102 60
User: docusnap
Password: | x
Port: 25
Mew Clear Save
Start Search Lozd List
Found Systems
Host Name IP Address
s M NKNGAIR local 192.168.103.60

New

Back Cancel

There are two ways to identify the available Mac systems:

Entering an IP Segment Manually
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3.1.6

First, you need to enter the required information (/P from, IP to, User, Password,
Port) in the Add IP Range group and save this information. Then, click the Start
Search button to identify the Mac systems in the specified segment(s). During this
process, the individual IP addresses in the specified segments will be pinged. Each
Mac system that replies successfully will be added to the Found Systems list.

If multiple IP ranges should be included in the inventory, they can also be imported
from a CSV file instead of creating them individually using the buttons New and
Save. In the CSV file the values for IP from, IP to, User, Password and Port must be

listed in that order separated by ";". If no port is specified the port 22 is used by
default. If a line doesn't match this format, this one will be omitted.

Entering Individual Computers Manually

In addition to scanning entire IP ranges for systems, you can also specify a single
system. In the Found Systems group, click the New button and then enter either a
system name or an IP address as well as the User name and Password for the
system to be scanned subsequently.

The actual inventory process is based on the systems listed in the Found Systems
group. All systems selected there will be scanned.

CIFS

To start the wizard for inventorying your CIFS systems, click the CIFS button on the
Inventory ribbon. The CIFS step will be displayed after you have selected a company
and a domain (see: Basic Steps).
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ﬁ Company Selection #| Inventory CIF 5 Systems
EE Domain Selection

Server User Password
5r5r CIFS
Summary

Scheduling

| T  cifs.d intem

Add CIF5 System

Heost Name:  |cifs docusnap intem User: docusnap\adminis New Save Delete

Community: | public Password:

Back Next Cancel

The primary goal when inventorying CIFS systems is to scan the shares and the
associated permissions. This information forms the basis for a permission analysis
with Docusnap (see the Permission Analysis section).

Identify the CIFS system to be scanned by completing the Host Name, User,
Password and Community fields. After the desired systems have been added to the
table of CIFS systems, you can use the checkbox next to each system to specify
whether it is to be included in the inventory scan or not.

3.1.7 Exchange Server

To start the wizard for inventorying your Exchange servers, click the Network Scan
or Exchange Server button on the Inventory ribbon. After you have selected a
company and a domain and entered your credentials (see: Basic Steps) the
Exchange Server step will display.
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For inventorying Exchange servers, you can select what information should be
retrieved as well.

& | Inventon, jm B
ﬁ Company Selection +| Inventory Exchange Server
‘é= Luthentication
O Exchange Server Settings
| Mailboxes | Public Folders | Contacts o | Other (Certificates, ...)
/| Permissions +| Permissions | Distribution Groups +| AD Permissions (Send As, )
| Mailbox Folders Extended Information
Start Search Import
Found Systems
MName Version Import Filter
| @ SCEX0001.rd docusnap.intern Version 8.3 (Build 30083.6) Impaort T Enable Filter
s @  SMEXD0D03.docusnap.intern Version 14.1 (Build 30218.15) Impaort
/| @  STEXD0O01.bulk.docusnap.intern Wersion 14.0 (Build 30639.21) Import
Select
b Select all
il [ Deselectall
;Other
Excel Export
Back Mext Cancel

Click the Start Search button to let Docusnap search the Active Directory for
registered Exchange servers. These will be displayed in the Found Systems list.
Then, you can select the Exchange servers whose mailboxes, public folders, and
permissions you want to inventory. If you do not carry out this search, but
immediately click Next, all existing Exchange Servers will be included in the
inventory.

Scanning Exchange servers can cause problems when subdomains
' are to be inventoried. Exchange services are always registered in
: the root domain, even if the Exchange Server installation is
physically located in a subdomain. To be able to collect the desired
information in such a situation, you will need the appropriate
permissions for the root domain.

Import

Use the DocusnapExchange.exe script to retrieve information about the mailboxes,
public folders, and permissions for a particular Exchange server and to collect them
in a file. This data can be imported into Docusnap during the Exchange server
inventory process.

Click the Import button to select the folder where these files are located. All folders
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are searched recursively and compared to the server data retrieved from the Active
Directory. If matching files are found for the Exchange servers, these will be
assigned accordingly. In the next step, the data for the respective servers will be
imported and not retrieved by the inventory process.

If you previously had clicked the Start Search button to list all existing servers, you
can now select the systems for which you want to import the data from the server
list.

3.1.8 VMware Infrastructure

To start the wizard for inventorying the VMware infrastructure, click the VMware
Infrastructure button on the Inventory ribbon. The VMware Infrastructure step will
be displayed after you have selected a company and a domain (see: Basic Steps).

& | Inventon m I

ﬁ Company Selection /| Inventory VMware Infrastructure

EE Domain Selection

Server User Password
VMware Infrastructure

| svicll.intern local intern\administrator

Add VMware vCenter/ESX Server

vCente/ESX Server:  |svicDlintem local User: intem"administrator New Save Delete

Password:

Cancel

Click the New button in the Add VMware vCenter/ESX Server group to specify the
desired VMware VCenter server, VMware server, VMware ESXi or VMware vSphere.
In the vCenter/ESX Server field, you can specify the name or the IP address.

Depending upon the configuration of the VMware product, you
may have to specify a port in the vCenter/ESX Server field in order
= to establish a connection.
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3.1.9

Hyper-V

To start the wizard for inventorying Hyper-V servers, click the Hyper-V button.
After you have selected a company and a domain or entered your credentials (see:

Basic Steps) the Hyper-V step is displayed.

ﬁ Company Selection #| Inventory Hyper-V Server

‘Eﬁ ALuthentication

ﬂ Hyper-V/ Name

shyperv1.intern.local

A4

Add Hyper-V Server
Hyper-V Server:  |shyperv0lintemloca| User:

+| Server Authentication Password

Authentication

Info

Special Credentials

intem‘admin Save

Back

Mext

Delete

Cancel

To inventory the desired Hyper-V servers, click the New button and specify the
name of the respective system. You can also enter alternative credentials. After you
have saved your entry, Docusnap will check whether this system belongs to the
domain you specified. If yes, the server will be added to the list at the top of the
window, and the Next button becomes active. If the specified server name is not
correct, the button remains grayed out. After adding the desired systems to the
Hyper-V Server table, you can use the checkbox next to each system to specify
whether it is to be included in the inventory scan or not.

Changing Date: 3/23/2015
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3.1.10 Internet Information Service

To start the wizard for inventorying Internet Information Service (IIS) systems, click
the /IS button. After you have selected a company and a domain (see: Basic Steps)
the /IS step is displayed.

@& | Inventor, 0 x

ﬁ Company Selection #| Inventory IIS Server
‘Eﬁ ALuthentication

S Mame Security Info
LFE

7| W smii0001.docusnap.intem Global Credentials

Add IS Server

1I5: smii0001 docusnap intem User: New Save Delete

Server Authentication Password:

Cancel

To inventory the desired IIS servers, click the New button and specify the name of
the respective server. You can also enter alternative credentials. After you have
saved your entry, Docusnap will check whether this server belongs to the domain
you specified. If yes, the server will be added to the list at the top of the window,
and the Next button becomes active. If the specified server name is not correct, the
button remains grayed out. After the desired systems have been added to the table
of IIS servers, you can use the checkbox next to each system to specify whether it is
to be included in the inventory scan or not.
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3.1.11

3.1.12

SharePoint

To start the wizard for inventorying SharePoint servers, click the Share Point
button. After you have selected a company and a domain and entered your
credentials (see: Basic Steps) the SharePoint step is displayed.

] wenton 0 x
ﬁ Company Selection #| Inventory SharePoint Server
‘Eﬁ ALuthentication
Mame Security Info
B SharePoint ;
7| iy smsp0001 Global Credentials
Add SharePoint Server
SharePoint:  |smsp0001 User: Mew Save Delete
Server Authentication Password:
Limit Job History Mumber of Entries:
Back Cancel

There are two ways to scan SharePoint servers: Either you use global credentials for
login. In this case, only the name of the SharePoint server is required for the
scanning process. Or you log in using specific credentials. For this purpose, you
need to enable the Server Authentication checkbox. This allows you to enter the
user and password information. Along with a scan of the SharePoint servers, it is
possible to retrieve the job history. If you tick the Limit Job history checkbox, only
the most recent entries will be retrieved. You can specify the number of entries to
be saved in the Number of Entries field.

After adding the desired systems to the SharePoint Server table, you can use the
checkbox next to each system to specify whether it is to be included in the
inventory scan or not. The Next button will only be enabled once you have specified
a SharePoint server. Then, you can continue with the inventory process.

An inventory of the SharePoint servers forms the basis for a subsequent analysis of
the SharePoint permissions (see: Permission Analysis).

SQL Server

To start the wizard for inventorying your SQL servers, click the SQL Server button
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on the Inventory ribbon. The SQL Server step will be displayed after you have
selected a company and a domain and entered your credentials (see: Basic Steps).

& wentory o x
ﬁ Company Selection #| Inventory SQL Server
EE Domain Selection
7. SQL Server Search for SQL Servers
-.jj.'The found servers don't have to be in the chosen domain! Start Search

5QL Servers Found

Server | Security Settings Information “ | Filter
. SBACKUPO1'BKUPEXEC  Integrated Security T Enable Filter
&, SDEPLOYOT'SQLEXPR.. Integrated Security
ks SDEVQASH Integrated Security
/1  SDEVSQLOT Integrated Security i
7| llp  SDEVSQLOTCUSTOM..  Integrated Security £ select
s/ g SDEVSQLONMDSSQL20.  Integrated Security l> Select all
+| % SINFRADZEPOSERVER  Integrated Security [ Deselectall
B SITSMOA Integrated Security
b SITSMSTAGEO1 Integrated Security Qtfer
. - Excel Export
+|Scan Tables Scan System Procedures Scan Procedure Source Code
#| Scan Columns +| Scan Custom Procedures
+| Limit Backup History Mumber of Entries: 100

Add 5QL Server manually
SOL Server: | SDEVSQLO1 User: New Save Delete

SQL Server Authentication Password

I Connection successful Back Dlest Cancel

There are two ways to identify SQL servers:

Searching for SQL Servers Automatically

When you click the Start Search button, Docusnap will attempt to identify the SQL
servers in your network. If SQL servers have been found, they will be listed in the
SQL Servers Found table.

Entering an SQL Server Manually

In addition to an automatic search for SQL servers, you can specify a single SQL
server in Docusnap manually. In the Add SQL Server Manually group, click the New
button and specify the system to be scanned subsequently.

The following icons indicate the access rights to an SQL server:
= ' The SQL server can be scanned.

= "% The server can only be scanned to a limited extent. In order to completely
scan the server, you need to enter valid SQL authentication data manually.

= % The server cannot be scanned because you do not have the required
permissions. In order to scan this server, you need to enter valid SQL
authentication data manually.
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3.1.13

Using the Scan Tables and Scan Columns checkboxes, you can specify the scope of
the inventory scan. To determine the procedures to be scanned, you can use the
Scan Custom Procedures and Scan System Procedures checkboxes. Using the Scan
Procedure Source Code checkbox, you can specify whether the procedure source
code will be scanned as well. During the scan of the SQL servers, the backup history
is retrieved. If you tick the Limit Backup History checkbox, only the most recent
entries will be retrieved. You can specify the number of entries to be saved in the
Number of Entries field.

Oracle

To start the wizard for inventorying your Oracle databases, click the Oracle button
on the Inventory ribbon. The Oracle step will be displayed after you have selected a
company and a domain (see: Basic Steps).

@& | Inventon 0 x

ﬁ Company Selection #| Inventory Oracle
EE Domain Selection

E E=ds Server Security Settings Information

#| s 192.168.11.38 Server Security Connection successful

Add Oracle Server
Server: 152.168.11.38 User: admin Mew Save Delete
Service Name:  |xe Password -

Port: 15212

| Server Authentication Include System Schema

Back Mext Cancel

Enter the name of the Oracle server in the Server field to inventory the Oracle
databases. The service name of the connection must be entered into the Service
Name field. The port 1521 is given by default and can be changed in the Port field
when needed.

If global credentials should not be used for the inventory, then alternative
credentials can be entered. For this purpose, you need to enable the Server
Authentication checkbox. This allows you to enter the user and password
information.
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Use the Include System Schema checkbox to define, if the data of the system
schema should inventoried too.

After adding the desired systems to the List of Servers overview, you can use the
checkbox next to each system to specify whether it is to be included in the
inventory scan or not. The Next button will only be enabled once you have specified
a Oracle server. Then, you can continue with the inventory process.

3.1.14 XenCenter

To start the wizard for inventorying Xen servers, click the XenCenter button on the
Inventory ribbon. After you have selected a company and a domain (see: Basic

Steps) the XenCenter step is displayed.

ﬁ Company Selection
EE Domain Selection
€ XenCenter

| Inventory XenCenter

Server

/€3 192.168.100.128

Add Xen Server

Xen Server:

152.168.100.128

User

root

User:

Password

Password

root

New Delete Save

Back Mext Cancel

Click the New button in the Add Xen Server area to specify the Xen server. The Xen
Server text box accepts the name or the IP address of the Xen server.
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3.1.15 Active Directory

To start the the wizard for inventorying the Active Directory service, either click the
Network Scan button or the Active Directory button. The Active Directory step will
be displayed after you have selected a company and a domain and entered your

credentials (see: Basic Steps).

- ento

ﬁ Company Selection #| Inventory Active Directory
‘é= Luthentication

: Active Directory General Options

Start Search at:

#| Scan Permissions

Group Policies

| Scan Group Policies

Active Directory Classes

Class

User

Group
Contact
Computer
WVolume
InetOrgPerson

Foreign Security Principal

o W] W] K] &[S ] [s

BuiltinDomain

@ GPMC check successh

X

| Scan Sites | Scan Domain Structure

GPMC Host:  |smdc0001 docusnap intem

Class Filter

user

group

contact

computer

volume

inetOrgPerson
foreignSecurityPrincipal

builtindomain

Back

Mext Cancel

Select QU

Using the Start Search at filter criterion, you can restrict the AD scan to a specific
organizational unit. Click the Select OU button to open a dialog where you can
select the desired organizational unit. If you do not enter a filter criterion,
Docusnap will inventory the entire Active Directory system. By enabling the Scan
Permissions checkbox, you can specify to scan the permissions for an Active

Directory object as well.

The Permission Analysis module requires a complete Active
' Directory inventory of users and groups to be completely correct.
® Thus you can determine for the Active Directory inventory, that
users and groups of all organizational units will be scanned, even if
a filter for a specific organizational unit has been defined. Once an
organizational unit has been set, the Inventory all Users and

Groups checkbox will be displayed for this purpose.

In addition, you can retrieve group policies. They will then be displayed with the
corresponding organizational units or domain. To scan the information for group
policy objects, you need to specify the computer where the Group Policy Manager
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3.1.16

Console (GPMC) is installed. It does not matter whether the GPMC is available on
the local system or on a remote system.

In the Active Directory Classes group, you can select the Active Directory classes to
be included in the scan.

DHCP Server

To start the wizard for inventorying your DHCP servers, click the DHCP button on
the Inventory ribbon. The DHCP Server step will be displayed after you have
selected a company and entered your credentials.

@& | Inventor o x

B Company Selection /| Inventory DHCP Server
‘é= Luthentication

= Search for DHCP Servers
<l DHCP Server

Start Search

DHCP Servers Found

Name
< l\? SCOC0001.rd. docusnap.intern

7 lx? SMDC0001.docusnap.intern

Add DHCP Server manually

Cancel

There are two ways to identify DHCP servers:

Searching for DHCP Servers Automatically

When you click the Start Search button, Docusnap will attempt to identify the
DHCP servers in your network. If DHCP servers could be determined, they will be
listed in the DHCP Servers Found list.

Entering a DHCP Server Manually

In addition to performing an automatic search for DHCP servers, you can specify a
single DHCP server in Docusnap manually. Click the New button in the Add DHCP
Server Manually group of the wizard to specify the system to be scanned
subsequently.
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3.1.17 DNS Server

3.1.18

To start the wizard for inventorying your DNS servers, click the DNS button on the
Inventory ribbon. The DNS Server step will be displayed after you have selected a
company and entered your credentials.

@& | Inventor, 0 x

Company Selection #| Inventory DN 5 Server
‘Eﬁ ALuthentication
@ Search for DN S Servers
7, DNS Server

Start Search

DN3 Servers Found

Name

SMDCo001

s (8] [s] [s
¢ fie e Fie
2

Add DNS Server manually

Cancel

There are two ways to identify DNS servers:

Searching for DNS Servers Automatically

When you click the Start Search button, Docusnap will attempt to identify the DNS
servers in your network. If DNS servers have been determined, they will be listed in
the DNS Servers Found list.

Entering DNS Servers Manually

In addition to performing an automatic search for DNS servers, you can specify a
single DNS server in Docusnap manually. Click the New button in the Add DNS
Server Manually group of the wizard to specify the system to be scanned
subsequently.

Backup Exec

To start the wizard for inventorying your Backup Exec Server, click the Backup Exec
button on the Inventory ribbon. The Backup Infrastructure step will be displayed
after you have selected a company and a domain (see: Basic Steps).
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@& | Inventon, 0 x
ﬁ Company Selection /| Inventory Backup Infrastructure
EE Diomain Selection
& Backup Infrastructure Systems
Server Backup Exec Se... User Password
7| § whkne200T\sql2012 SCDEBACKUPO2 -
Settings
| Inventory Messages | Inventory Media Sets
| Failed Jobs +| Inventory Restore Media
Days Back: 1=
Add Database
SQL Server:  |whkne2007sql2012 User: Mew Save Delete
Database: BEDE Password
SQL Server Authentication
Back Mext Cancel

To inventory the Backup Exec infrastructure the name of the SQL server where the
data of the Backup Exec server is located, has to be entered in the SQL Server field.
By default the name of the database is BEDB. If the database is named differently,
then the name has to be entered into the Database field.

If global credentials should not be used for the inventory, then alternative
credentials can be entered. For this purpose, you need to enable the SQL Server
Authentication checkbox. This allows you to enter the user and password
information.

After adding the desired systems to the Systems overview, you can use the
checkbox next to each database to specify whether it is to be included in the
inventory scan or not. The Next button will only be enabled once you have specified
a Backup Exec database. Then, you can continue with the inventory process.

3.1.19 DFS

To start the wizard for inventorying Distributed File Systems, click the DFS button.
After you have selected a company and a domain (see: Basic Steps) the DFS step is
displayed.

© 2015 itelio GmbH Changing Date:3/23/2015 @



Page 132

Inventory
@ | Inventory i
ﬁ Company Selection Inventory DF 5 Server
EE Diomain Selection
=1 bFs | Mame e e i
_______ [+/™]  smdc0001.docusnap.intern Special Credentials
© s
Py s
]

Add DF5 Server

DFS Server:  |smdc0001 . docusnapinter]  User: ’m | Mew | | Save | | Delete |
[#] Server Authentication Password l:l

| Back || Mext || CanDeI|

To inventory the desired DFS servers, click the New button and specify the name of
the respective system. You can also enter alternative credentials. After you have
saved your entry, Docusnap will check whether this system belongs to the domain
you specified. If yes, the server will be added to the list at the top of the window,
and the Next button becomes active. If the specified server name is not correct, the
button remains disabled. After adding the desired systems to the DFS Server table,
you can use the checkbox next to each system to specify whether it is to be
included in the inventory scan or not.

Scripting

Scripts

Windows Exchange

Systems Systems
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3.2.1

Windows Systems

Docusnap provides the DocusnapScript.exe executable as an alternative method to
scan Windows systems. For example, in a company which employs field staff, the
chances of a successful inventory with Docusnap are minimal. In this situation, the
DocusnapScript.exe file may prove helpful: Next time the corresponding user logs
on to the domain, DocusnapScript.exe will be executed using the login script.

Import Scripts

Using the wizard for importing script files, you can import files that have been
created by executing the DocusnapScript.exe.

Exchange Systems

To inventory Exchange servers, you can use the separate DocusnapExchange.exe
script as an alternative to scanning them with Docusnap. The retrieved data can
subsequently be imported into Docusnap.

Windows

After a Windows system has been scanned, DocusnapScript.exe will generate an
XML file that contains all collected data. You can later import this XML file manually
to Docusnap or have it imported by the Docusnap Server automatically.

During the installation of Docusnap, DocusnapScript.exe will be stored in the Tools
folder of the application directory. To execute DocusnapScript.exe, no additional
files are required.

Parameters:
= C: Sets the name of the workstation.
= D: Sets the name of the domain where the system to be scanned is located.
= H: Opens the help screen.
= L: Sets the debug level to be used during the inventory scan.
The following debug levels are available:
1: Errors and function calls will be logged.
2: The entire program flow will be logged.

= O: Sets the path where to generate the XML file. If the process creates a log file, it
will be stored in this path.
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DocusnapScript

Docusnapacripk:

Creates an XML file containing all information relevant to Docusnap 6.

Call:

Docusnapscripk, exe [-H]-C <WORKSTATIOMMAME =][-D <DOMAIMMAME =]
[-U <IISERMAME =][-P <PASSWORD =][-0 <OUTPUTPATH =]
[-L =DEBUGLEVEL =][-A <ARCHIVEYERSTOMNS =]
[-3 «SOFTWARESEARCHFILE =]

Parameters:
It is possible to call DocusnapScript without parameters, In this case, all
parameters are set to their default values,

-H Wiews this help,

If this parameter is set, help information will be displayed by
default.
- Computer name {only for remoke inventories;

default is the local computer),
-0 Domain (only For remote inventories;

default is the local dormain),
-u User name {only Far remote inventaries; default is ™7,
-P Password {only For remote inventories; default is "),
-1 Path where the result file and the log file will be stored

(defaulk is the DocusnapScript program direckary,
-5 Softbware search

example File:

<Softwarelkem >

<5oftwareManme =Produckl <fSoftwareMame =

<5ofbwarePublisher =Publisher 1 <f9oftwarePublisher =
<FileMame =application 1, exe </FileMame =
<ModifvDate /=

<SearchPath =\ Application1yInskallPath </SearchPath >
<FileSize [ =
<fSoftwareltem=
<5oftwarelten=

</Softwareltem=
-L Loq level (default is 07, Yalid values are {0, 1, 2}
0 ... Mo logging
1 ... Error logaging
2 ... Maximum logging
-5 Mumber of archived versions (defaulk is 43,

(c) itelio GmbH - DocusnapScript, wversion 6.

Examples:

If you run the script on the system you want to inventory, no additional
parameters are required. You can specify the location of the XML file using the -O

parameter.
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E C\Windows\system32\cmd.exe |£|E‘éj

C:-“Program Files“\Docusnap 6“JTools>DocusnapScript —0 C:“DocusnapScripts

If you intend to use the script for an inventory scan of a remote system, you can
specify the system to be scanned using the -C and -D parameters.

B Ch\Windows'system32\cmd.exe |£|E‘—Z_hj

C:“Program Files“\Docusnap 6“JTools>DocusnapS8cript —C WENEBBHE —-D intern.local -L

2 -0 C:“\DocusnapScripts

This command will scan the WKNE0O6 workstation in the intern.local domain using
debug level 2. The XML file will be stored in the C:\DocusnapScripts directory.

Software Search

The Docusnap Software Search feature enables you to inventory software products
that cannot be scanned through the Windows inventory process. You can include a
Software Search command in the Docusnap script. To use the Software Search
feature, you need to create an XML software list manually.

The XML file must have the following structure:

<Softwareltem>

<SoftwareName>My New Software 1</SoftwareName> Make sure tO SpeC|fy the fllename
<SoftwarePublisher>Microsoft</SoftwarePublisher> <!-- optional--> .
<SoftwareVersion>1.0 Beta</SoftwareVersion> <!-- optional--> correCtly or use a Wlldcard
<FileName>notepad.exe</FileName> Character (‘) *)
<SearchPath>C:\Windows</SearchPath> A
<FileSize>193536</FileSize> <!-- optional byte-->

</SoftwareItem>

<SoftwareItem> .

<SoftwareName>My New Software 1</SoftwareName> If one of the optional parameters
<SoftwarePublisher /> <!-- optional--> . e .
<SoftwareVersion /> <!— optional— is not specified, use the notation
<FileName>notepad.exe</FileName> H

<SearchPath>C: \Windows</SearchPath> Shown In the example to the Ieft
<FileSize /> <I-- optional byte—- (<SoftwarePublisher />).
</Softwareltem>

If you specify a wrong file size, the
desired software will not be
scanned!

To use the software list in the DocusnapScript, use the following command:

DocusnapScript.exe -S <path\><filename.xml>
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BER C\Windows\system32\cmd.exe EM

C:=“Program Files“\Docusnap 6“JTools>DocusnapScript -5 C:“DocusnapsSoftwarelist.xml

If a defined software product is found during the execution of the script, its data
will be stored in the results XML file. When you import the XML file into Docusnap,
this data will be imported as well.

3.2.2 Import Scripts

Using the wizard for importing script files, you can import files that have been
created by executing the DocusnapScript.exe.

Company

Schedulin Invento
Selection g Y

Authentication /

. e . Summa
Domain Selection Y

Directory
Selection

File Selection

Click the From Docusnap Script.exe button on the Other Sources Button of the
Inventory ribbon to open the Import Data wizard. The Directory Selection step will
be displayed after you have selected a company and a domain (see: Basic Steps).

To import xml files, two steps are necessary in the Import Data wizard:
= |In the Directory Selection step, define the location for storing the XML files.

w 0 x

ﬁ Company Selection Select Directory
EE Domain Selection
; ; Add Directory
Directory Selection
Search Path:  |C:\Docusnap“Scripts Add

Directory Selection

Path
! C\Docusnap\Scripts

= In the File Selection step, select the files to be imported.

@ Changing Date:3/23/2015 © 2015 itelio GmbH



Page 137 Inventory
w
ﬁ Company Selection Select Import File
EE Domain Selection
. . Select File
Directory Selection
[El File Selection File Name Version

3.23

M C\Docusnap\Scripts\DS62-WIN2008_DS62-WIN2008_Administ. 6217610
& C\Docusnap!\Scripts\DS62-WIN2012R2_DSE2-\ 12R2_Ad . 62.176.10
M C\Docusnap\Scripts'\DS62-WINS1-ENT_DSE2-WINS1-ENT_Ad. 6217610

A& C\Docusnap\Scripts\WKNM2001_INTERN_mba_20140710144.. £.2.176.10

o] (8] [&] [w

Exchange

DocusnapExchange.exe provides three ways to inventory an Exchange server.
Always run the script on the very system that you want to scan. During the
installation of Docusnap, the DocusnapExchange.exe script is stored in the Tools
folder of the application directory.

= Local:
The DocusnapExchange.exe script can be executed either by double-clicking its
name or entering its name in the command line. When using the command line,
you can additionally specify the number of threads to be used. When the
inventory is done, an XML file is created in the folder where the
DocusnapExchange.exe file is located. This XML file contains all retrieved data.

Bl Administrator C\Windows\system32\cmd.exe |£|E‘d_hj

C:~Program Files <(x86)>-~Docusnap 6~Tools>DocusnapExchange 4

= Default:
The second option allows you to select the information to be retrieved. To do so,
specify 'true' or 'false' for the following arguments:
Argument 1 = Retrieve permissions for mailboxes
Argument 2 = Scan mailbox folders
Argument 3 = Retrieve permissions for public folders
Argument 4 = Retrieve special permissions for mailboxes
Argument 5 = Number of threads
It is recommended to write the results to a file.

BN Administraton Ch\Windows\system32icmd.exe |ﬂkd—hj

C:=~Program Files {(xB&6>-Docusnap 6%Tools>DocusnapExchange True True True True 4 }

C:~Docusnap~DocusnapScriptssmexBPBA3 .xml

= | egacy:
For the last option, you need to to additionally specify the server name and the
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3.3

Exchange version as the first and second arguments. This option already existed
in previous Docusnap versions and has been retained for users who integrated
this option into their processes.

Argument 1 = Exchange server name

Argument 2 = Exchange version

Argument 3 = Retrieve permissions for mailboxes

Argument 4 = Scan mailbox folders

Argument 5 = Retrieve permissions for public folders

Argument 6 = Retrieve special permissions for mailboxes

Bl Administraton C\Windows\system32\cmd.exe |£|E‘i:_hj

C:~Program Files <(x86)>~Docusnap 65Tools>DocusnapExchange smexBBAA3 3 True True Tl‘

ue True 4 >C:xDocusnapScriptismexB@B3 . xml

The Default option yields the same result as Legacy, but without
requiring additional information on the server name or Exchange

= version. Therefore, it is recommended to use the Local or the Default
option.

The files created here can then be imported during the Exchange inventory process.

Manual Entries

You can enter additional information into data entry screens to add them to the
database. This may include information about the company, additional systems,
equipment, etc.

For all editable objects displayed in the tree view, data entry screens have been
predefined which allow quick and easy editing of all available data directly from the
Docusnap tree view. The data entry screens are part of the user interface with the
database. All data you enter here, will be basically validated and error messages will
be generated, if appropriate.

When you select an object in the Explorer, the corresponding data entry screen is
displayed on the Editor tab, provided the object is editable. The data for an editable
object will be shown on the data entry screen and can be edited. When you need to
create a new entry manually, a blank data entry screen is displayed on the Editor
tab where you can enter the required data.

CNew = Ml Save X Delete| P &
i,;'. Company

In order to create a new entry, you must select the object at that same level or the
object one level above. Clicking the New button on the ribbon, opens a list with the
objects that can be created at that level. Once you have selected the object type to
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3.4

be created, the associated data entry screen will be displayed. After you have
entered all required information, click the Save button to save your data. To delete
entries that are no longer needed, click the Delete button.

®

B werrony | oocuents scounc o

@ Exchange | [ Active Directay
rePoint SQL Server 4B ADS Synchronization
e~ @XenCenter @ Backup Exec B OracleDE  TIDFS

gggggggggggg

Bz U s A - 10

Inventory Documents Licenses Permissions Relations Concepts Organization

Configuration

Settings for the execution of the inventory can specified in the Configuration -
Inventory dialog. Click the Configuration button in the Inventory ribbon or the
Inventory button in the Docusnap Menu to open the dialog.

General
Multi-Processing

In order to accelerate tasks such as inventorying Windows systems, Docusnap
performs multiple tasks in parallel. By default, 30 concurrent processes can be
performed.

The Timeout in Seconds field indicates how long Docusnap will wait for the
completion of a process during an inventory scan before a timeout occurs. If, for
example, a Windows server is scanned over a WAN, it may take longer than 180
seconds until all information has been gathered. If the defined time period is
exceeded, Docusnap will terminate the inventory process with a "Timeout" error.

In case of problems during an inventory scan performed over a

u WAN, reduce the number of concurrent processes and, at the same
time, increase the timeout value. Docusnap uses roughly 250 kbits/
s for each process.

= Ping Timeout in Seconds: This option enables you to increase the ping timeout
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value for the systems during an inventory process up to 20 seconds.

= Set Scan Mode
Remote or slow networks may cause information retrieval problems as too many
concurrent processes are transferring data across the network.

¢ If you select the WAN mode, Docusnap automatically reduces the number of
parallel processes to two and doubles the Timeout value.

¢ If you select the LAN mode, the settings from the Multi-processing group will
be applied.

Show Features in Wizard

In Docusnap, you can extend the wizards by including additional steps (Export
Settings, Software Search, etc.).

= Software Search
Software Search allows you to find software that cannot be scanned
automatically due to a missing registry entry. If you enable the Software Search
feature on the Options dialog, the wizards will include the additional Software
Search step that you can use to list and select defined software products (see:
Software Search).

= Name Snapshots
For each inventory scan, Docusnap creates a snapshot. Snapshots will be
automatically named Inventory from, with the current timestamp appended to it.
After enabling the Name Snapshot checkbox in this dialog, you can name the
snapshots as desired.

» Exporting Settings / Importing Saved Settings

You can use the Import step in the wizards to load a saved configuration. This
option is particularly helpful if you need to perform inventory scans repeatedly
and with the same settings. When you select the desired configuration file, the
settings saved in this file will be reused. Only the authentication step must be
repeated.

You can save the current configuration of the wizard using the Export step and
reload it by selecting the Import step, as needed. This option is particularly
helpful if you need to perform inventory scans repeatedly and with the same
settings.

= Additional Tools
Additional tools are used to integrate external utilities into the inventory process
for Windows systems. You can add these tools in the Docusnap Management.

Define RSA Key
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Click the New button to create a new RSA key or click the Import button to import
an existing RSA key. The use of this key facilitates the inventory process for Linux
devices. This means that, after creating the key, you will have to first perform a
Linux inventory scan where you will be prompted to enter your user name and
password. When performing a new Linux scan, you will no longer be prompted for
the password again. This way, the inventory scan is possible without a password.
GEMERAL NVENTOR

Multi-processing

Humber of Parallel Processes: 302

Timeout in Seconds 18015

Fing Timeout in Seconds:

Set Scan Mode: LAN -

Show Features in Wizard
Software Search
Mame Snapshots
Import Saved Settings
Export Settings
Additional Tools

Define RSA Key

RSA Key: Mew Remave Import

oK Cancel

Inventory

= Use Dedicated Domain Controller
By enabling Use Dedicated Domain Controller, you can specify the domain
controller to be used for listing the systems found during the inventory scan. For
example, if the domain controllers are distributed to multiple sites, this can
dramatically reduce the response times when querying the Active Directory. If
this option is enabled, you need to specify the name of the dedicated domain
controller in the Authentication step of the Inventory wizard.

= No domain authentication for Hyper-V and IIS
In order to scan Hyper-V and IIS devices that are not attached to any domain, you
need to disable domain authentication.

= Disable CIFS Online Check
To inventory CIFS which do not respond to a ping, you must disable the CIFS
online check. This way, the CIFS inventory starts without waiting for a response
from CIFS.
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= Use Alternative DNS Suffix (Windows Systems)
To inventory Windows systems with a DNS suffix other than the domain name,
Docusnap provides the Use Alternative DNS Suffix feature in the Options dialog.

= Alternative Windows Inventory
By default, Windows systems will be inventoried using remote WMI queries. If
this results in problems, due to, for example, erroneous DCOM settings on the
remote system, the system can be inventoried using an alternative method. This
involves copying of the DocusnapScript.exe file to the remote system to be
executed there. The information retrieved in this process will be saved in the
Docusnap database.

= Alternative Software Inventory
If you enable the alternative method for inventorying software, Docusnap will not
access the registry via WMI, but rather directly (using RemoteRegistry).

Only enable this mode if sufficient permissions for access to the

' remote registry of the Windows system have been granted. If such
A permissions are missing, scanning the software products may not
be possible.

= Alternative Method for Scheduled Tasks

To also retrieve the user account data for tasks scheduled with a system that runs
under Windows XP or Windows Server 2003, enable the Alternative Method for
Scheduled Tasks checkbox. This way, the PsExec tool for retrieving the user
account data will be executed locally on the system to be inventoried during the
inventory process. If you do not enable the alternative method, the data of all
tasks will be read in anyway, but without any user account details. For systems
running under Windows Vista or a later operating system, this setting does not
affect the way scheduled inventory tasks are performed.

= Synchronized Port Checking
A Windows, Linux, Mac, or IP inventory process searches the network for the
systems available for scanning. This search runs asynchronously. If systems which
exist in the network are not listed, you can alternatively enable the Synchronized
Port Checking feature in the Options dialog. A synchronous search takes more
time.

= Don't Inventory Topology
Enable this checkbox if you do not want the topology of the SNMP devices to be
scanned during an SNMP inventory process.

= Inventory Hidden Software Components
If you enable the Inventory Hidden Software Components checkbox, Docusnap
will also include invisible software categories in the inventory scan (some
software providers define their software such that not all areas are visible).
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= Disable NetBIOS Check
By default, Docusnap checks the NetBIOS name during the authentication for
domain login. If the NetBIOS name in the Active Directory configuration does not
match the data entered on the Credentials dialog (User Name: NetBIOS\User),
logging onto the domain will fail.
If the NetBIOS check has been disabled, NetBIOS names will not be verified.

= Inventory DNS Root Zone (.)
If you enable the Inventory DNS Root Zone (.) checkbox, Docusnap will also
determine the (.) root zone entries in the forward lookup zones when
inventorying the DNS servers.

= Using the DNS or Device Name for SNMP Inventory
If multiple SNMP systems in the network have the same device name, these will
be considered as one single device. To avoid this, you can specify that the SNMP
Inventory process uses the DNS to find the SNMP systems. If no DNS name has
been defined, the system name will be used in both cases.

we Configuration - Inventory O x
SENERAL  INVENTORY
Inventory Settings
Use Dedicated Domain Controller Alternative Method for Scheduled Tasks
Mo domain authentication for Hyper-V and 1S Synchronized Port Checking
Disable CIFS Online Check Don't Inventory Topology
Use Alternative DNS Suffix (\Windows Systems) Inventory Hidden Software Components
Alternative Windows Inventory Disable NetBIOS Check
Alternative Software Inventory Inventory DNS-Root Zone ()
® Use System Name of the SNMP System Use DMNS for SNMP System Name
oK Cancel
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Documentation

4

4.1

Documentation

Data that has been determined by the network scan can be exported to files using
the Documentation feature.

Using the Documents ribbon, you can create maps of your network as well as of the
Active Directory, etc. These maps can be opened in Visio.

r& rj |:|$ Network Whware [ Exchange : Active Directory QM Datasheets @‘E‘ Configuration
i @fa Topology LL Hyper-v S0L Server :} DHCP Server B Overviens i Print Docu
Layout Create  Create
(Cn Docu  Owverview | {® System Groups QXenCenter 2| Open Path
General Maps Documents Other

General

Use the options in this group to set the folder structure and to format the
documentation to be created.

Creating Documentation
To create the documentation, various wizards are available.
Documentation View

Docusnap has a specific Documents tree view which allows you to manage the
documents you create.

Printing Documentation

Datasheets and overviews can be printed using the Print Documentation wizard.

General

The files created in the Documentation module will be stored on the hard disk. For
this, you need to select a custom directory as the location for storing the
documents.

The Docusnap Server can be used to set a particular date and time for the
automatic creation of the documentation.

The documentation can be created in English or in German. Even if English is
selected as your the interface language, it is possible to create documentation in
German.

Folder Structure

The folder where the documents will be saved must be selected when getting
started with Docusnap. This path is specified on the General page of the
Configuration - Documentation dialog and can be changed later.

A folder hierarchy for storing the files will be created in the selected directory
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during the creation of the documents. At the top level, you will find a folder with
the name of the company. Under this folder, a folder with the name of the domain
will be created. The Maps folder contains maps with values from multiple domains.

Below the domain folder, Docusnap creates the Datasheets, Overview and Maps
folders, respectively, when the associated documents are generated. Each
Datasheet contain information about a single system and will be stored in a
subfolder under the Datasheets folder that is named after the corresponding
system.

Docusnap AG

dsdemo.local
haps

Datasheets
Cheenview
Iaps

To open the folder which reflects the folder hierarchy for the documents, click the
Open Path button in the ribbon. The Documents tree view displays each generated
map, overview or datasheet at its intended position.

Format Settings
The design of the documents and maps you create is influenced by two factors.

To format maps, go to the General page of the Configuration - Documentation
dialog. Here, you can specify the font to be used in maps. The color is determined
through the design selected in the Designs dialog.

Datasheets and overviews are based on reports. For this reason, the format
settings for the datasheets and overviews follow the format settings for the
reports. To select the design for your reports, use the Layout (Cl) dialog. If you want
to open and edit report in the Report Designer, go to the Manage Reports dialog
(Docusnap Management).

The report names for datasheets start with "Datasheet", followed by "Linux",
"Mac", "Server", "SNMP" or "Workstation" and the reports for the overview have a
"OV_" prefix, followed by "Computerlist", "Grouplist", "Softwarelist" and "Userlist".
In the Manage Reports dialog, you can select whether to display the entries in
English or in German.
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4.2

4.2.1

Creation of Documentation

By selecting the Documents ribbon, you can display the buttons required to
document your IT environment.

@ rj D@ Metwaork @‘u"l‘«'lwa re @ Exchange ] Active Directory qh-| Datasheets @‘5‘ Caonfiguration
. @' Topology LL Hyper-v | 50L Server ‘?; DHCP Server B Overviens & Print Docu
Layout Creste  Create
(chn Docu  Owverview | {® System Groups QXEHCenter 2 Open Path
(General Maps Documents Other
General

Description of basic wizard steps for creating documentation.
Maps

You can create Visio maps of your network, Active Directory, Exchange servers, etc.
Visio maps cannot be created using the Docusnap Server.

Documents

The buttons in this group can be used to create datasheets and overviews.

Basic Steps

A wizard-based user interface helps you with creating the documentation. The
wizard consists of a series of individual steps which vary depending on the type of
document you selected. The following figure illustrates the basic steps used by each
of the documentation wizards.

Company Selection
Author Information

Summary Scheduling

Domain Selection Status

Company selection

Domain Selection
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4.2.1.1

Summary
Scheduling
Status
Report

Company Selection

A documentation will always be created for the data of a specific company.
Therefore, you need to select the company here. The drop-down list lets you select
one of the existing companies.

The documentation path has been specified in the Configuration dialog. The
documents will be stored in this path. The Alternative Documentation Path option
allows you to select a different path for the current documentation. This path will
be used exclusively for the documents created by running this wizard. This setting
does not change the documentation path you have set in the Configuration dialog.
If you want the documents to be created at a later time by using the Docusnap
Server and the documentation path has been changed, make sure that the path
exists on the executing system and that the Docusnap Server has the necessary
permissions.

The documentation can be created in English or in German. You can even create a
German documentation if the Docusnap user interface has been set to English.

If desired, you can set the names of the company and of the author to appear on
the document. The same or a different company can be selected as the authoring
company. After you have selected a company, the table displays the names of all
persons who were created as contacts in this company. Enabling the checkbox for a
contact sets the name of this contact person as author in the document.
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ﬁ Company Selection

EE Diomain Selection

=¥ Network Maps

@‘ Metwork Topology

?M Datashests

] Active Directory

G DHCP Server

@ Exchange Server
SQL Server
WMware Infrastructure

LL Hyperv

9 XenCenter

E Overvieas

Select Company

Dlocusnap Ltd

Documentation Path

Alternative Documentation Path

C:\Docusnap'\Dokumentation

Optionz

Language:

English

Authorinformation

| Include Author Information in Decumentation

Docusnap Ltd

+

4

Last Name
B3] Adams
[E=] Hanks

E=] Smith
[E= Watson

0 A company is selected

First Name
Tom

Dick
Edward

Susan

Title
Mr.
Mr.
Mr.
Mrs.

Just HTML Documentation

Position
Helpdesk
Helpdesk
Head of Department

International Sales

[m|

Department Sex
IT male
IT male
IT male

Sales female

4
Next | Cancel

4.2.1.2 Domain Selection

In the next step, you will select the domain to be documented. Multiple or all
domains can be selected as required.

In addition it is defined, whether IT assets should be included in maps.

i Documentation

4.2.1.3 Summary Page

ﬁ Company Selection

[E Domain Selection

DQE MNetwark Maps

@‘ Metwork Topology

“f“ﬂ Datasheets

: Active Directory

G DHCP Server

@ Exchange Server
SQL Server
WMware Infrastructure

LL Hyperv

9 XenCenter

@ Overviens

Domain Selection

Domain
@J bulk docusnap.intern
';J docusnap.intern
-;J docusnap.internal
B9 rd docusnap.intern

I IT Assets

Filter
T Enable Filter

Select
Select all
[] Deselectall

Other

Exccel Export
=

The Summary page shows an overview of the settings you specified in the
individual steps of the wizard.
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For each step, you can specify to create the respective document or not. For
example, if you do not need to create network maps, you can disable their creation
in the Network Maps step. With each step, you have the option to skip creation of
the current document type. If you have cleared the document creation checkbox of
each step in the Create Docu wizard, the Next button will be disabled on the
Summary page when you are done with the wizard. In this case, you must either
click Back to enable at least one document or exit the wizard by clicking Cancel.
This is also true if you open a wizard for a single document type and you clear the
corresponding checkbox.

®8 | Documentation 0 x
ﬁ Company Selection Summary
EE Diomain Selection
Selected Modules -

5P Network Maps K Network Map
@ Network Topology & Routing Map

X "
% Datasheets s Topology
. liw, Datasheets
| Active Directory

Active Directory

l‘;t DHCP Server Active Directory Sites

@ Exchange Server
SQL Server

WMware Infrastructure

— Active Directory Domains
% DHCP
d Exchange

saL

ﬂ Hyper-\/ VMware Infrastructure
LL Hyper-V

= Overviens

EH Overviews Details

e
o = Network Map
& Routing Map

9 XenCenter

[, Datashests
[ active Directory
Active Directory Sites
[ Active Directory Domains
% DHCP
H Exchange
SaL
WMware Infrastructure

Ll Hyper-v hd

Back

Cancel

4.2.1.4 Scheduling

The Scheduling step is available in all wizards. To schedule the execution the tasks
of the wizard at a later point of time, check the checkbox Schedule Documentation.

Assign a unigue name to the batch job in the Name field so that it can be identified
by its name in the scheduling dialogs. The field to the right is used to summarize
the selected configuration.
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Y] Documentation

ﬁ Company Selection
EE Diomain Selection

=¥ Network Maps

@'- Metwork Topology
?M Datashests

Active Directory

WE I

3

i DHCP Server
@ Exchange Server
i SQL Server
WMware Infrastructure
LL Hyperv
9 XenCenter
E Overvieas
Summary
(© Scheduling

#| 5chedule Documentation

General Settings

Mame: Create Documentation|

Schedule Type: | Recurring -
Frequency

Interval: Weekly -

Recurring every: T Week(s) on:

Frequency per day

® One-time at: 05:00:00 =

Every: 1}
Duration

Start Date: 7i10/2014 ~ =

Monday

Tuesday

®)No End Date:

‘wednesday Friday

Thursday

Start:

End Date:

Back

Every Week on Sunday at 05:00:00. Schedule will be used on 10.07 2014

Saturday

| Sunday

End:

FEinish

Cancel

4.2.1.5 Status

The Status dialog shows the documentation creation progress. While the system

creates the documentation, the navigation pane is disabled. So, if you need to abort

this process, you can only click the Cancel button.

The actual progress of each task will be displayed by means of progress bars which

can take on various states:

= A green progress bar indicates that a task has been performed successfully.

= A red progress bar indicates that an error has occurred during the creation of the

respective document.

After creating the documentation, the wizard automatically takes you to the Report

page where a final report is displayed.
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Documentation Status

MName Type Progress in % Information
[iw' Datasheets Datasheets | Completed
Overviens Overviens | Completed
Il? Visio Maps Visio Maps [ ] Executing Process

& Docusnap Ltd: Network M. Visio Map
&+ Docusnap Ltd: Routing M. Visio Map

‘Waiting for other processes
‘Waiting for other processes

&+ Docusnap Lid: Topology...  Visio Map [ ] Collecting infermation
%« Docusnap Lid: Topology...  Visio Map Collecting infermation
: docusnap.internal: Active..  Visio Map [ | ‘waiting for other processes
: docusnap.intern: Active Di. Visio Map [ | ‘waiting for other processes
: docusnap.internal: Active..  Visio Map [ | ‘waiting for other processes
: docusnap.intern: Active Di. Visio Map [ | ‘waiting for other processes
: docusnap.internal: Active..  Visio Map [ ] \waiting for other processes
: docusnap.intern: Active Di.. Visio Map [ | \waiting for other processes
Q docusnap.intern: DHCP Visio Map [ ] Starting generating maps
H docusnap.intern: Exchange Visio Map [ | ‘waiting for other processes
[J docusnap.intern: SQL Visio Map [ ] ‘wiaiting for other processes
¥ Status I'_El svic01.docusnap.intem Visio Map B | \waiting for other processes
ﬂ SHYPERVOZ docusnap.in_. Visic Map [ ] ‘wiaiting for other processes

I Cace

4.2.1.6 Report Page

The final report shows which documents have been successfully created and which
caused errors. The structure of the view reflects the individual documentation steps
that were performed successfully or caused errors. Error messages will been shown
for the steps that caused errors. If you wish to open the document right after its
creation, click the Open Map button in the ribbon.
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& § 0 ox
Report
Mame Type Information
Summary Required Time: 00:37:28
I'I; Datasheets Completed
Overviens Completed
|Lj Yisio Maps Completed

@ Successful (42)
v, Datashests (28)
Overviews (4)

M docusnap.internal: Computer list Overviens Created successfully
5& docusnap.internal: Group list Overviess Created successfully
;' docusnap.internzl: Software list Overvieas Created successfully
?J docusnap.internal: User list Overvieas Created successfully
[ Visio Maps (10)
: docusnap.internal: Active Directory  Visio Map Created successfully Open Map
: docusnap.internal: Active Directory..  Visio Map Created successfully Open Map
: docusnap.internal: Active Directory..  Visio Map Created successfully Open Map
\5} docusnap.internal: DHCP Visio Map Created successfully Open Map
A docusnap.internal: Exchange Visio Map Created successfully Open Map
& docusnap.internal: Network Map Visio Map Created successfully Open Map
= Report & docusnap.internal: Routing Map Visio Map Created successfully Open Map
[J docusnap.internal: SQL Visio Map Created successfully Open Map
& docusnap.internal: Topology Map Visio Map Created successfully Open Map
& docusnap internal Topology Map Visio Map Created successfully Open Map

LCloze

422 Map Files

The documentation you can create in Docusnap includes maps of the network, the
Active Directory, the Exchange servers, etc.

- To create these maps, Microsoft Visio must be installed. The maps
cannot be created using the Docusnap Server.

Network Maps
Topology

Active Directory
Exchange Server
VMware Infrastructure
Hyper-V

SQL Server

DHCP Server
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4.2.2.1

Overview
System Groups
Xen Server

Network Map

If you select multiple domains in the Domain Selection step, the system will create
a network map which combines the selected domains in one single map. If you
choose to create a routing map along with the network map, it will also include the
values from all selected domains. This map will be stored in the Maps folder
directly under the folder with the company name.

(\Documentation Path\Company\Maps\network)
(\Documentation Path\Company\Maps\routing)

Docusnap will not create individual maps for the domains, but only one single map
which provides an overview of all selected domains. If you select only one domain,
then the Visio file and the HTML file will be stored in the Maps folder for the
corresponding domain.

(\Documentation Path\Company\Domain\Maps\network)
(\Documentation Path\Company\Domain\Maps\routing)

When selecting the domain(s), you can also specify whether to include IT assets in
the network map or not. If you enable the IT Assets entry, all IT assets where a
value of the Network Information type has been defined will be displayed for
selection.

On this page, you can specify whether to create the network map and/or the
routing map.

All systems existing in the selected domains are displayed in the Systems table. To
include a system in the network or routing map, tick the corresponding checkbox.
Using the filter to the right of the selection list, you can restrict the selection to
specific equipment. For more information about filtering, see the Filters chapter. To
include only servers, workstations, Linux systems, etc. into your network map or
routing map, click the corresponding icon(s). Clicking each icon a second time will
exclude the respective system type again.

You can create datasheets for the individual systems. These datasheets can be
linked to the objects in the network map and the routing map. The options under
Advanced, which are also available as preferences in the Configuration dialog, allow
you to specify the formats used for datasheet linking, if desired. The links will be
created even if that particular datasheet does not exist yet. This way, datasheets
created subsequently will also be linked to the systems in the network map and the
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routing map.

Docusnap also provides Management tools. For example, you can establish a
remote desktop connection to a previously found system. The management tools
can also be used with the two map types and the HTML file. For this purpose, a
Scripts folder that contains the scripts required for the management tools will be
created in the Datasheets folder.

If IT assets with a value of the Network Information type have been defined, they
will be shown in the list. To include an IT asset in the network map, tick the
corresponding checkbox.

@& | Documentation .
ﬁ Company Selection #| Create Network Map
EE Domain Selection
|:|® Network Maps Map Selection
| Create Network Map Preview
#| Create Routing Map Preview Advanced M
Systems
Name Type Domain - Filter
7| M WMWS0032 ‘wiorkstation docusnap.intern T Enable Filter
7| WIMASDDR4 ‘workstation docusnap.intern
7| W WMWS0113 ‘workstation docusnap.intern
7| wWMWS0123 ‘workstation docusnap.intern
7| WMS0254 ‘Wworkstation docusnap.intern Select
v| M WMWSDET0 ‘Workstation docusnap.intern Select all
7| W WMWSOT00 ‘workstation docusnap.intern b [ Deselectall
7| W WMWSO701 ‘Workstation docusnap.intern ) "
7| WMWS0703 ‘workstation docusnap.intern 'b 15 é i~
7] N WMWS0T04 Workstation docusnap.intern _:“ é"_\ g:
7| WMWSOT0S ‘Wworkstation docusnap.intern
7| M WMWSOT0E ‘workstation docusnap.intern Other
<] e WMWSOTO7 ‘workstation docusnap.intern Exccel Export
7| M WMWSOT03 ‘Workstation docusnap.intern
v| W WMWSOTT2 ‘workstation docusnap.intern
7| M WSWSED3 ‘workstation docusnap.intern -
Back Cancel

The preview window reflects the layout of the network map or routing map. You
can change the layout, if required. For most network and routing maps, it is
recommended to use the default settings. You can adjust both map types
individually in the preview:

Network map

If you enable the Group Workstations or Group SNMP Systems checkbox, the
workstations or SNMP equipment will be drawn on the network map as one single
object. Two other options allow you to include IP systems and ignore VMware
adapters. Details about the individual computers that are present in the network
will be displayed on an additional datasheet.

By enabling the Group IT Assets checkbox, you can group all IT assets and output
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4.2.2.2

them as a single object.

In the HTML view of the map, the various datasheets will be displayed as links in
the left pane of the browser. The Visio file and the HTML file will be stored in the
Maps folder.

Network Map
Group \Workstations
Include IP Systems
Group SMMP Systems
Group IT Assets

Ignore VMware Adapter

Routing map

The routing map preview provides a checkbox that enables you to ignore the
VMware adapters.

Routing Map

lgnore VMware Adapter

Topology

You can create a network topology map either using the Create Docu wizard or the
Topology wizard.

A network topology map shows the interrelations of switches, virtual switches and
systems in a network environment. Switches are scanned using an SNMP systems
inventory scan. For virtual switches, you need to perform a VMware_Infrastructure
inventory scan.

If you enable the Show Unknown Structures checkbox, the ports of switches on
which multiple MAC addresses have been learned will be displayed as a cloud.

Use the Ignore Virtual Structures checkboxes to determine, if the Topology Maps
and the VLAN Maps should include virtual structures.

Docusnap will generate additional maps for switches and virtual switches that have
been selected in the Switch Maps table. These maps will show the systems
connected to the selected switch.

If multiple domains have been selected when creating the network topology map, it
will be stored in the Maps folder below the company.

(\Documentation Path\Company\Maps\topology)

If only a single domain has been selected, the Visio and html files will be stored in
the Maps folder of that domain.
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(\Documentation Path\Company\Domain\Maps\topology)

&

ﬁ Company Selection
EE Diomain Selection
@‘ Metwork Topology

+| Create Network Topology Map

Topology 2 Options

+| Create Topology Map

| Create VLAN Map

Switch Maps

.
.
.
7| P

Name

ASIWTO0S

ASWITO0

ASWITONZ2

ASWITON3

ASWITON4

ASWITOO0

ASWITO02

ASWITO03

ASIWITO0S

ASWITONS
sesx05.intern.local: vSwitch
sesx06.intern.local: vSwitch
sesx08.intern.local: vSwitch

sesx08.intern.local: vSwitchl

Preview

Preview

Type
SHMP
SNMP
SNMP
SHMP
SHMP
SHMP
SHMP
SHMP
SNMP
SHMP
Wirtual
Wirtual
Wirtual
Virtual

Ignore Virtual Structures

Ignore Virtual Structures

Domain
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern
docusnap.intern

docusnap.intern

Back

Show Unknown Structures

Filter
Y Enable Filter

X
Select
I Select all
[] Deselectall
Other
" [ Excel Export

Cancel

© 2015 itelio GmbH

Changing Date: 3/23/2015




Documentation Page 158

4.2.2.3 Active Directory

The Active Directory Tree wizard step presents a choice of three different maps. Use
the checkboxes on the left to select the domains and the maps to be created. The

generated maps will be added to the directory structure.

ﬁ Company Selection
EE Domain Selection

: Active Directory

| Create Active Directory Maps

Active Directory Maps

Domain

7 docusnap.internal

41 docusnapintern

Active Directory Site Maps

Domain

#| 2|  docusnap.internal
#| -  docusnap.intern

Active Directory Domain Maps

Domain

< docusnap.internal

Filter

Filter
Filter

Preview
Preview

Preview

Preview

Preview

Preview

Preview | |+

Preview | |+

Show Replication
S

d

OU Map

Overall Map GPO Map

Show Site Transport
s

o

| Preview

docusnap.intern

Back

Cancel

The preview allows you to check the look and feel of the maps. You can change the
map layout, if desired. For most cases, we recommend to use the default settings.

Active Directory Map
(\Documentation Path\Company\Domain\Maps\adstree)

Before creating an Active Directory map, you can click the Filter button to open the
Select Organizational Unit dialog where you can limit the map scope by setting
specific filter criteria.

The resulting preview allows you to adjust the Active Directory structure. This
means that you can create either an OU map, an overall map or a group policy map.
If desired, you can add Active Directory classes to the map or removed them by
using the checkboxes next to each Active Directory class.
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& Overall Map

Group Policy Map

Active Directory Classes
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Group Policy Container
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Active Directory Site Map
(\Documentation Path\Company\Domain\Maps\adssites)

An Active Directory site map graphically represents the locations of an entire AD
structure. It not only displays the site names, but also the domain controllers and
subnets associated with each site. Optionally, you can choose to output the site
links as routing information.

When creating the Active Directory site map, you can use the preview to specify
directly whether you want replications or the site transport to be included in the
map.

Active Directory Sites
| Show Replication

| Show Site Transport

Active Directory Domain Map
(\Documentation Path\Company\Domain\Maps\adsdomains)

An Active Directory Domain map graphically represents the domains that exist in a
structure. This includes the trust relationships within the overall structure and
within other structures. This map also shows the distribution of the operations
master roles for the overall structure and the domains.

Active Directory structure of individual groups and users

The Active Directory map displays all groups and users. It is also possible to show
only the relationship between a certain ADS user and an ADS group, or all ADS users
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belonging to an ADS group. The Structure tab in the main window displays all
associated groups for the selected user or all group members for the selected
group. You can export this structure to a Visio map.
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Exchange Server

Exchange Server maps can be created either from the Create Docu wizard or the
Exchange Server wizard.

The Visio file and the HTML file will be stored in the Maps folder.
(\Documentation Path\Company\Domain\Maps\exchange)

Once you have selected the domains, all Exchange Servers in the domains will be
displayed. Each server whose checkbox is enabled will be included in the Exchange
Server map.

The preview reflects the layout of the Exchange Server map.
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ﬁ Company Selection #| Create Exchange Server Maps
[E Domain Selection
O Exchange Server

Domain Preview

4| @ docusnap.intern Preview

VMware Infrastructure

The VMware Infrastructure map can be created either from the Create Docu wizard
or the VMware Infrastructure wizard.

The preview allows you to check the look and feel of the maps. You can change the
map layout, if desired. For most cases, we recommend to use the default settings.

The VMware map will be stored in the VMware subfolder of the documentation
directory.

(\Documentation Path\Company\Domain\Maps\VMware\VMware name)

i 0 x

ﬁ Company Selection #| Create VMware Infrastructure Map
EE Dlomain Selection
WMware Infrastructure

Name Domain Preview

e svicll docusnap.intern Preview

In the generated preview, you can see which maps will be created. The graphics
display the interconnections between the various entities existing in a VMware
environment. These entities are virtual machines, networks, hosts and data stores.
Each map reflects the respective assignments.

Vitware
| Overview
Hest to WM
Host to Data Store
Hest to Metwark
WM to Metwaork
+| VM to Data Store

Hyper-V

The Hyper-V Server map can be created either from the Create Docu wizard or the
Hyper-V wizard.

Once you have selected the domains, all Hyper-V servers from each domain will be
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displayed. Each server whose checkbox is enabled will be included in the Hyper-V
map.

The preview window reflects the layout of the Hyper-V map. You can change the
layout, for most Hyper-V maps, however, we recommend to use the default
settings.

The Hyper-V map will be stored in the Maps folder of the corresponding domain.

(\Documentation Path\Company\Domain\Maps\hyperv\Hyper-V server name)

& 0 X
ﬁ Company Selection #| Create Hyper-V Map
EE Dlomain Selection
ﬂ Name Domain Preview
Hyper-V' -
4 L sHYPERvOZ docusnap.intern Preview

You can enable/disable the checkboxes in the preview to specify whether the Host
to VM, Host to Network or VM to Network relationships will be shown in the map.

Hyper-¥
| Host to VM
Host to Metwaork

WM to Metwork

SQL Server

The SQL Server map contains all databases that are located on an SQL server. If you
enable the Display System Databases checkbox, the system tables from the
database will also be shown in the map. Databases to excluded from the map can
be disabled in the list.

The Visio file and the HTML file will be stored in the Maps folder.

(\Documentation Path\Company\Domain\Maps)
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ﬁ Company Selection /| Create QL Server Map
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:  SQL Server
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#| § docusnap.intern Preview
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_ | Server Name Database Name Preview - Show always
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|d smsq0001 Suchdienstanwendung__1.. Preview Select
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Back © Next | Cancel

4.2.2.8 DHCP Server

The DHCP Server map can be created either from the Create Docu wizard or the
DHCP Server wizard.

Once you have selected the domains, all DHCP servers from each overall structure
will be displayed. Each server whose checkbox is enabled will be included in the
DHCP map.

The preview window reflects the layout of the DHCP Server map. You can change
the layout, if required. For most DHCP Server maps, however, we recommend to
use the default settings.

The DHCP map will be stored in the Maps folder for the corresponding domain.

(\Documentation Path\Company\Domain\Maps\dhcp)

o -
B Company Selection 7] Create DHCP Server Maps
[E Domain Selection
g Domain Preview
} DHCP Server - . .
L ‘} docusnap.intern Preview
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XenCenter

XenCenter maps can be created either from the Create Docu wizard or the
dedicated XenCenter wizard.

The preview allows you to check the look and feel of the maps. You can change the
map layout, if desired. For most cases, we recommend to use the default settings.

The XenCenter map will be stored in the Xen subfolder of the documentation
directory.

(\Documentation Path\Company\Domain\Maps\Xen\Name of the XenCenter)
oy Documentation 0 x

ﬁ Company Selection /| Create Xen Infrastructure Map
EE Domain Selection

e YT Name Domain Preview
s 9 TEST_DS docusnap.intern Preview

From the generated preview, you can specify which maps to create. The graphics
display the interconnections between the various entities existing in a Xen
environment. These entities are virtual machines, networks, hosts, and data stores.
Each map reflects the respective assignments.

Overview Map
To create overview maps, either use the Create Overview wizard.

An overview map displays all maps that can be generated. If this map already exists
in the directory, a link will be established so that you can open either the HTML
map or the Visio map.
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When creating the map select the company and the domains the map should
include. Check the Only Include Generated Documents to only include links to
documents which were already created. Otherwise all documents are listed and will
be linked in the Overview Map once they are generated.

By specifying an Alternative Documentation Path a different path for the overview
can be used.

The preview window reflects the layout of the overview map. You can change the
layout, if required. For most overview maps, however, we recommend to use the
default settings.

Overview maps will be stored in the Maps directory below the documentation
directory for the corresponding company.

(\Documentation Path\Company\Maps\overview)
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m Overview Map /| Create Overview
Options
Only Include Generated Documents

Alternative Documentation Path C:\Docusnap\Dokumentation
Language
English -

Selection

i |J Docusnap Ltd

QJ docusnap.intern

; docusnap.internal
J bulk. docusnap.intern

e QJ rd.docusnap.intern

HNext Cancel

4.2.2.11 System Groups

In Docusnap, it is possible to define system_groups. This means that systems
belonging for example to the same department can be combined into one group.

For these system groups, you can create network maps, routing maps and
datasheets. To create the documents for the system groups, use the System Groups
button. The Create Docu wizard is not available for this kind of documentation.

In the first step, you select the domain. When creating network maps and
datasheets for system groups, you must additionally select the desired system
group. Only one group may be selected at a time.
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®w | Documentation 0 x
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4 4

Back © Next | Cancel

Then, you can select the systems to be included in the network map and/or routing
map. Docusnap will only display systems that have been assigned to the selected
system group. When you create network maps for system groups, you can also
group workstations and SNMP systems. To include a system in the network map,
tick the corresponding checkbox. Using the filter to the right of the selection list,
you can enhance transparency by displaying only the desired systems. For more
information about filtering, see the Filters section. If you want to include only
servers, workstations, Linux systems, etc. into your network map, click the
corresponding icon(s). Clicking each icon a second time will exclude the respective
system type again.

In the next step, you can create datasheets can be created for each system. These
datasheets can be linked to the objects in the network map. The options under
Advanced, which are also available as preferences in the Configuration dialog, allow
you to specify the formats for datasheet linking, if desired. The links will be created
even if that particular datasheet does not exist yet. This way, also datasheets
created at a later time, will be linked to the systems in the network map.

The preview window reflects the layout of the network map or routing map. You
can change the layout, if required. For most network and routing maps, you get the
best results when using the default settings. What is more, the preview enables you
to make the same changes as described under Network Map.

If you want to create only the datasheets for the system group, but not the
network and routing maps, this step can be skipped. To do so, clear the Create
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Network Map and/or Create Routing Map checkbox.

®8 | Documentation 0 x
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In the next step, you can select the systems for which to create datasheets. The
datasheets will contain all information about the selected systems, such as
software, hardware, networks, services, local users, etc.

To create the network maps without any datasheets, disable the Create Datasheets
for Servers, Workstations, SNMP, Linux and Mac Systems checkbox.

The datasheets may also include comments that have been stored with the
systems. Comments saved at the system level will be shown, but no comments
created for lower levels. In addition, the attachments can be included. If you enable
the Export Attachments checkbox, the attachments to the comments will be listed
in the report and the attachments themselves will be stored in the Comments
folder.

(\Documentation Path\Company\Domain\System Groups Name\DataSheets\Name

of the System\Attachments\Comments)

It is possible to integrate additional tools into the scanning process. You can add
these tools from the Additional Tools in the Docusnap Management. In case an
additional tool is used for inventorying, the results can be output along with the
datasheet. If the Show Results of the Additional Tools checkbox is enabled, the
results found by the additional tool for each system will be exported to a folder
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under the Datasheet folder.

(\Documentation Path\Company\Domain\System Groups Name\DataSheets\Name
of the System\ToolResults)

g Documentation 0 x

ﬁ Company Selection +| Create Datasheets for Servers, Workstations, SNMP, Linux and Mac Systems
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Data Sheets

Datasheets can be created using either the Create Docu wizard or the Create
Datasheets wizard.

After you have selected the domains, all servers, workstations, SNMP, Linux and
Mac systems that exist in the selected domains will be displayed. If the checkbox
next to a system is enabled, a datasheet will be created for it.

Each datasheet contains all current information that is located at the levels below
the node of the selected system.

The datasheets may also include comments that have been stored with the
systems. Comments saved at the system level will be shown, but no comments
created for lower levels. In addition, the attachments can be included. If you enable
the Export Attachments checkbox, the attachments will be listed with the
comments in the report and the attachments themselves will be stored in the
Comments folder.

(\Documentation Path\Company\Domain\Datasheets\Name of the
System\Attachments\Comments)
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When performing an inventory scan, additional tools can also be included. You can
add these tools from the Additional Tools page in the Docusnap Management. The
results of an additional tool used for inventorying can be output along with the
datasheet. If you enable the Show Results from Additional Tools checkbox, the
results this tool found for the respective system will be exported to a folder under
the Datasheet folder.

(\Documentation Path\Company\Domain\Datasheets\Name of the
System\ToolResults)

To filter the display, you can select one of the filter buttons on the right.

When creating datasheets, you can additionally enable the Print Preparation
option. It can be used to generate an additional file with the .mdc file extension.
This file is required if you want to use the Print Docu wizard to print the
documentation.

The documentation will be stored in the Datasheets subfolder of the
documentation directory.

(\Documentation Path\Company\Domain\Datasheets)

é Documentstion o ox
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Back Cancel
Overviews

Overviews can be created using either the Create Docu wizard or the Overviews
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wizard.

After you have selected the domains, you are presented with a choice of overview
documents that can be created. Enable the checkbox of every overview type you
wish to create.

The overviews will be stored in the Overview subfolder of the documentation
directory under the corresponding company and domain. Creating an overview
results in three files. The computerlist_en.html and computerlist_en.xIsx files are
based on the report and include the company and the name of the author. The
computerlist_plain_en.xIsx file is a flat table in Excel format.

When creating overviews, you can also tick the Print Preparation (MDC) checkbox.
It can be used to generate an additional file with the .mdc file extension. This file is
required if you want to use the Print Docu wizard to print the documentation.

The files will be stored in the Overview folder.

(\Documentation Path\Company\Domain\Overview)

Iew Documentation O x

B Company Selection /| Overviews
EE Dlomain Selection

@ o . Active Directory
VENVIEnS

| Active Directory User

| Active Directory Groups

Inventory

+| Systems

Software

#| Software Ovenview

General

+ | Print Preparation

Back

Cancel

Documentation Tree View

The Documents tree view was designed to help you manage and create your
documentation and enhance the transparency of the entire process.

If no maps, datasheets or overviews have been created for the selected Explorer
node yet, the Documents tab in the right pane displays a dashboard-type indicator
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that helps you to create the respective document. What is more, it allows you to
access the specific online help for the desired map.

You can use the Dashboard as a shortcut to launch the required wizard without
accessing the ribbon.
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Documents Other

Network Map

The selected map has not been generated yet and is therefore not listed here.

If you
want to create this map, follow the wizard step as stated below.

1

Create Network
Map 9

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

If the document exists already, the desired map is displayed
Dashboard. The PDF Document, Word Document, Excel Document, Visio Document
and ODT Document buttons allow you to display the map in the desired format. The
desired format is only available if the document was created in that format.

instead of the
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Print Documentation

Docusnap allows you to print several datasheets and overviews simultaneously.
When you create datasheets or overviews, the Print Preparation (.mdc) file format
must be selected additionally.

To start the Print Documentation wizard, click the Print Docu button. In the Print
Settings step, select the folder where the documents are stored. If files to be
printed are located in subfolders of the selected folder, you can include them by
ticking the Recursively Search Subdirectories checkbox. The Depth indicates how
many subfolder levels will be included. Click the Add button to add the selected
location to the list of directories to be searched. The documentation path that has
been defined already.

If you clear the checkbox next to a folder, the documents from that folder will not
be available for printing.

The selected printer will be displayed in the Print Settings area at the bottom of the
dialog. A different printer, as well as additional print settings, may be selected by
clicking the Settings button. Clicking the Next button takes you to the File Selection
step in the wizard. The Next button will remain disabled until a folder has been
selected.
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= Print Settings Select directories, which are searched for printable files
Add new Directory
Add

Recursively Search Subdirectories Diepth:

Directories to be Searched
Directory Levels Delete

+ C\Docusnap\Doecu [
Print Settings
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All files that have been stored in the selected folder and have the .mdc file format
will be displayed in the file selection step. When you click the Deselect All button,
your document selection will be undone. Only selected documents will be printed.
To start the print job, click the Next button. The button will remain disabled until at
least one document has been selected.
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7 T8 CD p'Docu'D p Lidid internal\Datasheets\SNMPiaswitd10aswitd10_en.mdc
7118 ¢ \DoculD Ltdd internal\Datasheets\ SNMPifwitD01'fwit001_en.mde
7118 cap p'DocutD p Ltdd internal\Datasheets\SNMP\p20001'p20001_en.mde
7118 cap p'DocutD p Ltdd internal\Datasheets\SNMP\p20002p20002_en.mdc
7118 CAD p'Docu'D p Lidid internal\DatasheetsWorkstationswiws 0088 1wlws 0088_en.mde
71 T8 CAD piDoculD p Ltdird.d intern'\Datasheets'\Serversiscex0001\scex0001_demde
S ‘@ C:AD piDoculD p Ltdird.d intern'\Datasheets'\Servers\scfs 000 1'scf=0001_demdc
7 T8 CD iDocutD Ltdird.d intern Datasheets\\Workstations) 0024 0024_de.mdc
7118 cap p'DocutD pLtdird.d intern\Datasheets\\Workstations) 0026 0026_de.mdc
b
Deselectall Select all
0 Click "Mext” to start the print sequence. Back Cancel

After the print job has been started, the dialog will display its progress. Printing can
be cancelled. Once the print job has been successfully completed, it can no longer
be cancelled.

@ Print Documentation 0 x
= Print Status
= MName Type Progress in % Information
Sets 2 Print Frint B Excouing Process: 80 %

= || CADocusnap'DoculDocis..  mde | Completed successfully
|| C\DocusnapiDoculDocus..  mde | Completed successfully
|| C\DocusnapiDoculDocus..  mde | Completed successfully
|| C:\Docusnap'DoculDocus..  mde | Completed successfully
| C\Docusnap\DocutDocus . send to printer.

T Corce
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4.5

Finally, the Summary page appears to display additional information about the
printing process.

é Print Documentation B ox
Report
Name Type Information
Summary Required Time: 00:00:18
= ey = Print Completed
o Sucecessful (5)

4 »

Close
Configuration

Settings to create the documentation can specified in the Configuration -
Documentation dialog. Click the Configuration button in the Documents ribbon or
the Documentation button in the Docusnap Menu to open the dialog.

General Settings

In the Documentation Path field, you can specify the location where documents
(overviews, data sheets, maps) will be stored when the program creates the

documentation. Click the L:'button to select the folder for storing the documents.
Changes to the font only affect the information area in the various Visio maps.

By specifying the Document Archive Versions Limit using the checkbox of the same
name and the number field, you can set how many versions of the documents
created using the Documentation module will be archived in the archive folder.

When you create maps, reports are created along with them. These are saved in
the Reports folder which is a subfolder in the documentation path. If you do not
want these reports to be created, disable the Create Additional Reports checkbox.
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el Configuration - Documentation M o
GENERAL MAPS  DATASHEETS
Storage Location of Documentation results

Documentation Path: C:\Docusnap'Docu

General Settings

Font: Verdana -
Html Export Type: HAML -
#| Document Archive Versions Limit: 4=

Link Documents: #| Create Additional Reports

oK Cancel

Maps

In network maps, it is possible to link documents to various devices and overviews.
Using the Word, HTML, PDF, Excel, and ODT checkboxes, you can specify the
document types to be linked. If additional tools were used when inventorying
Windows systems, the results file can also be linked with the Visio maps.

Save Document Pages as Separate Documents: When creating some of the maps,
the information is distributed on several tabs. By activating the Save Document
Pages as Separate Documents option each tab is saved as a separate document.
This is especially helpful for a large network, if the document can not be saved,
because of the number of tabs.

When creating the network map, you can choose that network adapters created by
the VMware Player/VMware Server software will be ignored. This checkbox is also
available when you open the network map preview. You can change the setting
there, too.

Don't Consider AutoConfig IP: Through this option the AutoConfig IP is ignored in
network maps and routing maps.

In the group Virtualization Map Settings, you can specify the VMware maps to be
created by default in Docusnap. (For more information, see VMware Maps.)
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GENERAL  MAPS  DATASHEETS
Network Map Settings

Link Documents: Visio ‘whord Excel FDF HTML ooT

Save Document Pages as Separate Documents
Link Additional Tools Results
Don't Consider ViMware adapter
Don't Consider AutoConfig IP (165,254 x x)

Virtualization Map Settings
Host to VM
WM to Metwork
Host to Network
WM to Datastore

Host to Datastore

oK Cancel

Datasheets

Datasheets contain a summary of the data for Windows, Server, Linux, Mac and
SNMP systems. For each device, a separate datasheet will be created. Datasheets
can be created in Word, HTML, PDF, Excel or ODT format. In the Datasheet Settings
group, you can determine which files will be created by default.

If you enable the Export Additional Tools Results option, the files will be saved in an
additional folder below the folder containing the documents.

Comments can be created for all devices. In addition, you can add files as
attachments to the comments. The comments will be shown on the datasheets if
the Export Comments checkbox is enabled. If you also check the Export
Attachments option, the attachments will be stored in a subdirectory and linked
with the corresponding datasheet.

In Docusnap, you can send the entire set of documentation directly to a printer. To
use this feature, datasheets, overviews, and other information must be saved in a
special file format (.mdc). If you tick the Print Preparation (MDC) checkbox, all
documents will be generated in this format as well.

The quality of the images contained in the documents, overviews, and maps can be
defined in the Image Resolution field.
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& Documentation
DATASHEETS
Datasheet Settings
Just HTML Documentation | \nlord
+| PDF HTML
ooT | Excel

Export Additional Tools Results
Export Comments
Print Preparation (MDC)

Image Resclution: | 300

Restrict Output Formats (HTML; XLSX)

~ || dpi Image Quality:

Cancel
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5 Permission Analysis

With the Docusnap Permission Analysis feature, you can determine and analyze the
effective permissions for users and groups. For this purpose, comprehensive
reports are available that illustrate the current permissions situation from the user
or group perspective or for a certain resource (e.g. a directory).

Using filters, you can display a quick and interactive analysis of the desired
situations.

Docusnap can, for example, answer the following questions:
- Which items can be accessed by employee X?
- Who has access to the HR directory?

- What combination of permissions (NTFS, shares) has been granted to a certain
user?

You can perform a permission analysis for all Windows systems or for systems that
support the SMB or CIFS protocol (e.g. Samba and NetApp Filer).

It is also possible to scan and analyze the permissions to SharePoint servers.
SharePoint server permissions are determined while Docusnap performs a
SharePoint inventory scan.

Docusnap also enables you to scan and analyze the permissions to Exchange
mailboxes, mailbox folders, and public folders.

Permission Analysis is a separate Docusnap module that you can access by clicking
the Permissions button in the Navigation pane.

In the Permission Analysis explorer, a hierarchically structured tree will be
displayed that has been optimized for the needs of this module.

Structure
This section explains the structure of the Permission Analysis feature.
Inventory

Before permissions can be analyzed, it is mandatory to perform an inventory scan
of the NTFS directory structures. This section explains the inventory wizard for
NTFS directories. SharePoint permissions are inventoried during a SharePoint scan,
Exchange permissions are read in together with the Exchange inventory scan.

Analysis
For the analysis of permissions, three functions are available.

The Permission Analysis tab shows the current situation based on the permissions
to a directory or SharePoint.
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5.1

Analysis diagrams illustrate which criteria were used to assign an effective
permission to the selected user or group.

Reports show the effective permissions a specific user has to a directory or user.
Structure

The Permission Analysis module has been subdivided into several panes so that a
maximum of information can be displayed.

& | Docusnapb2 -8 x
PERMISSIONS | SCHEDULING
= — % Permission Origin .| Enable W Blocked Inheritance | = CurrentView 8 ReportJobs (csv) ew__ | SE-Eore View 4 Effective Permissions
Vaa? M A eenGroup Structure Explicit Permissions i User Report I e Reports
NTFS Onlie = d
Analysis | Anzlysis Special Permissiors 1 Direstory Report ¥ UserlGroup Filter
Inventory Analysis Filter View NTFS Reports Sharepoint Reports  Exchange Reports Other
P 0 - Datz (1) | Permission Analysis | Analysis
- Docusnap Lid Type Basic P
£ 39 bulk docusnapintern L= EE )
[ 33 docusnapintern Search M 3
- B9 docusnap.internal N .
B )L File System 8Add N . 2z sz
5§ Servers User Selection 2 HEIR
- 1 sLsqooot e L
Gt ADMING e S 5
) cs g =l £
I &
Bt Es HEEHEEEEEE a
B forms X Remave [¥] Selectall [] Deselectall s Permission Origin 2* User/GroupStructure HEIR B EIEEE =
1 L general 8% Effective Permissions
B it :
03 ;ogistic & DOCUEN ez Stevenson (d) Analysis, Structure |~
4 . .
B management 22 DOCUENd_contralling v
B personel depariment &% DOCUENG_management v
[ procurement s DOCUEN!Harrison Barber . AN AN
3. Shares % DOCUEN\Katie Swift b AR a4
B shipping., | 88 Expiict Fermission Effective Permissions
B} warehouse ™, —
— : AL Al Wikt
i # sLocooot - J‘/‘/«j::’/ :
B3 SharePoint Systems, Directories
E} L Exchange ) v v
3 39 rd docusnap.intern T Y DOCUERNWETT S~ Vo v
4 DOCUENIA_mznagement '_ lici - vV v
# DOCUEN\A_mznagement Explicit Permissions |, v
7% DOCUEN\d_personnel department [ ARV ARV RV v
i DOCUSNAPBernd Meise e v v
&Y Inherited Permissions
s Administrators VS
& Creator Ovmer V WS
o Local System T nhentedp _ 4 VYV
o Users nherited Fermissions v VS S
Share Permissions
4 DOCUSNAF:Bemd Meise v v

9% Everyone s VvV VY
Share Permissions

Inventory Documents Licenses Permissions Relations Concepts Organization

[t inventory Status: @ Inactive | [ Docusnap Server: &) not configured | () Database Connections

In the left pane, below the File System node, your systems, directories and shares
are listed. Under the SharePoint node, you will find the web pages, web pages
collections, and lists. Below the Exchange node, the Exchange mailboxes, mailbox
folders, and public folders are displayed.

In the user selection in the right pane the users and groups for whom the effective
permissions should be displayed can be added.

Below the user selection the effective permissions, the explicit permissions, the
inherited permissions and the share permissions are located. Special permissions
are only displayed if you have enabled the Special Permissions checkbox in the
ribbon.

You can access the required functions and reports from a dedicated Permissions
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5.2

ribbon.

By clicking the Permission Origin button, you open the permission structure for the
currently selected user or the currently selected group. The permission origin
reveals how the user or group obtained their permissions.

Click the User/Group Structure button to display a diagram showing the nesting of
users or groups for the selected user/group.

Menu Ribbon

The Permission Analysis ribbon will be displayed when Permission Analysis has
been selected from the Navigation pane. This ribbon is subdivided into four groups.

Inventory

= NTFS Analysis: Click the NTFS analysis button to open the wizard to select the
Windows systems whose permissions are to be inventoried.

= Online Analysis: The permissions will be determined at runtime by the Online
Analysis process and thus not stored in the database. The Online Analysis process
will be active once you click the Online Analysis button.

=] =]
] ]
L] L]
NTFS Cnline
Analysis Analysis
Imventory
Analysis

= Permission Origin: Click the Permission Origin button to open the permission
structure for the currently selected user.

= User/Group Structure: Click the User/Group Structure button to display the
group or user nestings diagram.

.t Permission Origin

22 JzeriGrou p Structure

Anzlysis
Filter

= Enable/Remove: The Data Explorer displays all directories of a scanned system. To
display the filter below the permissions list, click the Enable button in the Filter
group of the ribbon. Once you have defined the desired filter criteria (Write, Read,
etc.), only those directories will be displayed in the Data Explorer that match the

© 2015 itelio GmbH Changing Date:3/23/2015 @



Permission Analysis Page 184

selected user or group filter.

= Filter Path: The Filter Path dialog only opens for the analysis of SharePoint
permissions. Since the SharePoint permission structure is different from the
structure of NTFS permissions, this dialog is used to select the desired starting
point for the analysis. According to the filter you set, only the directories below
the starting node that correspond to the selected users/groups will be displayed.

L. Enable

Filter
View

= Blocked Inheritance: Inheritance can be blocked for directories. This means that
the permissions will not be inherited. If the Blocked Inheritance checkbox is
enabled, the directories for which inheritance is blocked will be displayed with a
red icon in the Permission Analysis explorer.

= Explicit Permissions: Permissions can be assigned directly to directories. If the
Explicit Permissions checkbox is enabled, all directories to which permissions have
been assigned explicitly will be displayed with a blue icon.

= Special Permissions: If this checkbox is enabled, special permissions will be
displayed in addition to the basic permissions.

S Blocked Inheritance

S Explicit Permissions

N Special Permissions
Wiew

NTFS Reports / SharePoint Reports / Exchange Reports

= When you click the Current View button, the permissions displayed on the
Permission Analysis tab will be output in a report.

= By clicking the User Report button, you can create a report which shows the
effective permissions to the selected directory and its subdirectories or for
Exchange permissions to the mailboxes, mailbox folders, and public folders.

= Clicking the Directory Report button creates a report which displays all users who
have a permission to the selected directory and its subdirectories.

= Clicking the Overview Report button creates a report which displays all users who
have permissions to the mailboxes, mailbox folders, and public folders.
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= Report Jobs (csv): By importing a CSV file multiple jobs to generate Directory
Reports for NTFS can be created simultaneously.

== Current View E Repaort Jobs (csv)
ﬂ ser Report
Directory Report

MTF5S Reports Sharepoint Reports Exchangs Reports

Other

= The setting, if the number of inventoried levels for the NTFS analysis should be
limited, is set in the Configuration - Permission Analysis dialog.

= Clicking the NTFS Filter option opens the Manage NTFS Filter dialog. In this
dialog, you can specify directories to be excluded from the NTFS analysis. For an
explanation of this dialog, refer to the NTFS Filter section.

= You can use the User/Group Filter to exclude selected users and groups from the
directory reports.

{:F Configuration
L NTFSFilter
4= |User/Group Filter

Other

Inventory

Docusnap uses different permission inventory processes for the file system, for
SharePoint and for Exchange.

File System

Before you can start analyzing file system permissions, the systems must have
been scanned using the Network Inventory function. Also, users and groups must
have been inventoried by means of a complete Active Directory scan. If this is the
case, you can start the inventory process for NTFS permissions.

SharePoint Servers

To perform a permission analysis for a SharePoint environment, you need to scan
the SharePoint servers first. Moreover, a complete Active Directory scan must have
been performed in order to obtain the users and groups required for the analysis.
Docusnap will determine the SharePoint permissions during the SharePoint
inventory scan.
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5.3.1

5.3.1.1

Exchange

Docusnap will determine the Exchange permissions during the Exchange inventory
scan. In order to perform a permission analysis, an Active Directory scan is required
as well.

File System

In Microsoft environments, the effective permissions are a combination of the
share permissions and the NTFS permissions. Docusnap determines the respective
shares for a system, including the permissions and the local users and groups,
during the Windows inventory process. The domain users and group hierarchies are
retrieved by means of the Active Directory inventory scan.

To determine the organization of NTFS systems, you need to execute an additional
wizard.

For a permission analysis, the following steps are required:

1. Determining the target devices using a Windows or CIFS inventory scan
2. Scanning the Active Directory

3. Determining the NTFS directory data using the NTFS wizard

4. Analyzing and evaluating the results

Note: Steps 1 and 2 are described in the Inventory section.

In order to perform a permission analysis, you must always scan
the complete Active Directory system to make sure that all groups
b and users will be available for analysis.

Inventory Permissions

A permission analysis requires that the NTFS permissions to the directories have
been stored in the database. For this purpose, you can use a wizard or the
Docusnhap server.

The NTFS Permissions wizard can be started from the Permissions ribbon.

=] =]
0] (-
Rpgd Mpgd
MTFS Cnline
Analysis Analysis
Imventory

Company Selection
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Unlike a network scan, a NTFS permissions scan does not allow you to create a new
company. You need to select an existing company. A Windows inventory scan must
already have been performed for this company. Otherwise, it will not be possible to
retrieve the permissions.

L 0 x

ﬁ Company Selection Please select a company or create a new one: ® ) Select Company

Dlocusnap Ltd

Authentication

Please note that only existing domains in a company may be selected for
authentication. After you have selected the domain, Docusnap will display the user
name and password that were used for creating the network inventory. If desired,
you can also enter the credentials of another user. Aside from this, you can also use
the name and password of the currently logged-on user to perform the inventory
scan. In this case, only select the domain and leave the User Name and Password
fields blank. Afterwards, click the Check Credentials button to check if the user is a
member of the domain and if the proper password has been entered. After
successful authentication, the Next button will be enabled.

& -4

ﬁ Company Selection Please enter yourlogin information:
‘éﬁ Luthentication
Domain Login
Domain: docusnap.internal

User Name:  |docuen’administrator

Password: - X

Save User Name and Password

Systems

All Windows systems that have been scanned will be displayed on the Systems
page. In addition, it lists all drives on the corresponding systems. Alternatively, the
individual shares of a system can be listed by checking the checkbox Use Shares for
Windows Systems. Use the checkbox next to each system to indicate whether the
permissions for that system are to be scanned or not. If a system has multiple
drives, a separate system entry will be listed for each drive. If the checkbox Use
Shares for Windows Systems is checked, then all the shares of a system are
available for selection. Thus, the scope of the permission scan can be selected
individually for every system. The Filter group is displayed on the right. Using a
filter, you can filter the systems list for individual values.
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For systems based on the SMB or CIFS protocol, such as NetApp Filer or Samba
Server, the available shares rather than the local drives will be displayed for

selection on the those systems.

If the checkbox Scan Folder Size is selected, the folder size is inventoried for each
folder. Otherwise, each folder will be displayed with the size 0. To determine the
folder size for large folders can prolong the duration of the inventory.

If you wish to exclude a directory from the inventory scan, you can specify this
exclusion in the Manage NTFS Filter dialog. When you add a directory to this list, all
its subdirectories will be excluded from the analysis as well. For example, this is
helpful for user profiles or temporary Internet directories.

é ITFS Permission Analysis m ox
ﬁ Company Selection #| Analyze Permissions on Following Systems
‘E: Authentication
Ll Systems Scan Folder Size Use Shares for Windows Systems
Host Name Dirive Free Space Capacity “ | 'Filter
o SISADT C 17.19GB 53.50 GB Y Enable Filter
@ SISAD2 C 925 GB 3350 GB
= SMBCO001 C 2056 GB 3530 GB
7| == SMDCO001 C 2084 GB 3530 GB
7| S SMDCO001 E 3112 MB 1021.00 MB 2255
+| == SMDCO001 F 166.88 MB 253.00 MB Select all
+| == SMDCO001 G 2216 GB 40.00 GB [ Deselectall
“ SMDCO002 C 1151 GB 19.59 GB j—
“ SMDCO002 E 158 GB 159 GB N
S SMDCO003 c 2638 GB 40.00 GE Bxosl Export
= SMDCO003 E 57454 MB 1021.00 MB
¢ SMDCO004 C 9.85GB 3390 GB b
“ SMDCO004 E 0.00B 1021.00 MB
“ SMDCO004 F 1851 MB 80.00 GB
@ SMEX0003 C 7232GB 93.50 GB
#| == SMFS0002 C 3605 GB 3530 GB
e SMIID0OT C 2545 GB 3530 GB
= SMIID00Z C 2649 GB 3930 GB
= SMIID002 E 330MB 7.00 MB
“ SMPS0001 C 408 GB 7.89GB
“ SMSPO001 C 55.02 GB 79.50 GB -
Back HNext Cancel
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Summary Page

All systems and drives to be inventoried will be listed on the Summary page.

-~
B Company Selection Summary
‘§= Authentication
Analyzed Systems
& systems 3 sMDCooo
Summary e
% E
= [
e G
1 smFso002
o
Scheduling

By using the scheduling feature, you can specify a later time for the automatic start
of the permission scan. In the scheduling window, you can indicate whether the
scan should be performed only once or repeatedly.

In order to use this feature, the Docusnap Server component must be configured on

a system in the network.

Status

After the process has started, this page will display the progress of the inventory
scan. If you wish to abort the inventory process, click the Cancel button. The NTFS
permissions of all scanned systems with the Completed status will be written to the
database. Permissions for systems where the scan process has not yet been

completed will not be saved.
Status

Name

(3 NTFS

S SMDCO000T C:A
= SMDCO001 EX\
= SMDCO001 F:\
“e SMDCO001 G\
= SMFS0002 C:\

Summary Page

The Report page displays how many systems have been successfully inventoried.
exit the wizard, click the Close button.

Type
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS

Progress in % Information

[ ] Executing Process: 82 %

[ ] Permission Analysis. 472 Folders have been sear..
[ ] Permission Anzlysis. 433 Folders have been sear..
| Completed successfully

N Completed successfully

P | Permission Analysis. 1011 Folders have beense.

To
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wel T [ 4
Report
MName Type Information
Summary Reguired Time: 00:13:57
@ NTFS Completed
@ Successful (5)
(B NTFS (5)
| Report S SMDCO001 C:\ NTFS Scanned successfully
= SMDCO001 EN NTFS Scanned successfully
= SMDCO00T F2A NTFS Scanned successfully
= SMDCO001 G\ NTFS Scanned successfully
o SMFS0002 C:\ NTFS Scanned successfully

Close

During the inventory scan, there may be no connection to the

' target system if a different user than the one logged on to the

A desktop was specified. Microsoft only allows one single connection
to a target system during a session and would otherwise generate
an error.

5.3.1.2  Online Analysis

You can start the Online Analysis process from the Permissions ribbon. Just like the
normal analysis, the Online Analysis process uses the share permission, user and
group data from the database. Only the NTFS permissions and the directory
structures will be loaded directly from the network for each item clicked in the

hierarchy.
=] =]
agal (]
Mpgd _[YE
NTFS Online

Analysis Analysis

|mventory

The Online Analysis process allows you to create the tree view without having to
execute the NTFS Permissions wizard first. In principle, the Online Analysis process
works exactly like a permission scan, with the difference that the data will not be
stored in the database and only the permissions for the directory that is currently
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5.3.1.3

open in the tree view will be scanned. The Online Analysis process will use the
credentials of the currently logged-on user. For this reason, the user who has
logged on must have the right to scan the NTFS permissions for the system.

To enable this feature, click the Online Analysis button. When it is enabled, the
permissions will be re-scanned from the network as soon as you open directories
and subdirectories.

' Since the Online Analysis process does not write data to the
- database, it is not possible to create reports in this mode.
NTFS Filter

When performing a permission analysis, Docusnap scans the permissions users and
groups on existing directories.

Use the Manage NTFS Filter dialog to define which directories should be included
or excluded from the analysis.

It is possible to specify directories that should be inventoried, to exclude directories
that are not needed in the permission analysis, or to define a combination of
included and excluded directories.

The specification to include directories is only used when permissions for certain
directories are of interest, for example who has access to directories which contain
client data or project information.

Definitions to exclude directories are used to exclude big folder structures like
Windows or Program Files.

The conditions can be grouped and linked with either AND or OR.

Click the button # to add another row. Click the button * to delete the current
row.

= Operator

In the column Operator you can choose between Contains or Not Contains.
Wildcards can be used to specify the selection in greater detail.

® Contains: The specified condition must match the directory.
¢ Not Contains: The specified condition must not match the directory.
= And/Or

Once several directories are specified, select in the And/Or column whether the
conditions should be linked with And or Or. If the terms are linked with And, then
all conditions have to apply to the directory. If the conditions are linked with Or,
only one of the terms has to match the directory.
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= Grouping
Use grouping to nest the conditions as needed. For example two terms can be
linked with Or and then be extended with And to include another condition. Click

the checkbox to select the conditions, then click the |42 button to group the
selected entries to one condition. Only conditions listed one below the other can be

grouped. The button H= marks the start of the group. Click the 1= button to
revoke the grouping. It is possible to organize the grouping in several levels. Select

more than one group and click on the |42 putton to group them into one
condition.

Click Save to apply the settings.

. & NTFS Filte O x
= AndiOr Field O perator Walue
g | X Directory Path * Mot Containg = C:\Windows
+ X And - | Directory Path = Mot Cortsins ~ “System3Z”
& | X And = Directory Path * | Mot Cortains ~ “Program Files™
Save Cancel

If the full name of the directory is specified, then the time needed
u for the inventory of the NTFS permissions can be shortened, since
these directories can be skipped during the inventory.

SharePoint

The SharePoint permissions to web page collections, web pages and lists have
already been scanned during the SharePoint inventory process. For this reason, an
additional wizard is not necessary.

To start the wizard for inventorying SharePoint servers, click the SharePoint button
on the Inventory ribbon. The SharePoint step will be displayed after you have
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selected a company and a domain and entered your credentials (see: Basic Steps).

& ventory [m 4
Company Selection /| Inventory SharePoint Server
‘éﬁ Authentication
MName Security Info
B SharePoint ;
7| iy smsp0001 Global Credentials
Add SharePoint Server
SharePoint:  |smsp0001 User: Mew Save Delete
Server Authentication Password:
Limit Job History Mumber of Entries:
Back Cancel

There are two ways to scan SharePoint servers: You can either use global
credentials for login. In this case, only the name of the SharePoint server is
required for the scanning process. Or you log in using specific credentials. For this
purpose, you need to enable the Server Authentication checkbox. Then, you can
enter the required user name and password. After the desired systems have been
added to the SharePoint Server table, you can specify whether the inventory
process should be performed for the corresponding system or not by enabling /
disabling the checkbox next to each system. The Next button will only be enabled
once you have specified a SharePoint server. Then, you can continue with the
inventory process.

Exchange

The permissions of users and groups to Exchange mailboxes, mailbox folders, and
public folders are retrieved during an Exchange inventory scan.

Click the Exchange button in the Inventory ribbon to launch the corresponding
wizard. First, you need to select a company and enter your credentials (see: Basic
Steps). Then, the Exchange step will be displayed.
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54.1

:é: nventor, A x
ﬁ Company Selection /| Inventory Exchange Server
‘E: Authentication
O Exchange Server Settings
+| Mailboxes | Public Folders +| Contacts | Other (Certificates, ...
#| Permissions | Permissions | Distribution Groups +| AD Permissions (Send As, ..)
| Mailbox Folders Extended Information
Start Search Import
Found Systems
MName Version Import Filter
/| @ SCEX0001.rd docusnap.intern ersion 8.3 (Build 30083.6) Import Y Enable Filter
s/ @  SMEXD002 docusnap.intern Version 14.1 (Build 30218.15) Import
v/ @ STEX0001.bulk.docusnap.intern Version 14.0 (Build 30639.21) Impaort
Select
b [ Selectall
i [] Deselectall
otner
Excel Export
Back Mext Cancel
.
Analysis

For the analysis of permissions, three functions are available.

Permission Analysis

From the Permission Analysis tab, you can see the current state of permissions to a
folder, SharePoint server, or to Exchange mailboxes, mailbox folders, and public
folders.

Analysis Diagrams

These diagrams illustrate which criteria were used to assign an effective permission
to the selected user or group.

Determining the Effective Permissions

The goal of each permission analysis is to show the effective permissions to a
certain directory or for a certain user.

Permission Analysis

When, in the Permission Analysis tree view, you select a node below the File
System, SharePoint, or Exchange nodes for which permissions have been scanned,
the main window displays an additional tab named Permission Analysis.

The Permission Analysis tab shows the Explicit Permissions, the Inherited
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Permissions and the Share Permissions.

Effective Permissions

In order to retrieve the effective permissions for a user or a group, select the
desired entry from the User Selection.

There are different possibilities to add users and groups.

Enter the name of the wanted user or the wanted group. Users are identified by
the # icon and groups by the &% icon. Once the first letter is entered, the matching
entries are suggested. Users and groups can be added via enter key, selection via
the mouse from the suggestion list or via click on the Add button. Users are added
to the list immediately. After selecting a group the options are to add all the direct
users of this group, to add the direct users and the users of subordinate groups or
to add the group.

Permission Analysis | Permission Structure | Structure

User/ Group

Search o

Elliot Reberts (DOCUEN\Elliot Roberts)

Enterprise Admins (DOCUEN\Enterprise Admins)

Enterprise Domain Controllers (Enterprise Domain Controllers)

Enterprise Read-only Domain Controllers (DOCUEN\Enterprise Read-only Domain Controllers)
Event Log Readers (BUILTIN\Event Log Readers)

Everyone (Everyone)

Exchange All Hosted Crganizations (DOCUEN\Exchange All Hosted Organizations)

Exchange Install Domain Servers (DOCUEN\Exchange Install Domain Servers)

2 Effective Permig Exchange Servers (DOCUEN'\Exchange Servers)

Exchange Trusted Subsystern (DOCUEN\Exchange Trusted Subsystem)
Exchange Windows Permissions (DOCUEN'\Exchange Windows Permissions)
Exchangelegacylnterop (DOCUEM\Exchangelegacylnterop)

Explicit Permiss
4 DOCUENIC
%% DOCUENIC
‘é= DOCUEN_accounting
& DOCUENA_controlling
P4 DOCUEN\_logistic
‘éﬁ DOCUEN'_management
‘éﬁ DOCUEN_management

Click the -] button in the Search text box to open the Advanced Search dialog.

The names of the users and groups, who should be added, can be entered into the
Search text box in the User Selection. All users and groups, who were selected in
the Advanced Search dialog, are displayed in the Selected User/Groups field. Click
the X button if you want to remove the according entry.

Click the Advanced button to refine the search for active directory users and groups
further. Enter the name of the wanted entries in the Identities text box. It is
possible to just enter a part of the name in this text box and all users and groups
who contain this string are listed and can be selected. With the wildcard "%"
intermediate parts can be omitted. Select the wanted entries with the according
checkbox and click the Apply button to add the users and groups.
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el e m.4
Identities bl
‘& Show Filter © search Selectall [ | Deselectall
Display Name User Name
Abigail Knight DOCUEN Abigail Knight
Backup Operators Backup Cperators
beamer(1 DOCUEN beamer(1
boston DOCUEN boston
Cert Publishers DOCUEN\Cert Publishers
DiscoverySearchMailbox {D913B4054 . DOCUEN DiscoverySearchMailbox {DS19BA05-46A6-415-8040-TED9334BRE52}
Distributed COM Users BUILTIN\Distributed COM Users
Elliot Roberts DOCUEN Ellict Roberts
Exchange Trusted Subsystem DOCUEN\Exchange Trusted Subsystem
FederatedEmail 4c1f4d8b-8179-4148- . DOCUEN\FederatedEmail 4c1f4dBb-8179-4148-92bf-00a95fa1e042
Harrison Barber DOCUENHarrison Barber
Incoming Forest Trust Builders BUILTIM'ncoming Forest Trust Builders
krbtgt DOCUEN krbtgt
Leon V. Bryant DOCUEN Leon V. Bryant
Pre-Windows 2000 Compatible Access | BUILTINPre-Windows 2000 Compatible Access
Public Folder Management DOCUEN Public Folder Management
SystemMailbox{1f05a927-24b4-463e-9.. DOCUEN\SystemMailbox{1f05a927-24b4-463e-30d0-ec07aeef603f}
SystemMailbox{eldc1c29-89¢3-4034b.. DOCUEN\SystemMailbox{elde1c29-85¢3-4034-b678-e6c209d823edS
Tom Brown DOCUEN\Tom Brown
Apply Back

Click the Show Filter button to open the filter. The filter provides the ability to
select users and groups through the definition of one or more conditions.

Click the button " to add another row. Click the button X to delete the current
row.

= Field

The column Field lists all ADS properties for users and groups. Depending on the
selected property different operators and suggestions are offered. For User Account
Control the different options like Account activated are provided. If the property is
a string the first twenty entries are displayed. Subsequently the suggestion list can
be filtered by tipping the first letters of the wanted entry. For properties which are
a period of time a date has to be given in MM/DD/YYYY or MM.DD.YYYY format. To
find users and groups who for example don't have an expiry date, enter as value the
word "never" instead of a date.

= Operator
The column Operator provides several operators.

® Contains: The specified value must be contained in the properties of the user or
the group.

¢ Not Contains: The specified value must not be contained in the properties of
the user or the group.

e Starts with: The value of the user or group must begin with the specified value.
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® Ends with: The value of the user or group must end with the specified value.
¢ =: The value of the user or group has to match the specified value exactly.
e <>: The value of the user or group must not match to the specified value.

e <=>=<>: The value of the user or group has to be less than or equal (<=),
greater than or equal (> =), less than (<) or greater than (>) the specified value.

= And/Or

Once several conditions are specified, select in the And/Or column whether the
conditions should be linked with And or Or. If the terms are linked with And, then
all conditions have to apply to the user or the group. If the conditions are linked
with Or, only one of the terms has to match the user or the group.

= Grouping
Use grouping to nest the conditions as needed. For example two terms can be
linked with Or and then be extended with And to include another condition. Click

the checkbox to select the conditions, afterward click the |_E| button to group the
selected entries to one condition. Only conditions listed one below the other can be

grouped. The button H= marks the start of the group. Click the 1= button to
revoke the grouping. It is possible to organize the grouping in several levels. Select

more than one group and click on the |_E| button to group them into one
condition.

Click the Search button to list the users and groups who match the specified filter.

If a term is entered in the Identities text box, then the users and groups are filtered
by this search term and the specified conditions.

Click the Save Filter to save the specified conditions in an XML file. When the
Advanced Search is opened the next time, click the Load Filter button to recover
the conditions from the XML file so they don't have to be defined again.

Select the wanted entries with the according checkbox and click the Apply button
to add the users and groups.
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L = & m S
|dentities
H-_,E;' Disable Filter o Search Il Save Filter [ Load Filter Selectall [] Deselectall
=| And/Or Field Operator Value

+ x User Account Control T | = *  Account Activated -
+ X And +  Depatment +  Contains -  Docusnap -
+ X Or + | Depatment + | Contains -  KFI -
4 X And ~ | Last Logon A - 01/01/2013
& X And - | Account Expires v = - never

Display Name User Name -

Abigail Knight DOCUEN Abigail Knight

Access-Denied Assistance Users DOCUEN \Aceess-Denied Assistance Users

Account Operators Account Operators

Administrator DOCUEN Administrator

Administrators Administrators

Alex Stevenson DOCUEN Alex Stevenson

Allowed RODC Password Replication..  DOCUENWlowed RODC Password Replication Group

Backup Operators Backup Operators

beamer( DOCUEN beamer(1

bostenl DOCUEN bostent

Cert Publishers DOCUEN\Cert Publishers

Certificate Service DCOM Access BUILTIN'Certificate Service DCOM Access

Charlotte L. Sanders DOCUEN\Charlotte L. Sanders

T rentancanhio Dnocstom LI TIMY s entancanhbio Dlnocotors -
@ The request returns more than 100 results. Please refine your search further. Apply Back

Afterwards all added users and groups are listed in the Selected User/Groups field.
Click the Apply button to add the users and groups below the Effective Permissions
heading and display their associated permissions to the selected directory.

When a different node is selected, the users and groups will not be deleted. The
effective permissions will be recalculated for the selected node and the selected
users or groups. The users and groups are only deleted if you select a node from a
different company since the selected users and groups are not part of this
company. Click the Permission Origin button to display the analysis of the
permissions for the selected user or group. To display the group memberships of
the selected user or group click the User/Group Structure button.

To delete an entry check the checkbox of an user or a group and click the Remove
button.
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5.4.2

PermissionAnalysis | Permission Structure | Structure

Type: Basic Permis
User | Group
Search &% | Admiristrators {Administrators)
8 Add .'.: Resolve Group 70 Resolve Group Recursively
a2
S| B
5|z
£|38
g 2|z
o =
AR IR
X Remove Selec‘tall DDeseIectaII .t Permission Origin g"‘Usen'GroupStruc‘ture = 2 E g i" 5
4 Effective Permissions
s DOCUENbigail Knight v v
7| &% Administrators [ RV AR v

:,ﬂ DOCUENWlowed RODC Password Replication Group

s DOCUEN beamerD1 (d)

= DOCUEN boston1 (d)

&% DOCUEN Enterprise Admins v

@" Explicit Permizsions

% DOCUENCharlotte L. Sanders
% DOCUENCharlctte L. Sanders v
% DOCUEN'A_sccounting
% DOCUEN_controlling
i DOCUEN_logistic
%: DOCUEN'd_management
4 DOCUEN\d_management v
i DOCUEN\d_shipping
% DOCUENd_warehouse

ASANAY
ANANAN

<
AY
<

ASANANAS
ASANAYAS
ASANANAN

AN
LAY
AN

Filters

The Data Explorer displays all directories of a scanned system. To display the filter
below the permissions list, click the Enable button in the Filter group of the ribbon.
Once you have defined the desired filter criteria (Write, Read, etc.), only those
directories will be displayed in the Data Explorer that match the filter set for the
selected user or group.

Analysis Diagram

The Permission Analysis tab displays the effective permissions for the selected user
or group. Effective permissions consist of various permissions, such as NTFS and
share permissions, explicit permissions and inherited permissions. In the diagram,
you can see how a user or group obtained a certain permission.

Click the Permission Origin button to open an additional tab where the origin of the
permission of the selected user or group is displayed. This button is available on
the ribbon and on the Permission Analysis tab.
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@& | Docusnap62 - & X
FERMISSIONS | SCHEDULING
..ﬁ ..i-ﬁ 4 Permission Origin 2] Enable M Blocked Inheritance | == Current View 1 Configuration
Mgl L]
- - 22\ Iser/Group Structure: ExplicitPermissions | i User Report I NTFSFikter
NTFS Online -
Analysis | Analyss Special Permissions | | Directory Report 9 User/Group Filter
Inventory Anlysis Filter View NTFS Reports Other
X Fl o - Data (1) | Permission&nalysis | PermissionStructure | Analysis
- Docusnap Ltd General
- 89 bulk docusnapintern [ Visio Export | [ PNG Export LEELLLD
£+ B3 docusnap intem
- 3 docusnap imemal 8vee Share
C+ | File System
& il Servers
= | sLsaooot Permissions e
1} ADMINS Select All
K- cs Full Access 2
b LEs Medify e
L forms | Read and Execute T l
- 4 general 7] List Folder Content
B it 7| Read = S}
G+ 4 logistic o vt s Y
il Viite: e e
E} ) management
£ personel department
E} ) procurement
3+ ) Shares
E} - shipping I
Bl ) warehouse b
£+ [ SharePoint :
& f Exchange ‘
£ @ intern local
3 @ rd docusnap.intern
[CexpiicitPermissions
[CJefrective Permissions
[Wleiccked Inheritance
(oI}

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (D) started | 2 Database Connections =

The Analysis tab shows which groups the selected user belongs to or which users
are members of the selected group. Click the User/Group Structure button to open
the Analysis tab for the selected group or user.
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5.4.3

& | Decusnap62 - & X

FERMISSIONS
-]
L]
Mgl
Online
Analysis

SCHEDULING
1 Configuration

I NTFSFitter

9 User/Group Filter

'S % Permission Origin 121 Enable W Blocked Inheritance | ¥® CurrentView 3 Report Jobs (csv)
[
NTFS

Analysis

Explicit Permissios | i User Report
Directory Report

2% User/Group Structure
Special Permissions

Analysis Filter View NTFS Reports Sharepoint Reports | Exchange Reports Other

Plo-

Inventory
s | Analysis
General
[ Visio Export | [# PNG Export

Huwee

- Docusnap Ltd
(7 39 bulk docusnapintsm
- @ docusnapintern
- 3 docusnap imemal
O )| File System
& il Servers
c+ 1 sLsQooot
b ) ADMINS
oJcs
L ES
o4 forms

=

- general

St
< logistic

— =

(=)

—— i
] [B===

== ) = | =) E==a)

. personel department

. procurement
| Shares
' shipping

) werchouse — |
& SLDCooot
- [ SharePoint

B L. Exchange

3 @ rd docusnap.intern

i O .0 0 O W 0

3 =

(oI}

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

Determining the Effective Permissions

In the Permission Analysis module several different reports can be generated. One
report shows the effective permissions for specific users to one or more directories.
All users who have a permission to a specific directory will be shown in the second
report. The third report, Current View, includes the permissions that are currently
displayed on the Permission Analysis tab.

In addition, it is possible to create a report for Exchange which lists the permissions
of selected users or groups to the mailboxes, mailbox folders, or public folders. The
Exchange Overview report lists all users who have permissions to the mailboxes,
mailbox folders, and public folders.

Click the button User Report, Directory Report or Overview Report to open the
wizard to generate the reports.

To create the user reports at least one user or group has to be selected in the User
Selection before opening the wizard.
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== Current View E Report Jobs (csv)
ﬁ lser Report
Directory Repart

MTF5S Reports Sharepoint Reports Exchange Reports
The selected node will be used as the starting point.

A hierarchical tree structure displays the entries for the file system, the SharePoint
environment, and the Exchange servers. You can specify the number of sub-levels
to be included in the report by setting the Levels field to the desired value. To
include all levels, tick the Show All Levels checkbox.

If you enable the Show Only Changes checkbox, only those entries will be displayed
where the effective permissions of the selected users or groups have changed. If
this checkbox is not enabled, all directories, SharePoint entries, Exchange
mailboxes, etc. and the corresponding user and group permissions to these items
will be shown.

By enabling the Show Only Changes option, you can significantly
reduce the resulting number of report pages and thereby improve
= the readability of the report

If the Special Permissions checkbox is enabled, the Special Permissions will be
shown. Otherwise, the report will only show the Basic Permissions.

For directory reports additional settings can be determined.

If you check the Include Default Groups (e.g. Everyone) option, the users of default
groups will also be included. Since domain administrators have full access to all
directories in most cases, you can exclude them from the reports by enabling the
Exclude Domain Administrators checkbox. If the Show Only Groups checkbox has
been enabled, only the permissions for groups, and not those for individual users,
will be included. Usually, the report will show three blocks of permissions (effective,
share and NTFS). Using the respective checkboxes you can hide or unhide
information.

For the user, directory and overview reports three different output formats are
provided.

= Horizontal report:
The horizontal report lists directories, users/groups and permissions one
underneath the other.

= Vertical report:
The vertical report displays the directories, users/groups and permissions in a
matrix.

= Excel:
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When in the wizard the output format Excel is selected, the data is exported
directly into an excel file. The file is saved in the documentation path below the
respective domain.

(\Documentation Path\Company\Domain\Starting
Point\Reports\PermissionsDirectory) or
(\Documentation Path\Company\Domain\Starting

Point\Reports\EffectivePermission)

With the User/Group Filter users or groups can be excluded from the directory
report. This can be useful, for example, so users and groups, that are not of
interest, or who have access to all directories, are not listed in the reports. In the
List combo box defined lists of users and groups can be added. These are compiled
in User/Group Filter dialog. Click the Add button to add the users and groups of the
selected list. Via the Search text box, users and groups can be added individually.
Once the first letter is entered, the matching entries are suggested. Users and

groups can be added via click on the Add button. Click the L=/ button in the Search
text box to open the Advanced Search dialog. The selection of users and groups in
the advanced search works the same way as when you add the user for the analysis
of the effective permissions. For groups you can select via the Resolve Recursively
checkbox, if only direct users of this group should not be considered or if the users
of the subordinate groups will also not be listed in the reports. Click the Remove
button to delete a currently selected entry.

el Generate Report 0 x

Directory Permissions Report Options:

Levels
Cs

Levels: 1= Show all Levels

Settings

| Include Default Groups (e.g. Everyone) Exclude Domain Administrators
| Show Only Changes Show Only Groups
| Show Effective Permissions Special Permissions

#| Show NTFS Permissions | Show Share Permissions

Output Format
Format:  |Horizontal Report

User/Group Filter
List: Management - Add
Search:

Name Resolve Recursively & Remave
1, DOCUENbigsil Knight
. DOCUENWex Stevenson
aJ- DOCUENCharlotte L. Sanders
%, DOCUENEllict Roberts
:r"?_, DOCUEN'_management < -

Create Schedule Cancel

The report may be exported to various file formats. Click the Export button on the

© 2015 itelio GmbH Changing Date:3/23/2015 @



Permission Analysis Page 204

Reporting ribbon and select the desired format. Clicking the desired format opens a
dialog where you can select the pages to be exported. Click the + sign to expand the
Settings group. Then, you can select format-specific settings. If the file should
automatically be opened after the save, enable the Open After Export checkbox.

Scheduling

With Docusnap, you can schedule the creation of reports and have them generated
automatically at a later point in time.

Click the Schedule button to open the next step. In case you do not want to create
the report using the predefined directory (documentation path), specify an
alternative path. By default, the documentation path defined for the Docusnap
Server will be used. If you specify an alternative documentation path, that path will
be used. In addition the language can be chosen.

iwwl Generate Report O x

Directory Permissions Select Company

ﬁ Company Selection

Documentation Path

| Alternative Documentation Path

C:A\Docusnap'\Documentation

Options

Language:. | English hd Just HTML Decumentation

0 A company is selected Back MNext Cancel

In the next step, you can select the desired report format. The following formats are
available: docx, xIsx, html, odt and pdf.

Additionally, you can specify here whether to include a cover page, a header and a
footer in your report. If you do not make any changes, the settings from the Layout
(Cl) dialog will be used.

If you tick the E-Mail Distribution checkbox, the report will be sent to the e-mail
address(es) specified below. Even if E-Mail Distribution is enabled, the reports will
always be saved to the specified documentation path.
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Directory Permissions Distribution Options:

ﬁ Company Selection

_E . Settings
+|Header +| Footer +| Show Cover
Create DOCX,
Distribution Create HTML
| Create FOF
21 EMait Distribusti
E-Mail Distribution Create XLSX
Recipient docusnap @docusnap.com Create ODT
Subject: Directory Report
Message:

In the last step, you can define scheduling details. This step determines when and
how often the report will be created. Click the Finish button to save the task.

Scheduling will only work if the Docusnap Server service has been
set up.

W —

Directory Permissions Schedule Report

ﬁ Company Selection
General Settings

B Report
Scheduling Mame: Directory Permission Report Every Week on Monday, Tuesday, Wednesday, Thursday, Friday, Saturday,
Sunday at 11:30:00. Schedule will be used on 10.07.2014.
Schedule Type: | Recurring -
Frequency
Interval: Weekly - +| Monday +|\Wednesday #| Friday | Saturday
Recurring every: U= week(s) on: | Tuesday | Thursday +| Sunday

Frequency per day

® One-time at: 11:30:00 5
Every: 1 Start End:
Duration
Start Date: 7/10/2014 v = ® ! No End Date: End Date:

Back FEinish Cancel
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Report Jobs

Additionally it is possible to schedule the Directory Report for several shares
simultaneously and send it to a defined e-mail address. Thereby a CSV file is
imported where the desired shares are listed. Click the Report Jobs (csv) button to
open the wizard. Select the company in which the shares are located. In addition,
an alternative documentation path and the language can be selected.

@ | Report Scheduling A x
ﬁ Company Selection Select Company

Docusnap Ltd
Documentation Path

Alternative Documentation Path

C:\Docusnap\Docu

Options

Language: |English - Just HTML Documentation

0 A company is selected Next Cancel

In the next step, the CSV file is imported. In the CSV file the values for Domain,
Host, Share and E-Mail must be listed in that order separated by ";". For each entry
is checked whether the share was inventoried for the specified host in the specified
domain. The report can only be scheduled, if the directories and permissions for the
specified share are available. When executing the job the report will be sent to the
specified email address. If no email address is specified, the report will only be
saved in the specified documentation path. Check the respective checkbox to select
the shares for which a task should be created.
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8 | Report Scheduling 0 x

ﬁ Company Selection C SV Import

28 CSV Import
File: |C:\Docusnap'JobShares.csv

Domain Share E-Mail
Es abigail knight@docusnap.com
general alex stevenson@docusnap.com

Ccs katie swift@docusnap.com

docusnap.internal
docusnap.internal
docusnap.internal
docusnap.internal
docusnap.internal

o] [ [ [ [

Ccs georg. peterson@docusnap.com
docusnap max.gordon@docusnap.com

Back

Click the Next button to switch to the Directory Permissions step. In this step, the
options for generating the report are selected which have already been described in
this chapter. After the format of the report and the subject for the email are
defined in the Reporting step, you can define in the step Scheduling when the jobs
should be executed. Click the Finish button to create a job for every selected share,
which will be executed at the scheduled time.

User/Group Filter

The directory report lists all users or groups, which have a permission to a specific
directory. In the User/Group Filter users and groups can be defined that are to be
excluded from the report. After that, the defined lists are displayed in the wizard
and can be selected.

Click the User/Group Filter button in the Permissions ribbon to open the User/
Group Filter dialog. Via the New button a new list is created. For every list a title
and a designation in English and in German. Select in the Company list field, the
company for which the list of users and groups should be defined. Enter the name
of the wanted user or the wanted group in the Search text box. Once the first letter
is entered, the matching entries are suggested. Users and groups can be added via
click on the Add button.

Click the L/ button in the Search text box to open the Advanced Search dialog. The
selection of users and groups in the advanced search works the same way as when
you add the user for the analysis of the effective permissions.
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For groups you can select via the Resolve Recursively checkbox, if only direct users

of this group should not be considered or if the users of the subordinate groups will
also not be listed in the reports.

Click the * button to delete the respective entry.
Click the save button to save the new list or the changes.
-';-Ei- User/Group Filter B

Mame Company

4= Management
4= Administrators

¥= |T Department

Docusnap Ltd
Docusnap Ltd
Docusnap Lid

Title: Management
German Text: | Geschaftsfihnng
Englizh Text: | Management

Company: Docusnap Lid

Search: Abigail Knight {DOCUEN Abigail Knight)| Add
Abigail Knight (DOCUEN\Abigail Knight)

Mame

?_;. DOCUENAlex Stevenson

?_;. DOCUEN\Charlotte L. Sanders
5 DOCUEN Ellict Reberts

EE‘ DOCUENW_management

rsively

MM MM

New Delete Save Close

The users and groups that should be excluded, can also be defined in the Directory
Permissions wizard. If the same users and groups are excluded regularly from the

report, the user/group filter offers the advantage that the list must be only defined
once.
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5.5 Configuration

Settings for the execution of the inventory of permissions can specified in the
Configuration - Permission Analysis dialog. Click the Configuration button in the
Permissions ribbon or the Permission Analysis button in the Docusnap Menu to
open the dialog.

General

When performing the inventory scan of NTFS permissions, the system will read the
permissions of all folders on the selected systems. The Limit Folder Levels option
allows you to specify the number of folder levels to be scanned. This can be helpful
if, starting with a certain level, the permissions are always inherited.

Through the check box Warning on Missing Permissions you can determine
whether warnings should be displayed for the NTFS inventory.
GEMERAL
Inventory Settings for Permission Analysis
Limit Folder Levels:

‘wiarning on Missing Permissions

Cancel
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6

License Management

The integrated License Management module in Docusnap enables you to design the
process for legal and efficient use of proprietary software and for organizing the
licenses purchased in your company. Comprehensive features which are suitable to
map nearly all use cases relevant to licensing are available, all evaluations being
performed at the company level. Some selected examples for such evaluation
options will be given in a separate section.

The dataset on which License Management is based consists of the software found
during the most recent Network Scan of the systems inventoried in the network. All
software installations found will be considered, regardless of the device type or the
installed operating system, provided that they have been enabled in the License
Management options. In addition, all installations found through the Software
Search process, as well as manually entered software products will be included in
the License Management evaluations.

For most License Management analyses, so-called keywords are used. These
keywords help you to determine the Software Products found on the inventoried
systems without having to enter all variants of a software package explicitly. This
means that, e.g., different versions of the same software product can be easily
covered just by specifying appropriate keywords. An in-depth explanation of the
use of keywords and the possibilities they offer will be given in the description of
the License Management wizard.

The basic structure used to visualize License Management data consists of the
following items:
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= | Docusnap AG
5. Microsoft
-l Microsoft Office Enterprise 2007 = Company: As in the Data Explorer,
< Microsoft Office Professional Plus 2010 the company represents the base
= ) Keywords node of the entire structure under
- #4 Including Keywords which all data will be located.
#4 Microsoft Office Professional Plus 2010
4. J2 Excluding Keywords = Category: All software products
- J2 %Project® recorded in the License
L 2\ ision Management module must belong
= :} Licenses to a category. This categorization is
++- B Office Professiondl used to define the underlying
= & Office Professional Plus 2010 behavior of the License

o I VIMISD113
e M WMVISD254
- e MS0333

Management module. For

example, the types of evaluations

e MS0228 t.o be_ performed or the types of

il Found Software licensing to be used for the

5. [9) Microsoft Office Professional Plus 2010 corresponding software product
Wy \MS0288 will be defined at this level.

ET " Expected Installations
+ U= Actual Installations

+ = \Wanted Installations
+ % Unwanted Installations

» Group: The software groups in the
License Management module of
Docusnap serve the same purpose

- B Missing Installations as the folders in the file system on
+ 4 Update Path the hard disk. Assigning software
_D Reports products to groups makes it
D License Product Details possible to organize the wealth of
- [o ) License Product Mapping data in the License Management

D License Product Overview
- D Reports

module in a reasonable and
_ transparent way. Thus, software
+ g Undesired Products
s 3 Software List products can be grouped, for
J;___Dﬂeports example according to their
classification (operating systems,
application programs, etc.). What
is more, various evaluations are
provided in the form of reports at
the group level. This allows you to
analyze a  particular  group
independently from the products
in the remaining groups.

= Product: The so-called "software products” form the core component of the
License Management module. Each "software product" in the Docusnap License

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page213 License Management

Management sense is a software product, installed in one of the inventoried
systems, that needs to be organized.

= Licenses: To each software product, you can assign multiple licenses. These
licenses in Docusnap correspond to the real-life software licenses actually
purchased and the software contracts signed. From the registered licenses, the
License Management module knows how many installations of the software may
be found during the inventory process before under-licensing occurs. Depending
on the licensing type, the assigned devices or users a license has been issued for
are located below each license.

= Keywords: As mentioned above, keywords are used when determining and
evaluating the corresponding installations on the inventoried systems. The
flexibility of definition allows you to specify generic keywords. This ensures that
no complex searches are necessary to find the entire software inventory.

= Update Paths: Registered software products are not considered exclusively as
standalone items by the License Management module, but may also be
associated with other software products. This is especially useful if you want to
show particular update structures of various versions of the same software.

In addition to the elements mentioned above, the License Management tree view
contains several nodes for performing various analyses which will be discussed in a
separate section. The Undesired Products node represents a special issue regarding
software that should not be found on the target systems. The License Management
module provides many comprehensive evaluations in the form of reports.

6.1 General

The License Management ribbon, whose features will be briefly explained in this
section, appears when you select the Licenses button from the Navigation pane.

Wizard

Click the New button to start the License Management wizard which helps you
create entries for new software products,and define the necessary settings
associated with them.

The data of an already created license can be edited through the wizard. By clicking
on the Edit button the license management wizard is opened with the data of the
selected software product and can then be edited.

Bl ¢

Mew Edit

Licenses
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General

You can use the Exclude Systems button to specify that particular, previously
inventoried systems are not to be included in license management. This means that
software found on these systems will no longer be considered by any of the license
management evaluations. This is useful if, for example, test environments exist in
the company which do not require coverage by license management. If software
installed on certain systems is not to be considered, you can exclude these systems
from license management. It is also possible to exclude the systems from the
License Management module in the Data Explorer.

Since a large amount of data must be processed for the evaluation of licensing
issues, the respective queries are cached to reduce latency to a minimum. This
caching is a fully automatic process performed in the background and indicated by
a corresponding message on the Docusnap status bar. If you suspect that the
dataset is out-of-date while Docusnap performs an evaluation in the License
Management module, a cache refresh can be triggered manually by clicking the
Refresh Cache button on the ribbon. Please note that this explicit update is not
necessary during normal operation, but only in exceptional situations.

Ll Exclude Systems
EL Fefresh Cache

General
Definition

You can export all static entries about the registered software products to an
external file or import such entries from a corresponding, previously exported file,
so that these settings do not need to be re-entered from scratch, for example,
when switching between databases. For these processes, the Export and Import
buttons are available from the ribbon.

o Export

% Import

Definition

Other

The setting of which software products are suggested in the license management,
can be determined in the Configuration - License Management dialog.
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6.2

q:]-ﬂ Configuration

Other
Edit

In general, you can create and edit software products in two ways, i.e. using the
License Management wizard and by manually entering/editing data on the Editor
tab that displays in the right pane when you select corresponding items in the
license tree view. As a general rule, the use of the License Management wizard is
easier and safer. Make sure to restrict manual edits to minor changes. As with
other Docusnap modules, it is possible to edit entries made manually.

*1New - Il Save X Delete| P 4

License Management Wizard

The easiest way to create new software products or to edit existing entries in the
License Management module is by using the License Management wizard. To open
the wizard for creating a new license, click the New button on the the Licenses
ribbon. If a software product or a node at a level below it is selected in the tree
view, you can click the Edit button to open that software product for editing in the
License Management wizard

Depending on the selected options, the License Management Wizard features a
varying number of steps which basically include the following:

= Company Selection

= Category Selection

= Group Selection

= Software Product

= Product Info

= Notes about the Software Product

= License Types (Expected)

= System Assignment

= User Assignment

= |nventory (Actual)

= Summary

For detailed explanations of each step from the License Management wizard, refer
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6.2.1

6.2.2

6.2.3

to the corresponding sections. There, you will also find exemplary use cases and
information on best-practices.

Company Selection

The first step of the License Management wizard allows you to select the company
for which you want to create a software product. Since all evaluations in the License
Management module are performed at the company level, the selection made here
determines which data will be available in the wizard.

L o x
ﬁ Company Please select a company:

Docusnap Ltd

Category

In the second License Management wizard step, you select a specific category for
your software product. This assignment defines the basic settings, such as the type
of licensing, for the product. The category you select here determines whether it
will be possible to use keywords and define system assignments or user
assignments in later wizard steps. Use the Docusnap Management to add software
categories or edit existing ones. The word "Manual" in the name of a predefined
category indicates that keywords will not be used here, but you will have to enter
the used licenses manually. For most cases, it is best to select a category that
allows system assignment.

o O x

ﬁ Company Assignment of the license product to a category:

I Category
Select Category

Device license

Details for Selected Category
Assignment:  |Hosts

Search:

Group

Each software product must be assigned to a specific group. The software groups
ultimately help with the ability to present and evaluate the whole catalog of
inventory clearly and enable detached consideration of products in separate
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6.2.4

groups. Either an existing group may be selected, or a new group created, during
this third step. The fact that a new group will only be saved after the successful
completion of the License Wizard should be kept in mind. In the event that the
License Wizard is terminated, a newly created group will also be lost. Aside from
this, several groups can be created at the same time during this wizard step,
however a software product may only be assigned to one specific software group.
Each group name must be unique for each company, in order to avoid confusion.

g License Management 0 =
ﬁ Company Group selection for software product
] Category
Select Group
Iﬂl Group
Microsoft
Details for Selected Group
Group Name: | Microsaft
Description: B 7 U s|A - Al 10 = === B
Mew Save
0 Avwalid group is selected. Back Hext Cancel
Product

In the fourth step, you can define the software products, which are at the core of
the Docusnap License Management, by specifying their most important attributes.
For identification, the product name, the publisher and the version are used,
similarly to the information Docusnap collects when automatically inventorying the
software on the scanned computers. You must enter the product name here.
Details about the publisher and the version are optional, but specifying them is
highly recommended as they help to generate meaningful evaluations. However,
the values entered here are only used for display in the program and in the
evaluations. They do not affect the analysis procedures in any way.

In addition to the general data about the software product, you can specify here
whether it is an undesired software product or whether the software is hosted on a
terminal server. Undesired software products are displayed under a separate node
in the License tree structure, allowing a quick overview. They may later be
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evaluated separately. This topic will be discussed further in a separate section.

Optionally, you can also select upgrade and downgrade versions of the current
software product. Thereby it is possible to map the corresponding update
hierarchies in the company. For example, you could specify for the current software
product MS Office 2010 that it is an upgrade from MS Office 2007 and a
downgrade from MS Office 2013. If multiple downgrade versions of a particular
software product exist, you can easily select the ones relevant to your company
from the combo box. A product will only be used if you enable its checkbox in the
respective line. Simply highlighting the item in the combo box is not sufficient. A
product that has already been selected as upgrade version cannot be selected as a
downgrade version, and vice versa. Of course, only products already existing in the
database are available for selection. If necessary, you will have to change these
details again, for example, if an upgrade version has not been registered in
Docusnap yet and will be added later.

If a software product selected as an upgrade or downgrade, the current product is
not automatically added as a downgrade or upgrade, but must be added manually
for the respective product.

Upgrade: 7] /d Microsoft Office Professional Plus 2( *
Product Name Publizsher Wersion
Adobe Reader X (10.1.4) - Deutsch Adobe Systems Incorporat.. | 10.1.4
Ldobe Reader X1 (11.0.07) - Deutsch Adobe Systems Incorporat 0.07
o+ ,..;' Microsoft Office Professional Plus 2010 Microsoft Corporation 14.%
Microsoft Office Professional Plus 2013 | Microsoft Corporation B.0.%
Microsoft SQL Server 2005 Microsoft Corporation
Microsoft SGQL Server 2008 R2 Microsoft Corporation
Microsoft SQAL Server 2012 Microsoft Corporation
Microsoft Windows 7 Enterprise Microsoft Corporation 6.1.7601

A list of all of the installed software products found on the inventoried systems is
displayed in the lower part of this wizard page. This list only helps you to specify a
meaningful name for the software product and has no influence whatsoever on the
way the License Management module works.
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@ | License Management

ﬁ Company
il Category
'] Group

8 Product

Enter basic information about the selected software product

Basic Information about the Software Product
Product Name: | Microsoft Office Professional Plus 2013
Publisher. Microsoft Corporation

Klassifizierung Undesired Product

Downgrade:

Current Software List to Support Product Name Selection

Name
| Microscft Office Enterprise 2007
| Microscft Office Enterprise 2007
| Microscft Office File Validation Add-In
| Microsoft Office Professional Plus 2010
| Microsoft Office Professional Plus 2010
Microsoft Office Professional Plus 2013
Microscft Office SharePoint Server 2007
Microscft Office Visio Professional 2007
Microsoft Office Visio Professional 2007

Microsoft Office-Erinnerungen

Microscft Office-Erinnerungen
Wi ft Office-Setup-Aasistent

Micresoft Outlook

e

0 A product name is defined but not reviewed yet.

Version:

Lovailability:

Upgrade:

Publisher

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Micrasoft Corporation
Micrasoft Corporation
Microsoft Corporation
Microsoft Corporation

1504420007

Hested by Terminal Server

- Filter
Y Enable Filter

Back Next Cancel

6.2.5 Product Info

The fifth step of the License Management wizard allows you to enter additional
information about the current software product. These entries will be used to
display selected evaluations in reports. Thus, for example, the persons or groups
responsible for the software as well as the operation area and the language setting

for the software can be entered here.

All entries on this wizard page are optional. If this information is not required, you
can leave the fields empty. The data on this page is used for display only and does

not affect the way Docusnap determines the license balance.
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L ense eme 0 x
ﬁ Company Enter information critical for using the selected software product
il Category
Operating Subgroup
'] Group
B Product Technical: | Thomas Shaw Legal: Justus McDowell
2, Product Info
Owner of the Software
Technical:  |Marketing Department Legal: Compary
User of the Software
Technical: |Sandra Smith Legal: Sandra Smith
Additional Operating Site Information
City: London Country: United Kingdom -
Operation Area: Language: English U.KC -
0 Walid inputis defined. Back Next Cancel

6.2.6 Notes

The sixth step allows you to specify additional information on the current software
product, i.e. details for which not dedicated entry or selection fields are available.
As with other descriptive fields, you can enter any desired text here.

This can be, for example, special licensing conditions, instructions for use or notes
about the licensing method used in the company. This is also the place where you
can enter cross-references to other products or information from the software
vendor.

- O x

ﬁ Company Enteradditional Information on the selected software product:
| Category

] Group B 7 U sc|A - il 10
m Product

a Preduct Info

ﬂ Motes

i
B

6.2.7 Keywords

If you selected a category for automated inventory determination in the second
step of the License Management wizard, you can define suitable keywords here to
search for corresponding installations on the inventoried systems without having
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to specify each single variant of a software. Even if you selected a particular
category, it is still possible to disable the use of keywords by unchecking the
corresponding checkbox at the top of the wizard page. This, however, considerably
limits the possibilities for automated evaluation. The almost unlimited combination
of keywords lets you adjust the keywords individually to each and every situation.

The keywords can be defined in the standard mode or the expert mode.

Standard Mode

Generally, you need to distinguish inclusive and exclusive keywords. Inclusive
keywords identify all installations that contain the specified keyword, whereas
exclusive keywords identify all installations without the specified keyword. Each
keyword, regardless of whether inclusive or exclusive, represents a trifold
combination consisting of product name, publisher and version. These three
components are additively combined for each keyword type, which means that
only if all three individual components match for an installation, the entire keyword
will return a positive result. You can combine any desired keywords to identify the
corresponding installations as precisely as possible, using both inclusive and
exclusive keywords to further narrow down a first interim result. Please note that,
when using multiple inclusive keywords, every installation that matches any one of
these keywords will be returned and, when using multiple exclusive keywords, all
installations will be excluded that match any one of those keywords. If you combine
inclusive keywords with exclusive keywords, the specified inclusive keywords will
only be applied to that set of installations which still remain after applying the
exclusive keywords to the entire set of data available.

If you uncheck the checkbox next to one of the three keyword components, that
component accepts any character string. This is indicated by a "%" in the respective
field.

As with other Docusnap items, you can edit existing keywords. To do so, select the
desired keyword, edit it and then click the Save button once editing is finished. To
remove a keyword, select it and click Delete. A list of all inventoried software
installations is displayed at the bottom of the wizard page to help you with
selection.
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& ense Manageme o x
ﬁ Company +| Define including and excluding Keywords ®) Standard Expert
il Category

Keywords

'] Group o
m Product Product Name Publisher Version
% Product Info - 4t Including Keywords

- %Microsoft Office?, Microsoft’s 15.%
£ Notes b gt Excluding Keywords
P Keywords > #2 LVisic¥ Microsoft: 15.%

- e %Project? Microsoft® 15.%

Details for selected Keyword

Keyword Type: Including Keyword ®) Excluding Keyword
| Product Name: 5. Project
| Fublisher: Microsoft % #|Version: 15%
Name Publisher Version - Filter
4 MET Reflector 7 Red Gate Software Ltd 720143 Y Enable Filter
A T-Zip920 o
4 7-Zips20 Igor Pavlow 520000
i aalibibs Kaii 14001851 §
D sbrt Fedora Project 1.1.0-14c13 B
B zbrt-addon-cepp Fedora Project 1.1.0-11c13
R ahrt-addon-kernelonns Fedara Proiect 110-14-13 v
4
Mew Delete Save
0 alid keywords are defined. Back Next Cancel

Expert Mode

When switching to the expert mode it is possible to define the keywords in even
greater detail. Especially because in the expert mode conditions can be grouped and
linked with And or Or.

Select in the column Field if the specified value has to match the product name, the
name of the publisher or the version of the software product. Click the button % to
add another row. Click the button * to delete the current row.

= Operator

In the column Operator you can choose between Contains, Contains not, =and <>.
It is possible to use wildcards to specify the keywords more precisely.

® Contains: The specified value must be contained in the Software Name,
Publisher or Version.

¢ Not Contains: The specified value must not be contained in the Software
Name, Publisher or Version.

¢ =: The value has to match the Software Name, Publisher or Version exactly.
e <>: The value must not match to the Software Name, Publisher or Version.
= And/Or

Once several keywords are specified, select in the And/Or column whether the
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conditions should be linked with And or Or. If the terms are linked with And, then
all conditions have to apply to the Software Name, Publisher or Version. If the
conditions are linked with Or, only one of the terms has to match the Software
Name, Publisher or Version.

= Grouping

Use grouping to nest the conditions as needed. For example two terms can be
linked with Or and then be extended with And to include another condition. Click

the checkbox to select the conditions, afterward click the L 4= putton to group the
selected entries to one condition. Only conditions listed one below the other can be

grouped. The button U= marks the start of the group. Click the 1= button to
revoke the grouping. It is possible to organize the grouping in several levels. Select

more than one group and click on the L4=] putton to group them into one
condition.

Product name and publisher and/or versions, which are listed directly under each
other and are linked with And will be regarded as one combination. These
components are additively combined, which means that only if all the individual
components match for an installation, the entire keyword will return a positive
result. The next specified product name is considered as a new combination.

= Example

In the expert mode you can define that additionally to the Office Product either
Windows 7 or Windows 8 has to be installed, to be taken into account in this
software product. Also no VMware tools are allowed to be installed, since they
indicate that a system is part of a virtual environment. This scenario can be defined
as follows.
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e ense eme [ 4
ompany Standard '@ Expert
Bc
Fil} Category
"] Group search Criteria
# Product Preview
2 ProductInfo = And/Or Field Operator Value
1 Notes = X Product Name - Contains - office
P Keywords + x U= Aand - Product Name +  Cortains v windows 7
7 License Types (Expected) = X Or ~  Product Name ~  Contains = windows 8
BT System Assignment = X And  +  Product Name * | Mot Cortains =  vmware tooks
] Inventory (Actual)
Summary Mame Operating System Flatform Processor Name Count Cores
W WCWS0024 Microsoft \Windows 7 Enterprise Genuinelntel  Intel(R) Xeon(R) C... 1 1
& WICWSD026 Microsoft \Windows 7 Enterprise Genuinelntel  Intel(R) Xeon(R) C.. 1 1
W WMWS0032 Microsoft \Windows 7 Enterprise Genuinelntel  Intel(R) Xeon(R) C... 1 1
B MAISD0ES Microsoft \Windows 7 Enterprise Genuinelntel  Intel(R) Xeon(R) C.. 1 1
o MSD123 Microsoft Windows 7 Enterprise Genuinelntel Intel{R) Xeon(R) C... 1 1
o WMAISDTOD Microsoft Windows 7 Enterprise Genuinelntel Intel(R) Xeon(R) C... 1 1
o WMWS0701 Microsoft Windows 7 Enterprise Genuinelntel Intel(R) Xeon(R) C... 1 1
e MISDT03 Microsoft \Windows 7 Enterprise Genuinelntel Intel (R} Xeon(R) C 1 1
B MIAIS0TO4 Microsoft Windows 7 Enterprise Genuinelntel Intel(R) Xeon(R) C.. 1 1
A MWSOTOS Micresoft \Windows 7 Enterprise Genuinelntel Intel(R) Xeon(R) C... 1 1
W WMWSOTOR Micresoft \Windows 7 Enterprise Genuinelntel Intel(R) Xeon(R) C... 1 1
o WMWSOTOT Micresoft \Windows 7 Enterprise Genuinelntel Intel(R) X=on(R) C... 1 1
o MWSOT09 Microsoft \wWindows 7 Enterprise Genuinelntel | Intel(R) Xeon(R) C... 1 1
e nSISE03 Microsoft \wWindows 7 Enterprise Genuinelntel | Intel(R) Xeon(R) C... 2 2
A SINSED5 Microsoft Windows 8.1 Enterprise Genuinelntel | Intel(R) Xeon(R) C... 1 1
Back HNext Cancel

= Preview

Click Preview button to apply the search words and display the installed software
the conditions match.

Use of Wildcards

In addition to entering exact keyword strings, you can use wildcards as placeholders
for other characters to make your keyword entries even more flexible. The table
below briefly shows the available wildcards, which characters they can replace and
how the wildcards are applied.

Wildcard Meaning and application Example
% or * Any sequence of zero or more characters. %Docusnap% -->
Application: % returns all entries

that contain the
word "Docusnap"
in any position.

_(underscore) Replaces any single character. _ocusnhap ->
Application: _ returns all entries

that end with

"ocusnap" and
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Wildcard Meaning and application Example

are preceded by

any single

character.
(1 Any one character contained in a given Do[ckJusnap -->
range of characters. returns all entries
Application: [a] or [abcdef] or [a-f] containing the

word "Docusnap"
or "Dokusnap".

& Any one character not contained in a given Dousna[”b] -->
range returns all entries
Application: [*a] or [*abcdef] or [*a-f] that begin with

"Docusna"” and

end with any
character except
llbll.

The wildcards presented in the table above may be embedded into keywords as
desired. Thus, for example, four sequential underscores, " ", followed by the string
"snap", ("__ snap") would return any character string that contains any four
characters preceding "snap". The combination "[d]_[*ab]%" means that the first
character of the name of the installation must be a "d", followed by any character
that is not an "a" or "b", followed by any combination of characters. Consequently,
"Docusnap", would be found by this keyword. Keywords are not case-sensitive.
Keywords are especially helpful when looking for all releases of a particular
software: the keyword "5.%", for example, would find all minor versions of a major
version 5. To achieve an optimum result, the keywords should be as exact as
possible and as generic as necessary. Thus, excessive usage of "%" may identify
many 'wrong' installations that subsequently have to be excluded by exclusive
keywords. In contrast, using keywords without any wildcards probably requires you
to define a very long list of keywords in order to cover all potential installations.
Please note that both the number of keywords and their complexity may affect the
duration of the evaluation, the number of keywords usually having a greater
influence, especially if you are scanning a very large network environment.

License Types (Expected)

You can assign multiple licenses to each software product registered in Docusnap.
These licenses represent the real-life software licenses actually purchased or the
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corresponding license agreements concluded. When performing an evaluation,
Docusnap uses the total number of registered licenses to determine the inventory
of licenses purchased for a particular product and to compare it with the number of
installations actually found. This results in the balance of the licenses which shows
an over- or under-licensing status which might exist. In this step, you can
completely disable the use of licenses for the current software product by
unchecking the checkbox at the top of the window. This means, of course, that
Docusnap will stop counting the expected licenses for this product.

Specify a unique name for each license registered for this software product in order
to be able to identify the entry later. Additionally, select the license type for the
current software product, enter the number of licenses purchased and their
expiration date. By selecting the corresponding options, you can specify that the
current software product is unlimited with respect to the number of licenses and/
or their validity period. At the bottom of the wizard window, you can specify
whether the license includes a maintenance contract and, if any, and enter its
expiration date. Licenses that have expired will no longer be taken into account in
the License Management evaluations, however, this is not true for systems
assigned to these licenses.

Using the Docusnap Management to edit or delete existing license types and
software maintenance types or add new ones. The license types and software
maintenance types are for information only and do not affect the behavior of
Docusnap when determining the corresponding license balance.

Licenses that have already been entered for the current software product will be
displayed in the table at the top of the wizard. The area at the bottom can be used
to edit or delete existing licenses or to add new licenses for the current software
product.
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o License Management O x

ﬁ Company +| Register licenses forcurrent software product
il Category
" Group

B Product Name License Type Bought Valid until | Maintenance Type Maintena...

Licenses

2, Product Info 5 Micresoft Office Professional Plus 2013 Wolume license 15 Unlimited Software Assuran... Unlimited
ﬁ Notes

P Keywords

1 License Types (Expected)

Details for selected License
Mame: Microsoft Cffice Professional Plus 2013 License Typs: Wolume license -

Bought Licenses ®) Limited to 15[% License valid ®) Unlimited Validity
Unlimited Walid until:
Maintenance: Software Assurance - Maintenance valid: ®) Unlimited Validity

Walid until:

New Delete

@ vslidlicenses are defined Back Mext Cancel

System Assignment

If, in the second step of the License Management wizard, you selected a category
which allows you to assign licenses to systems, this wizard page will display all
identified systems, grouped by domains and subdomains. Please note that the list
will only show systems where an operating system is installed that has been
selected in the Configuration - License Management dialog. All previously entered
licenses for the current software product as well as any systems that might have
been assigned already will be displayed in the list on the right side of the wizard
page. Within the context of a software product, systems are always assigned on the
license level. Thus, a specific system can only be assigned to a specific license.

To assign a system to a particular license, select the corresponding system in the
list on the left and the corresponding license in the list on the right. Click the Add
>> button to assign the system to the license. To undo an existing assignment,
simply select the desired system in the list on the right and then click the <<
Remove button. You do not have to select the domain the system belongs, since it
will automatically be placed in its correct position. In both cases (adding and
removing), you can select multiple systems at a time. To do so, simply hold down
the Ctrl key while clicking individual systems with the mouse, or hold down the
Shift key to select a contiguous group of systems. Please note that it is not possible
to select systems across domain or license boundaries. Theoretically, you can also
assign licenses to systems which could not be scanned by the inventory process.
However, these systems cannot be considered in an evaluation before you have not
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performed a new, successful inventory scan. If the systems could not be found
during the inventory process due to given circumstances, but might be successfully
scanned in the future, it might make sense to assign them anyway. All evaluations
in the License Management module update automatically to reflect the new data.

Depending on the use case and category you selected, assigning systems to licenses
might mean a different thing. In the classic application case, systems where the
respective license agreements was accepted are assigned to the individual licenses.
This implies that the relevant software product has been installed on these systems
and can be found there. The evaluation will consider the number of systems if a
category with system assignment, the number of processors if a category with
processor assignment, and the number of processor cores if a category with
processor assignment was chosen. For categories which do not involve automatic
determination of the inventory, system assignment may have a different
consequence from that described above: In this case, the assigned systems are
considered as the identified actual inventory. This procedure replaces the
automated determination of installations in cases where it is not possible, such as
in a Terminal Server environment.

Theoretically, you can disable systems assignments by clearing the checkbox at the
top of the wizard page. However, this approach is not recommended if you add a
software product to a category which involves automated inventory determination,
since this would considerably limit the available evaluation options.

@ | License Management mox
ﬁ Company +| Assign systems fo licenses
] Category
' Group
B Product Filter expression for unassigned systems 31 X Add=> Filter expression for assigned systems. 21 X
& Productnfo U"ﬁs_“g'_"_wsa":ém’usi - Assigned Systems
£ Notes - SMSQO004 i 9 Microsoft Office Professional Plus 2013
P Keywords SMSQO005 , . |Ef:.|_r:,
B License Types (Expecied) S0DCO001 i {found)
Syt Xy F
A \WM/SD254 (found) - e WM Y12 (Touna)
&) \WM\/S0333 - B9) \WMWS0199

- 1 {found)
&) \WMWwS0702

A
A
A
A
LY
7]
Ly

WMWS0772 (found)
nIMAIS989
b 31 WSWSEDD -

@ There are valid zssignments. Back Mext Cancel

Import Computer List

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page 229

License Management

6.2.10

In Docusnap, you can use the DocusnapTSinfo application to create a log of all
systems which log on to a Terminal Server. Based on the information retrieved,
these systems can be assigned to the licenses. This requires, however, that the
systems have previously been inventoried by Docusnap.

To import the computer list, first select the path where the XML files are located.
Then, select the license. This finally enables the Import Computer List button. Click
the Import Computer List button to search the specified folder for the XML files. All
systems listed will be assigned to the selected license.

If necessary, you can assign more systems later or undo the assignment of
previously assigned systems.

' License Management 0 x

ﬁ Company +| Assign systems fo licenses
il Category
" Group

m Product Filter expression for unassigned systems 31 X Filter expression for assigned systems 21 X

WS TBLOT"Builds"TSInfo

2 Product Info Unassigned Systems Assigned Systems

B Notes 39 bulk docusnap.intern - & Terminal Server License
el Keywords -9; docusnap.intern , { "Rt (found)
= (found)
- i WMWS0113

i A MWS0123 (found)
- () WMWS0199

cifs

= MACBOOKAIR
= MACBOOKPRO
SESX05
SESX06
SESX09
SISAD
SISAD2
SMBCO001
SMDC0001
SMDC0002
SMDC0002
SMDC0004
SMEX0003
SMFS0002
SMII000T
SMII0002
SMPS0001

+ g SMSPODOT

«m >

& License Types (Expected)
ﬁ System Assignment

@ Thereare valid assignments Back Mext Cancel

User Assignment

If, in the second step of the License Management wizard, you selected a category
which allows you to manually assign licenses to users, this wizard page will display
all Active Directory users and Active Directory groups. You can assign either users
or groups. When assigning groups, you have the option to either assign the group
itself or all users who have been assigned as members of this group during the
most recent inventory scan. Once you have assigned the group, the number of
licenses required for this group will be calculated based on the current inventory.
For this reason, the number of required licenses may change with each new
inventory scan if other users have been assigned to the group in the meantime.

Assigning users to licenses is similar to assigning systems to licenses.
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System and user assignments are mutually exclusive, i.e. a license may only be
assigned either to a system or to a user, but never to both at the same time.
However, if a specific use case requires this combination, you can work around this
issue by creating two separate software products in Docusnap.

o) License Management O x
ﬁ Company J| Assign users to existing licenses
il Category
Iﬂl Group
i Product Filter expression for unassigned users. EHE.S | 20 X
Product Info
a Unassigned Users - Assigned Users

™ Notes - &%, Benutzer

- l- Bernd Garthuber

- l- Bernd Meise

- &, BULKS

- \JJ- Christina Grunewald

- \JJ- Claudia Steiner

- &, DI"Blia Carbonada
D_Anlagenbuchhaltung
52, p_s0l
D_Arbeitsveorbereitung
- §2, D_Bohren

- &%, D_CEO

4%, D_Controlling

#2, D_Einkauf

3 Microsoft Office Professional Plus 2013
; ?J- Abigail Knight

?J- Alex Stevenson

2, Christof Laafs

\JJ- Sophie Coates

?J- Tom Brown

P Keywords
F License Types (Expected)

:.: User Assignment

2, Farz Pearce

D_Fertigungssteuerung
D_Finance_HEAD_OF_DIVISION

N Frazen

I » q »

0 There are valid assignments. Back HNext Cancel

Import User List

In Docusnap, you can use the DocusnapTSIinfo application to create a log of all users
users who log on to a Terminal Server. Based on the information retrieved, these
users can be assigned to the licenses. This requires, however, that the users have
been inventoried by Docusnap previously.

To import the user list, first select the path where the XML files are located. Then,
select the license. This finally enables the Import User List button. Click the Import
User List button to search the specified folder for the XML files. All users listed will
be assigned to the selected license.

If necessary, you can assign more users later or undo the assignment of previously
assigned users.
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6.2.11

(el License Management 0 x
ﬁ Company +| Assign users to existing licenses
il Category
1 G "\STELO1hBuilds"TSInfo Import User List
roup
m Product Filter expression for unassigned users. 31 X Filter expression for assigned users. 21 X
}d Product Info . - .
Unassigned Users Assigned Users
1 Notes - 8 Account Operators

- & Terminal Server License
[ ?J Abigail Knight

- &, Alex Stevenson

- &, Christof Laafs

- ?J Sophie Coates

- \J) Tom Brown

P Keywords L, Administrator

52, Administrators

£2, Mlowed RODC Password Replication Group
52, Backup Operators

?J beamer(1

\i , bostonl

52, CertPublishers

$2, Certificate Service DCOM Access

\!J Charlotte L. Sanders

52, Cryptographic Operators

& License Types (Expected)

:ﬂ User Assignment

?J Zara Pearce

$2, d_accounting

£2 d_assets accounting
£2, d_controlling

£2, d_finances

S2, d_general

2 d it

52, d_logistic

$2, d_management

£2, d_payroll accounting

$2, d_personnel department
as . .

«B »

@ Thereare valid assignments Back Mext Cancel

Inventory Determination (Actual)

In this step, you can take corrective action with respect to the automatic
determination of the existing installations and the associated evaluations in the
context of License Management. At the top of the wizard page, a list will be
displayed which contains the current inventory. It shows all systems where a
software installation was found which matches the previously entered keywords. If
the Use exclusive assignment checkbox is enabled, the list only includes those
systems which were actually assigned to the current software product in the
System Assignment step. This is an alternative way to assign licenses to systems.

This procedure is not available for user assignment. This exclusive assignment will
not be reflected in the way how the software products are displayed in the license
tree view. It will, however, be taken into account in the evaluations and reports.

The number of licenses in use in the company, as determined by the automatic
software inventory mentioned above, will be displayed in the Identified
automatically field. The difference between this number and the number of
available, registered, purchased licenses will be shown in the License Balance field.
By entering a corresponding correction value in the Correction Value field, you can
adjust the license balance manually. This procedure is always necessary if the
automatic assignment was not possible for whatever reasons. The correction value
may be either a positive or negative number. A positive correction value means
that additional installations will have to be added to the installations found, i.e.
additional licenses are required. In contrast, a negative correction value means that
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more licenses were found to be in use than are in reality. In this case, you can
adjust the automatic inventory to the lower value. A correction value of zero means
that the evaluation will only be based on the result from the automatic inventory.
Manual correction values are kept beyond the expiration data of the registered

licenses.
iwwl License Management O x
ﬁ Company Define comection values for inventory
| Category
Current Inventory
m Group
m Product Use exclusiveassignment - calculation of the actual license assets only considers assigned systems
&, Product Info Name Operating System Platform Processor Name | Count Cores
™ Notes z. WSWSEDL Micresoft Windows Server 2012 R2 St Genuinelntel Intel{R) ¥eon(R) C_.. 2 2
Pk d W W/SIWSEDS Microsoft \Windows 8.1 Enterprise Genuinelntel Intel(R) Xeon{R) C_.. 1 1
£ywords

F License Types (Expected)
ﬁ System Assignment

] Inventory (Actual)

Correction Value And Notes

|dentified automatically: 2 Syste.. Caorrection Value: 5
Awailable Licenses 15 Syste.. License Balance: 13
Motes:

0 Datawas loaded successfully. Back Cancel

6.2.12 Summary Page

The last step of the License Management wizard presents a summary of all settings
specified previously, except the note fields. The changes are only applied to the
database when you click the Finish button. If you click the Cancel button here, all
changes made, including any software groups you might have created, will be
discarded.
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6.3

ﬁ Company Summary of the selected options.
il Category
'] Group

m Product
a Preduct Info
"1 Notes

P Keywords

Summary
|J Company
Attribute
|J Company Mame
- il Category
Attribute
: . Name
f | Assignment Method
e . No Automatic Assignment

#= License Types (Expected)
ﬁ System Assignment 2 G

- &%, Group
PR Inventory (Actual) Attribute

Summary 52, Group Name

.. Software Product

i [Attribute

| Product Name

| Publisher

| Version

| Undesired Product

| Correction Value

Walue

Docusnap Ltd

Value

Device license
Hosts

Mo

Value
Microsoft

Value

Microsoft Office Professional Plus 2013
Microsoft Corporation

15.0.44201017

Mo

0

| Technical Responsible
| Legal Responsible

| Technical Owner

il Legal Owner

-l Technical User

| Legal User

| City

| Country Germanv

<l »

o Click "Finish” to save the software product. Back

System Exclusions

Systems, and the software installed on them, may be excluded from license
management either by means of the Exclude Systems button or the Exclude from
License Management checkbox in the editor window. Clicking the Exclude Systems
button opens a dialog where you can edit the exclusion list.

After you have selected the corresponding company, all systems associated with
this company and running an operating system which is taken into account in
License Management will appear in the list below it. By enabling the checkbox next
to a particular system, you can exclude it from License Management. Accordingly,
systems without a checkmark will be included in the License Management process.
You can quickly and easily undo a previous system exclusion by clearing the
corresponding checkbox again.

Excluding certain systems from license management may be useful, for example, if
a system is operated as a test environment for which no actual license is required.
If a company has a great number of inventoried systems, it might be a good idea to
use the filter options next to the list to filter the systems, for example, by domain
and thus facilitate their selection.
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6.4

e System E License Manageme B =
Company: |Docusnap Ltd -
Mame Domain - Filter

& MWSOT0 docusnap.intern ]
f’ wMwS0702 docusnap.intern T Enable Filter

e MSOTO docusnap.intern
e MSOTO docusnap.intern
e MWSOT0S docusnap.intern Dither
W MSOT06E docusnap.intern Excel Export
e WMWSOTOT docusnap.intern
0 f’ WMWwWS0708 docusnap.intern I
A MSDT0S docusnap.intern :
<| (B5) \WMwS0710 docusnap.intern :
e MWSOTT2 docusnap.intern b
f’ WMwWS05595 decusnap.intern
;' WSWSE00 docusnap.intern
) \wswsen docusnap.intern
_5' WSWwWSe02 docusnap.intern
e SSED docusnap.intern
é' WWSWSE0 docusnap.intern
e wSSEDR docusnap.intern -
4 »
QK Cancel

Export Definitions

You can export all static data related to the registered software products to an
external file, so that these settings need not be re-entered from scratch, for
example, when switching between databases. Click the Export button in the
Licenses ribbon to open a dialog where you can save the data on registered
software products to an external file.

You can specify the file to which you want to export the corresponding data in a

field at the top of the dialog. Clicking the .| button will open a file/path selection
dialog. The table in the Export Definitions dialog shows a list of all products
registered for all companies in this database. Click the the Export button to export
all selected software products to the specified file. Please note that only software
products whose checkbox is enabled will be exported.
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é License Management - Export Definitions =1
File Name: |C:\Docusnap"Export'License_Definitions.dlu
Company Group MName Publisher Version Un Filter
4 .. D p Ltd ift ft Office Profy | Plus 2010 Microsoft Corporation 147% Mol T Enable Filter
4 .. D p Ltd M ft Mi ft Office Professional Plus 2013 Microsoft Corporation 15.0.% Mo
7| ¢l D Ltd M ft M ft Windows Server 2012 R2 Standard Microsoft Corporation 6.3.9600 Mo
< .. D p Ltd ift ft Wwindows 8.1 Enterprise Microsoft Corporation 6.3.9600 Mo
4| & D p Ltd M ft Mi ft Wnfind 7 Enterprize Microsoft Corporation 6.1.7601 e Select
4 .. Docusnap Ltd Adaobe Adobe Reader X1 (11.0.07) - Deutsch Adobe Systems Incorpor.. 11.0.07 Mo Select all
| & Docusnap Ltd Adobe Adobe Reader X (10.1.4) - Deutsch Adobe Systems Incorpor.. 10,14 Ye ] Deselectall
4| el D Ltd M ft Mi ft SQL Server 2008 R2 Microsoft Corporation Mo
7l¢d D p Ltd M ft Mi ft SQL Server 2012 Microsoft Corporation Mo
. X
A4 D pLid Microsoft Microsoft SQL Server 2005 Microsoft Corporation Mo Bxcel Bxport
»
L
4 »
Export Close

Import Definitions

You can import previously exported license definitions to another database. To do
so, click Import button in the Licenses ribbon. A dialog for configuring this import
process opens.

After clicking the -/ button next to the field at the top of the dialog, you can select
a previously exported definition file. It is also possible to import data from earlier
Docusnap versions into a Docusnap 6 database. For this purpose, you need to set
the correct file type in the file selection dialog: Docusnap 5.x/6.x License Definition
(*.dlu) or Docusnap 4.x License Definition (*.xml).

Select a target company where the corresponding data will be inserted during the
import process. To determine if a given software product to be imported already
exists for the target company, the name, the vendor and the version of the
respective software product will be compared. If the name, vendor and version of
the software product match and the checkbox next to the product to be imported
is checked, all values related to the current software product will be overwritten in
the target company.

When you import Docusnap 4 software products that have not been assigned to
any group, Docusnap will create a new group with the name Import 4.x and the
current date. Corresponding names (e.g. Import 4.x - No.1) will be generated in
other cases too, such as naming the individual licenses. This is necessary in order to
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6.6

make a fully automated import process possible without requiring user interaction.
You can adjust these automatically created names as desired once the import
process is complete.

The checkboxes in the Import Range group allow you to select which data will be
imported from the import file into the database. Since some of the options are
linked, disabling some checkboxes may cause another checkbox to be disabled as
well. In addition, there are differences between data imported from the Docusnap
version 4 and 5/6 file types. Therefore, not all options are available when you
import a Docusnap 4 file.

é License Management - Import Definiions 0 x
File Name: C:\Docusnap'\Export'License_Definitions.dlu
Target Company: |Docusnap Ltd -
Impart Range: | Software Products | Preduct Info | Notes on the Software Products | Keywords
+| Update Path +| Licenses 7| Extensions
Group Mame Publisher Version Ur Filter
4 ol Adobe Adobe Reader X1 (11.0.07) - Deutsch Ldobe Systems Incorporated 11.0.07 Mo | ¥ Enable Filter
4| & Adobe Adobe Reader X (10.1.4) - Deutsch Adobe Systems Incorporated 10.1.4 Ye
+ .. Microsoft Microsoft Office Professional Plus 2010 Microseft Corporation 14.% Nef
+| ¢l Microsoft Microsoft Office Professional Plus 2013 Micresoft Corporation 15.0.% Mo
< .. Microsoft Microsoft Windows Server 2012 R2 Standard Microseft Corporation 6.3.9600 Moy Select
< .. Microsoft Microsoft \Windows 8.1 Enterprise Microsoft Corporation £.3.5600 Moy Select all
7| & Microsoft Microsoft\Windows 7 Enterprise Microseft Corporation 6.1.7601 Ye [ Deselectall
< .. Microsoft Microsoft SQL Server 2008 R2 Microscft Corporation Mol
+| ¢l Microsoft Microsoft SQL Server 2012 Micresoft Corporation Mo -
2 X
+| sl Microsoft Microsoft SQL Server 2005 Microseft Corporation No_b . Excel Export
W
4 4
Impart Close
Configuration

Settings for the license management can specified in the Configuration - License
Management dialog. Click the Configuration button in the Licenses ribbon or the
License Management button in the Docusnap Menu to open the dialog.

General
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If you wish to exclude the software products for a certain operating system from
license management, you can clear the Include Mac Software Products, Include
Linux Software Products and Include Unknown Software Products checkboxes.

el Configuration - License Management 0 =
GENERAL
Include Software Products
#| Include Mac Scftware Products
| Include Linux Software Products

| Include Unknown Software Products

Cancel

6.7 Evaluations

To evaluate the results in terms of licensing, many different options, that can be
adjusted and extended using the Customizing module, are available in Docusnap.
Basically, you have the choice between evaluations available directly from the tree
view in the License Management module and evaluations presented as reports.
Please note that the report-type evaluations usually provide more functionality,
especially when it comes to determining the licenses currently in use in the
company. Most automated evaluations will result from applying the defined
keywords to the inventoried software dataset and thus are based on the identified
systems where the corresponding installations have been found. Undesired
Products refer to a special form of evaluation that will be explained in a separate
section.

Tree view evaluations

All tree view evaluations described in this section feature a consistent use of icons
which enable you to easily differentiate between the various operating systems and
system types where the corresponding installation was found. Under the Found
Software node, you will find the most basic evaluation in the License Management
tree view. All software products found on the inventoried systems that match the
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corresponding combination of keywords are displayed here. Accordingly,
installations of products for which no keywords have been defined or products of
categories with no automatic assignment will not be shown under this caption.
Found installations are grouped by name, publisher, version and operating system.
Each node lists all systems where the corresponding installation was found. The
icons displayed in the tree help you to identify whether the corresponding
installation is wanted or unwanted, the ™ icon representing a wanted installation
and the ™ icon an unwanted installation. Whether a certain installation is wanted
or unwanted, depends on the assignment of systems to individual product licenses.
All installations on systems that have been assigned to a valid license for the
corresponding product are considered as wanted installations, all others are
considered as unwanted installations.

For a quick overview of the current licensing situation, four additional nodes are
available in the License Management tree. Under the Expected Installations node,
you can find the systems assigned to all licenses available for the respective
software product in a flat list. The Actual Installations node features a list of all
systems where at least one installation was found which matches the specified
combination of keywords. All systems that have been assigned to a valid license of
the current software product and on which at least one installation was actually
found by applying the defined keywords are listed under the Wanted Installations
node. This exactly represents the intersection between the Actual Installations and
Expected Installations categories. Contrary to this, the Unwanted Installations
node lists all systems to which no valid license for the respective software product
has been assigned. The Missing Installations node lists those systems where an
installation should have been found, but where this was not the case when
Docusnap applied the keywords. Ideally, the two categories Expected Installations
and Actual Installations should be identical and exactly the same systems should
be found under the Wanted Installations node. In a perfect environment, the two
categories Unwanted Installations and Missing Installations would be empty. If any
systems are listed under these two nodes, corrective actions are necessary on the
network level or with the respective installations.

The figure below graphically illustrates this fact, the circle on the left representing
the expected installations and that on the right the actual installations found by the
inventory process. The green intersection of the two circles in the figure represents
the wanted installations; this results in the missing installations being the
remaining set of the expected installations, depicted in blue, and the unwanted
installations being the remaining set of the actual installations, depicted in red. In
an ideal environment in terms of licensing, the two circles would be congruent.
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Target installations Actual installations

Evaluations in Reports
Reports present evaluations at the product, group and company levels.

For these reports, Docusnap calculates the license balance. There are two different
evaluation variants.

Product Details and Product Overview

You can create a Product Details report and a Product Overview report at every
level. These reports contain different types of information about the respective
product. At the group or company level, all products associated with the group or
the company are shown. Additionally, the licenses that have been created for these
products are listed.

This evaluation includes a comparison between the actual and the expected values.

The license balance will be displayed in tabular and graphical forms, based on the
licenses, keywords, correction values and upgrades.

. . Sum of all valid licenses. If the
I Variance Analysis number of licensesis unlimited
the needed amount of licenses
Available Licenses 10 i=displayed.

rh

Mumber of systems the

In use (assigned autom atically) ftware is installed
SO are Is installed an.

Correction Value {(manual) 0

Subtotal Number of licenses used by
Correction Upgrade / Downgrade Licenses 5 | & updateordowngrade paths.
Total 3 - Mumber of missing or surplus

licenses.

License Evaluation

All software products associated with the group or company will be displayed in a
license evaluation table. A chart with an overview of missing or unnecessary
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6.8

6.9

licenses is displayed below the table.

. Company: Docusnap AG
I Group: Microsoft

Correction Upgrade/

Downgrade

I
Product Mame Available Tl ¢ Value Subtotal

automatical
b ! [manual)

Total

Microsoft Office Enterprise 2007 3 El o a o o
Microsoft Office Professional Plus 2010 10 1 o El o

Undesired Products

Products that should not be installed on any system in the company are referred to
as undesired products in Docusnap. You can define this classification at the
respective product level either from the License Management wizard or by using
the editor. In the tree view, undesired products are identified by a "forbidden" icon

().

The separate Undesired Products node at the company level allows you to perform
a quick and comprehensive evaluation. Below it, you can find a simple tree
structure which displays each affected product and each system where such a
product has been found. Aside from this, you can display an aggregate view of all
systems found in this category at each level below this node.

Docusnap TS Info

Docusnap provides the DocusnapTsinfo.exe utility to help you identify all systems
and users that log on to a terminal server. This makes it easier, in the context of
License Management, to assign licenses to systems and users that use the terminal
server.

To start the logging process, add the DocusnapTsinfo.exe executable file e.g. to the
login script for the domain. You can set a particular parameter to define the
directory where the XML files will be stored. As a parameter, you need to specify
the path to that location:

DocusnapTsinfo.exe "\\STBLO1\Builds\TsInfo"

This folder contains the XML files that hold information on the logged-in users and
devices.

The script is located in the Bin folder of the installation path.
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7

7.1

Organization

Finances

Using extensions, you can add extra information to the objects listed in the
Explorer. The extensions can be comments, finance data, passwords, contracts or
reminders. The tabs for entering comments, finance data, passwords, contracts or
reminders will be displayed when you click an object in the Data Explorer, License
Management explorer or Organization explorer.

Extensions

Organization

Extensions

Extensions

Finances Passwords Contracts Reminders

Comments
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7.1.1

Extensions allow you to add some extra information to individual objects in
Docusnap. For example, the Passwords extension provides a comfortable way to
manage credentials, and the Contracts extension lets you store and manage
contractual agreements.

The following extensions are currently available in in Docusnap:
Comments

Finances

Passwords

Contracts

Reminders

The extensions can be created, displayed and managed on additional tabs in the
main window. For each of these extensions, you can store attachments, such as
purchase contracts, SLAs and more.

Attachments

Comments

Comments can be used to store additional information about individual objects.
You can, for example, store the current configuration file for a firewall (SNMP
device). Comments can also be shown on datasheets and in reports.

Click the New button on the Comments tab to add a comment for the selected
object. The Title and Comment Type fields are mandatory and must be filled in. The
Show in Reports list box allows you to specify for each comment whether it will be
shown in reports, and if so, whether it will be displayed at the beginning or at the
end of the report. Click the Save button to add the comment to the list.

A special feature is that you can save a .txt file as a comment. When you use drag &
drop to add a .txt file to the list, Docusnap retrieves its information and applies it to
the corresponding fields (Title, Description, etc.). Before saving the file, set the
comment type in the Comment Type dialog.

To edit a saved comment, select it. Its comment will be displayed on the General
tab. There, you can edit the comment. Click the Save button to apply the changes.
To delete a comment, click the Delete button.

You can also add attachments to an extension. The Title field is mandatory. The file
name and the size of the selected file will appear in the File and Size fields. These
fields are read-only. The Description field is optional.
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formation Data (17 Analysis | Documents | Comments (2) nance (8 Passwords (4 Contracts (4 Reminders (4
Title Description Show in Reports Comment Type
| User Manual User Manual is lecated in the attachments Show at the Beginning  User Manual 3 New
[ Firewzll Configuration File Caonfiguration Fileis located in the attachments Show at the Beginning  User Manusl B Seve
X Delete
4 4
General
Title: User Manual Comment Type: User Manuzl
Show in Reports: Show at the Beginning - Category: Crrganization
Description: B I U s=|A |aal 10 = === @B
User Manual is located in the attachments
7.1.2  Finances

The Finance extension is used for storing financial data. You can, for example,
record and evaluate the costs for the entire life cycle of a server.

Click the New button on the Finance tab to create a new finance entry. The Title
and Amount fields are mandatory and thus must be filled in. All list fields, such as
Cost Type, Payment, Depreciation Method and Date of Purchase show a default
value that you can change, if necessary. The Useful Life (Months) value defaults to
36 months. If no depreciation is applied or a different useful life is targeted, you can
delete or change this value. The Low-Value Asset checkbox indicates whether the
purchased product represents a low value asset. The other fields are optional.

To add the financial data entry to the list, click the Save button. To edit a saved
financial data entry, select it. Its content will be displayed on the General tab. You
can edit the data in this data entry screen. To apply the changes, click the Save
button.
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Data (17 alysis | Do Comments (2 Finance (8) | Passwords (4 Contracts (4 Reminders (4
Title Payment Amount Description Document Number Cost Center Purchase Date Depre
] Mobile Phone One-time 499.00 Employee: Robert. 48642315 10182014 Linear, ") New
a7 ‘whorkstation One-time 1.099.00 Lecstion: 3.floor, r.. 48642315 Software Develop.. 12/16/2014 Linean B Sove
& Portable Navigatic.. One-time 359.00 Car: M-IT-123 17742 8/ar2014 Linear
&  Periable Air-Condi. Onetime 545.00 Location: 2 flocr, r. 33547379 122712012 Lincar] % Delete
a7 Car One-time 68.321.00 M-IT-111 83654334 1121202 Linear]
a7 usy One-time 299.00 2314312432 4122013 Linear|
& v One-time 1,299.00 Location: 1.floor, r. 573124 11182014 Linean
& Lease Costs Manthly 2,045.00 87324357 11182014 Linean
4 4
General
Title: Mobile Phone Cost Center.
Document Number: 48642115 Date of Purchase: 10/18/2014 -
Amount 459.00 Useful Life [Months]: 36
Cost Type: Direct Costs - Depreciation Method: Linear -
Payment: One-time - Special Depreciation:
Low-Value Asset: Category: Organization -
Description: B I U A - Al 10 = = = = B

Employee: Robert Hermann

7.1.3 Passwords

Passwords can be simply and quickly organized, saved and retrieved using the
Passwords extension type. Passwords associated with an object in Docusnap will be
encrypted and are thus safely stored in the database.

The Passwords tab will only be displayed if you created an encryption

U file for the selected database. The passwords will be stored in
encrypted format in the database and can only be read by users who
use the same encryption file. If you did not create an encryption file or
fail to select it when switching to another database, the Password
feature is not accessible. The encryption file can be created during the
Startup Wizard procedure or from the Options dialog.

You can add a new password for the selected object by clicking the New button on
the Passwords tab. The Title, Password and Password Type fields are mandatory.
The remaining fields are optional. To add the new password to the list, click the
Save button. To edit a saved password, you select it from the list. Its content will be
displayed on the General tab.

Click the " icon in the Password field to displays the password as plain text.
Clicking the icon again will replace the passwords by asterisks again. Using the "=
icon, you can copy the password to the clipboard. If Password Logging is enabled,
Docusnap will keep a log of all users who copied or displayed the password.
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7.14

Analysis | Documents | Comments (2 Finance (& Passwords (4) | Contracts (4 Reminders (4

Title User Name Password Validity System Name URL Valid through [

= WMXL000T - Linux root Unlimited WMXL00D1 #3 New

[ WMADDOT - Mac admin Unlimited WMADOD1 B Save

= \WLAN - Internal Encry... Limited SSI0: Wian_intern

= Docusnap \Website admin Limited www.docusnap.com 12/31/2014 X Delete

. O O O OO 4

General | Attachments (D
Title: WMXLD001 - Linwe Paszword Type: User Password -
User Name: root System Name: WMXLO001
Password: - G ER Password Valid: | Unlimited
URL: Valid Urti: I -
Category: Crrganization -
Description: B 7 U sc|A - anal 10 = E E i (=

Contracts

Docusnap provides the Contracts extension type which allows you to store
contracts and contractual data for individual objects. This can be, for example, the
maintenance agreement for a server. If you entered an expiration date for this
maintenance agreement, you can choose to be notified about its expiration.

Click the New button on the Contracts tab to add a new contract for the selected
object. The Title, Start Date and Contract Type fields are mandatory and thus must
be filled in. The End Date field is only needed if the contract has a limited duration.

You can set the Docusnap server to send notifications when the
contract has expired.

=2

To edit a saved contract, select it from the list. Its content will be displayed on the
General tab. Edit it and click the Save button.

Changing Date: 3/23/2015 © 2015 itelio GmbH



P 247 . .
age Organization
A = 2 Contracts (4) | Reminders (4
Title Contract Number Contract Partner Customer Num... Street ZIP Code City Cnuntn
] Employment Contr.. 12344950 Docusnap AG Franz-LarcherS.. 23088 Kiefersfelden  United K 3 New
B RO-IT-5675 Lezsi. 1251568405 Leasing GmbH 007882472 Half Moon Stres.. London United K o
| Sales Contract WL 48423451355 Computer AG 1382452305 Edgware Rd 42 London United K
B Service Level Agr.. 464367 SLA Client 9178872 Innsr. 22 30331 Munich German 2 Delete
‘ ......... ’
General | Attachments (0
Title: Sales Contract WLWS0088 Cortract Number: 48423451355
Contracting Partner: Computer AG Customer Number: 1382452305
Strest Edgware Rd 42 ZIP:
City: London Country: United Kingdom -
Post Office Box: Phone Mumber: +44 171 596765
Email: Website:
Start Date 1202712011 - Cortract Type: Sales Contract -
End Date: I - Category: Organization -
Descrition: B 7 U sx|A -|adl 10 === =
7.1.5 Reminders
The Reminders extension type allows you to enter meetings, reviews and other
events.
Thanks to the Notifications feature in Docusnap, you can have the program
automatically send an e-mail if the reminder date is the same as the current date or
lies ahead. Thus, the overdue reminders are listed in the email attachment.
Click the New button on the Reminders tab to add a new reminder to the selected
object. The Title, Priority and Reminder Type fields are mandatory and thus must be
filled in. By clicking the the Save button, you add the reminder to the list. To edit a
saved reminder, you must select it from the list. Its content will be displayed on
the General tab. Edit it and click the Save button.
7 Ana ts er racts (4 Reminders (4)
Title Priority Reminder Date Description Reminder Type Date Created Date
o Staff Meeting - 1pm High 102512014 Agenda as Attachment Meeting 2102014 814l %3 New
Call Mr. Miller High 10132014 Bruce Miller Phone Call 8122014 B
E-Mail Facility Management  High 101172014 Repair E-Mail 7212014 an4/;
Proposal to Mr. Jones High 12/6/2014 Stephen Jones E-Mail 213/2014 8141 X Delete
<« »
General | Attachments (1
Title Staff Meeting - 1pm Priority: High -
Reminder Date: 10/25/2014 - Category: Organization -
Reminder Type: Meeting -
Description: B 7 U & - |Arial 10 = E =E = [ii=3
Agenda as Attachment
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7.1.6

Attachments

For each extension, you can add attachments. To manage attachments for an
extension, click the Attachments tab next to the General tab in the editing dialog of
the extension.

Adding Attachments
There are two ways to add attachments.

= Click the New button on the Attachments tab to enable the data entry screen
where you can define the attachment. When you click the Choose File button, a
dialog opens where you can select the desired file. After you have selected the
desired file, the Title text box will automatically be populated with the file name.
Optionally, you can enter a description of this attachment. To save the
attachment data (file, title, description) in the database, click the the Save button.

= You can also use drag & drop to add files to the attachments. Simply drag the
desired file into the table on the Attachments tab and drop it there. If you use
drag & drop to add a directory or multiple files to the table, all files, or the files in
the directory, will be added simultaneously. The attachments added by drag &
drop will immediately be stored in the database. For each added file, its file name
will be used as title. You can change it and then apply your change by clicking the
Save button.

Opening Attachments

To open an attachment in an application, first select the file. Then click the Open
button

Editing Attachments

Attachments can be edited at any time. To edit the file, you must select it. Then,
click the Check Out button. The file will be stored in the check out path. Checking
out a file prevents the file from being edited by multiple users at the same time,
which would introduce inconsistencies. To make the checked-out file available to
other users again, release it by clicking the Check In button. Checking in the
modified file saves it back to the database.
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ormation | Data (17 Anzlysie | Documents | Comments (2) | Finance (2 Passwords (4 Contracts (4 Reminders (4
Title Description Show in Reports Comment Type
J User Manual User Manual is located inthe attachments Show at the Beginning  User Manual # New
D Firewsll Configuration File Configuration Fileis located in the attachments Show at the Beginning  User Manual B S=e
X Delete
4 4
Attachments (1)
Title File Name Path File Size User Checked Out Actions
@ Docusnap Manual English Docusnap_Manual_En.. 7787 kB 3 New
B save
X Delete
[»] Open
T Check Out
4 »
Title: Docusnap Manual English Choose File
File: Docusnap_Manual_English pdf Size: 7187kB
Description: B 7 U sx|A - |an 10 == ®
7.2 Organization

When you select the Organization option from the Navigation pane, the
Organization ribbon will appear. The Organization module allows you to view all
extensions.

The organization tree is displayed in the tree view. It contains all extensions, both
summarized under the All node and grouped by company. Additionally, reports for
evaluating the extensions are available.

The extensions are displayed on tabs in the data window. The Edit Selected and
Delete Selected buttons on the ribbon are enabled when an extension is selected in
the data window or tree view.

To open the selected extension in the editing window, click the Edit Selected
button.

To remove the selected extension, click the Delete Selected button. This also deletes
the extension node at its original position from the tree view.

FaciPlan is a facility management application. The equipment that has been
inventoried can be managed from within Docusnap. FaciPlan can access this data
and integrate it into building plans.
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& Edit Selected
2. Delete Selected

B, FaciPlan

General

From the Organization ribbon, it is possible to create new extensions. From the
New group, comments, passwords, financial elements, contracts and reminders can
be added. Clicking one of the button there opens the corresponding dialog.

[ ] Add Comment [ Add Contract
'EE.-'-‘«dd Password Add Reminder

& Add Finance Detail
Mew

The same dialog is displayed for creating new extensions and for editing existing
ones. The only difference is that for editing, the dialog will be populated with the
values for the selected extension.

The list box in the upper left corner indicates where the extension is located within
the tree structure. When you create a new extension, select the object for which
you are creating the extension from this list box. When editing an existing
extension, you can use this list box to select a different node in the tree view where
to place the current extension. The General tab contains a data entry screen. It is
the same data entry screen as the one used for entering new extensions. If you
modify a data entry screen, the user interface of the editing dialog will reflect these
changes. To save the edited or newly created extension, click the Save button. To
undo the changes, click the Close button. When you are in the process of creating a
new extension, clicking the Close button will discard everything you entered so far
for the extension.
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& Organization
il Extensio |4
IJ Docusnap Lid
General
Title: Manual Comment Type: User Manual
Show in Reports: Show at the Beginning - Category: Organization
Description: B 7 U s|A - adal 10 = E E = i)
|
Save Close
Attachments

Attachments can be added to each extension. Clicking the Attachments tab next to
the General tab opens a dialog that allows you to select the file to be attached. The
Title field is mandatory. The file name and the size of the selected file will appear in
the File and Size fields. These fields are read-only. The Description field is optional.
To save the file as an attachment in the database, click the Save button.

You can also add files to the attachments using drag & drop. To do so, select the
file, hold down the left mouse button and drag the file to the table. When you use
drag & drop to add an entire directory or multiple files to the table, all respective
files will be added in one go. For each added file, its file name will be used as title.
You can change it and then apply your change by clicking the Save button. The
attachments added by drag & drop will be immediately saved in the database.
There is no need to add them by clicking the Save button.

Opening Attachments

To open an attachment in an application, first select the file. Then click the Open
button to open the file in the default application set for this file type in the system.
The file will be saved in the Temp folder.

Editing Attachments
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7.3

Attachments can be edited once you have saved them. To edit the file, you must
select it. Then, click the Check Out button to open the path selection dialog. The file
will be saved in the folder you specify here.

Checking the Execute file after completing action checkbox below the path
specification will open the folder. You can open the file from this folder. After
saving the changes, you can update the file in the database by clicking the Check In
button. The file will not be deleted from the hard disk.

isal Extensio O x
% Inventory
Attachments (1)
Title File Name Path File Size User cl Actions
E Docusnap User Manual Docusnap_User_Manual. pdf 2839 MB #a New
W Seve
X Delete
[»] Cpen
¥ Check Qut
| EEEEEEEEE———————— '
Title: Docusnap User Manual
File: Docusnap_User_Manual pdf Size: 28,35 MB Cheose File
Description B 7 U s A - |Aal 10 SERERS ®

Close

Password Logging
With its Password Logging feature, Docusnap allows you to track which user copied
which password and /or displayed it in plain text.

Password logging can be enabled and disabled from the General page of the
Options dialog.

The Password field on the data entry form on the Passwords tab includes two
buttons. Each time you click one of these two buttons to copy or display a saved
password in plain text, Docusnap logs the respective user including a timestamp of
the action.

This allows you to find out who knows a particular password.

The list of users who displayed passwords is shown in the Organization tree view.
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The password log for an individual password will be shown below the respective
password, the password log for all passwords will be shown at the company level.

You can filter the general password log overview by user to see all passwords
viewed by a certain user.

- @ %
DOCUMENTS  SCHEDULING
[ add Comment [ Add Contract
= Add Password (© Add Reminder
&, FciPlan &5 Add Finance Detail
General New
P Data (2) EHlExpert Y Filter
- Al User Used Button Date
5@ Docusnap Lid 2 DOCUSNAPesc Show Password 5/2014 10:23:40 AM
- i3 Comments & DOCUSNAPmma Copy Passward 7132014 £11:41 PM

[ ¢ Finance

- ¢l Passwords

[0 WLAN - Internal Encryption

[ g WMADODT - MAC

[ 0 Docusnap Homepage
01 &, Password Log

-, DOCUSHAPese
- & DOCUSNAPmma

L 0 WMXLOOOT - Linuox

& & Password Log
“o & DOCUSNAPahe
- & DOCUSNAPBal
t- &, DOCUSNAPicde
+- & DOCUSNAPehe
“- &, DOCUSNAPlese
~- & DOCUSNAP\gbI
- & DOCUSNAP\gle
“o &, DOCUSNAPImma
“ &, DOCUSNAPsbI

3 5] Contracts

[ 45 Reminders

- 5] Facility Management

B+ [o) Reports

Inventory Documents Licenses Permissions Relations Concepts Organization
[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

You can set permissions to limit the right to view the password log to particular
users.

7.4 Categories and Permissions
To restrict access to the extensions, you can use categories and permissions. The
user roles are assigned to categories in the Docusnap Management.

When you select a category, the extension will only be displayed if the current user
has been assigned a role to which this category is visible.
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& | Decusnap62 -2 x
INVENTORY | DOCUMENTS ~ SCHEDULING  DATA
EEE 2= windows I CIFS Mware  WJIIS O Exchange [ Active Directary fions & Configuration
Network ¥ SNMP  Linux o LlHyperv M SharePoint {150 Server  $ ADS Synchronization % DHCP (= System Groups
er
Scan EEIPSegment ™ Mac Sources~ €3 XenCenter 8 BackupExec EBOracleDB [ DFS 165 Snapshets
Inventory Application Server Hetwork Services Other
X Delete| P @ formation | Data (17) | Analysis | Documents | Comments () | Finance (8) |Passwords (4) | Contracts (4) | Reminders (4
X Jm—pe = e ey |eraws
f—‘ & Contacts J User Manual User Manualis located in the attachments Show at the Beginning  User Manual #3 New
08 17 Environment ] Firewsll Configuration File Configuration File is locatedin the atiachments Show atthe Beginning  User Manual .
| (B3 docusnap.intern Wl save
| 139 docusnap.internal X Delete
O IT Assets
3 * Visuzlization q »
General | Atachments (1
Tile: User Manual Commert Type: User Manual
Show in Reports Show t the Beginning - Category. Organization
Administration ~
Description B 7 U s A - il 10 === @R Management
. Organization
User Manual is located in the attachments Technclogy - External Employees

Technology - General
Technology - Infrastructure
Technology - Technical Sales
Technalogy - Trainees v

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

Access restrictions for extensions also apply to the organizational hierarchy. For
this reason, extensions are only displayed to authorized users. If a user has been
assigned the Administrator role, all extensions are shown. Extensions that should
not be displayed due to categorization are flagged as (hidden).

Permissions

In addition to assigning a category, you can define the access to extensions by
clicking the Permission button. In the Object Permissions dialog, you can specify
whether a person to whom this role was assigned may Read, Write, Delete and / or
Insert the extension.
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8.1

Relations

The Relations module in Docusnap allows you to map the relations between the
components of your IT environment. This enhances the transparency of your
network organization.

Relations may be modeled both at an organizational and at a technical level.

At the organizational level, you can display the interrelations of servers,
workstations, etc. This allows you, for example, to identify the systems that would
be affected by the failure of a particular component or to set up suitable
maintenance schedules for individual components.

On the communications level, relations help you to determine the various
connection types and the protocol used for each connection.

Create Relations

To create a new relation, navigate to the Relations module. First, selected the
desired company in the tree view, then create a new relation by clicking the New
button above the tree and selecting Relation. Specify a name for the relation. Now
you can create a diagram on the Relations tab.

The right pane shows the Inventory tree. It contains the data from the most recent
network inventories.

Select a component and drag it to the Relations tab while holding down the left
mouse button.
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Relations

& | Decusnap62 -2 x
RELATIONS
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a System Groups
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L=l & P Systems -

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | B Database Connections =

Ribbon

The Relations ribbon allows you to define additional settings for creating the
relations.

Use the New, Save and Delete buttons above the tree view to create or delete new
relations or save changes made to existing relations.

General: You can export the current diagram to a Visio file by clicking the Export
button. Clicking the Reset button will load the last saved version of the diagram
again.

Arrange: Use the Arrange group on the ribbon to select an algorithm for automatic
arrangement of the objects.

With the Connect automatically button enabled, each new component will be
connected to the most recently selected component.

Adjust: The Pointer Tool allows you to select individual components by a mouse
click.

To move the entire diagram, click theMove button.

If the Connector button has been selected, you can create a Connector using the
mouse. Click a component and drag the mouse (while holding down the mouse
button) to the second component. This will connect the two components.
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Clicking the Fit to Page button resizes the diagram so that it fits the page.

Connector: The desired type and design for a connector can be selected from the
Connector group.

Analyse: Use the Add Ancestor and Add Descendant to add the hierarchical
ancestor and descendants of the selected object.

Resolve Automatically: By clicking the Relation button you can add the IT
Correlations of the selected object.

By clicking the Group button you can add groups of IT Correlations of the selected
object.

By clicking the Next Level button or the 2 - 4 Levels button you can choose how
many levels of the IT Correlations should be added.

Context Menu
A context menu is available when you right-click the components and connectors.

This menu contains options to delete the current object or to connect it with other
objects. When selecting multiple objects, you can align them horizontally or
vertically or set them to the same height or width. Additionally IT Correlations,
ancestors and descendants can be added.

Select
Delete

Rename

Resclve Group 3
Resolve Descendant 3
Resolve Ancestor 3

Resolve 3

Separate from the group
Group

Connect with 3
Align Center

Align Middle

Same Hight

Same Width

The connectors can be deleted from the context menu. What is more, you can swap
the starting and ending points or select a different starting or ending point.

Select
Delete

Swap

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page 259

Relations

Using the context menu options, it is also possible to rearrange groups or resize
them.

Select
Delete

Rename

Connect with 3
Resize

Group 3

Properties

Once a connector has been selected, the Properties entry screen appears. Here, you
can specify additional information about the selected connector. The properties will
be displayed along with the connectors. You can select the properties to be
displayed from the Fields dialog. Optionally, you can add to the properties by
editing the tRellLink table. Adding columns to the databases and entry screens is
described in the Configuration Manual.

IT Correlations

When creating the relations objects of IT Correlations can also be added. Unlike
Relations which represent the relationship between two given objects, the IT
Correlations are defined between two types of objects. The context menu of the
added objects lists under Resolve Relation entry all IT Correlations and by clicking
on it the desired one can be resolved. IT Correlations can also be added by clicking
the Relation button in the ribbon. Groups can also be added via the context menu
and the ribbon.

Additionally the hierarchical ancestors and descendants can be added via the
context menu. Click on the entry Resolve to select how many levels of IT
Correlations should be resolved.

Fields

Each connection has properties, such as a name, a description, a priority, etc. that
you can select for display in the relation diagram. Click the Fields button in the
Relations ribbon to open the dialog. For each relation, you can select the fields to
be displayed from the Display Fields for Relations dialog.
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Relations
e Display Field Flelz [ 4
Field Name
s Mame
S Description
o Protocol
Priority
oK Cancel

Opening relations from other tree views

The Analysis tab is displayed for each object you select in the Data Explorer. If the
selected object is used in a diagram, that diagram will be displayed on this tab. In
the Analysis tab the relation can only be exported but not edited.
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Relations
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Concept

9

9.1

Concept

The Concepts module in Docusnap allows you to create concepts by using the
whole set of retrieved data, associated documentation, and relations so that there
is no need for an additional word processor.

What is more, the inventoried data and documentation are always updated to keep
the concept current at any time. It is also possible to insert variables, such as the
name of a workstation or the last inventory data, into the various text areas.

Once the concept is complete, it can be exported to the desired format (.docx, .pdf,
.html, or .rtf) and thus becomes available for further use.

The creation and export of the document can be automated using the Scheduling
feature, allowing timed updates of the document.

Ribbon

Creating a Concept
Versioning

Templates

Designs

Styles

Export and Scheduling

Assignment

Menu Ribbon

The Concepts ribbon displays when you have selected Concepts in the Navigation
pane. Using this ribbon, you can edit and change concepts.

‘g % Export > Assign
& @ - ’
== Print =
Edit Refresh "
Templates Schedule as Job
Concept
IT Concepts

= Edit: A click on the Edit button launches the Concept Editor where you can edit
the selected concept.

= Refresh: Use the Refresh button to update the concept. This reloads the data for
data elements, reports, etc. and recreates the table of contents.
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= Export: Using the Export button, you can export your concept to Word, PDF, or
other formats.

= Print: By clicking the Print button, you can print the selected concept.
= Templates: Clicking the Templates button opens the Concept Templates dialog.

= Assign: Clicking this button opens the Assign Concept dialog which allows you to
insert the desired concept into other tree views. It is also possible to add an
concept folder to a node in one of the other trees.

= Keep Version: Since only a certain number of versions of a document can be
stored, you can click this button to select and keep a certain version. This
prevents the current document version from deletion.

= Schedule as Job: Clicking this button opens a wizard which allows you to schedule
creation of an concept for a certain date and time.

Text Editor

General

= Save: After clicking the Save button, you can decide whether to simply save the
concept, to save it as a new version, or to save it as a template.

= Refresh: Use the Refresh button to update the concept. You can specify whether
you would like to refresh the entire concept or just the document outline. A
refresh of the entire document reloads the data for data elements, reports, etc.
and recreates the table of contents. When you just refresh the document outline,
the system recreates the table of contents and reloads the entries in the
navigation pane.

= Export: Using the Export button, you can export your concept to Word, PDF, or
other formats.

= Print: By clicking the Print button, you can print the open concept.

H & bd </

Save FRefresh Export  Print

- -

General
Edit

= Paste: Using the Paste button, you can insert elements from the clipboard into
the text area.

= Cut: This button allows you to cut selected text elements.

= Copy: This button allows you to copy selected text elements to the clipboard.
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= Hierarchical structure: By clicking the arrows, you can change the hierarchical
level and order of the headings in your concept.

= Find: The &2 button allows you to quickly find particular parts in the entire text
quickly and easily.

= Replace: The Ba button allows you to find and replace certain text parts.

| Paste
G
46 Cut
" by
=3 Copy *
Edit
Formatting

This group contains buttons that can be used to change the font, color, and

typeface of your text.

Cambria - |11 -
T T T F I~ «

Formatting
Paragraph

The buttons in the Paragraph group allow you to adjust the alignment and
formatting of the paragraphs in your text area.

i— - —
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m
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4
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Faragraph

Styles

For text formatting, Styles are available which allow you to edit the text in your
entire document in a centralized way. These styles are also needed when creating

the table of contents.

AaBbCel | AaEbCcD | 1. AaBl | 1.1. Aa

Mormal Mo Spacing  Headline 1 Headline 2 -
Styles

Document
= Design: Clicking the Design button opens the Designs and Styles dialog. This
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dialog allows you to individually define the design of your concept.
= Spell Check: Click the Spell Check button to start the integrated spell checker.

= Validate: By clicking the Validate button, you can check the concept for validity.
Any errors found will be displayed in the error list. An error is present if, e.g., an
inserted relation was deleted or if a report does not exist any longer.

= Properties: Click the Properties button to open a window which lists the
properties of your concept. Here, the title and author of the concepts may be
changed. You can also enter an additional description. The properties also include
additional information such as the date when the concept was last modified.

! 1 “ Spell Check
RS 9 Validate
Design

- Properties

Document

Insert
Use the Insert ribbon to insert different elements into your concept.

= Header and Footer: Use the Header or Footer button to open an additional tab
where you can specify your header and footer settings.

s = B A\ s 1 5 = A
- L) L} = -~ A 2
= T B B = & | == - | @: = = = = =
Empty Page Report  Map T Data  Datashest Field File Table of Table Picture Hyperlink Varizble Text  Quick Placeholder  Footer Header Page Mumber
Page Bresk Relation - Contents ~ Box  Parts~ -
Pages Deocumentation Additional Elements Text Header and Footer

Page Layout

= Orientation: The options below this button can be used to specify portrait or
landscape format.

= Breaks: Click the Breaks button to insert a page break. Two different types of
page breaks, i.e. Continuous and Next Page can be selected.

= Page Setup: Click the Page Setup button to adjust the margins, paper size, header
and footer, columns, and borders of your document.

= Paragraph: This button opens a dialog that allows you to change the formatting,
indents, frame, and page breaks of your document.

= Tabs: This button opens the Tabs dialog where you can set and change various
indents.

1 » ~ 9 Paragraph
o ' L Tabs
Crientation Bresks Page
- - Setup
Fage Setup
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Data Elements

If you highlight a certain element such as a map, a relation, or a data element, an
additional ribbon displays.

= Settings: When you click the Settings button, you can specify further settings for
the selected element.

= Refresh: For elements such as data elements, maps, or relations, you can click
the Refresh button to load their current version.

= Delete: Click the Delete button to delete the selected element.

E u:J E : Edit Caption

00 %
Settings | Refresh  Delete

Edit
Table Tools
s Select Table j % ]
o = & F
] =, Select Row

Settings  _ Delete Insert  Insert |Insertfc  Insertio .
=k Select Cell - Lbove Below theleft theRight = S5plit Takle
Table Rows and Columns Merge

The Table Tools ribbon display when you insert a new table or select an existing
table.

Table Styles

Various styles are available for tables. Click the little arrows next to the buttons and
select the desired basic shading for your table.

=3 :

Reset E

Table Styles

Borders and Color

In the Borders and Color group, you can select the shading, border color, border,
and line width for the selected part of the table.

* Shading ~ Line Width: |0.75
it Border -

" Border Color =
Borders and Caolar

Table
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= Settings: Here, you can change table properties such as the distance from text or
the cell height.

= Select Table: Click the Select Table button to select the entire table.

= Select Row; Select Cell: These two buttons can be used to select the row or cell
where the cursor is currently placed.

¥ Select Table
Q

=% Select Row
Settings _1
7k Select Cell

Tzhble

Rows and Columns

= Delete Table; Delete Columns; Delete Rows: These options can be used to delete
the entire table, selected columns, or selected rows. These options display when
you click the Delete button.

= I[nsert Above; Insert Below; Insert to the Left; Insert to the Right: These four
buttons can be used to insert more columns and lines into an existing table.

3 7 o ¥
B O @

Delete  Insert  Insert Insertto  Insertio
Above Below the left  the Right

-

Rows and Columns

Merge
= Merge Cells: Click this button to merge the selected cells into one.

= Split Cells: Clicking this button allows you to split the highlighted merged cell
again.

= Split Table: Click this button to split the existing table into two.

il Merge Cells

—3 Split Table

Merge

Header and Footer

= s
= #

Footer Header Page Mumber

-

Header and Footer

This ribbon allows yo to create headers and footers.
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9.2

Header and Footer

= Close: Click this button to end the editing of your headers and footers. You are
taken back to the General ribbon.

= Header; Footer: Use these buttons to enable, disable and modify your headers
and footers.

= Different First Page: Tick this checkbox to create a special header and footer for
the first page of your document.

= Link to Previous: If you enable the Link to Previous feature, a document with
multiple sections will always use the header and / or footer of the previous
section.

g = Different First Page
= Link to Previous

Close | Header | Footer

- -

Header and Footer Options

Position

In the Position group, you can change the position of your headers and / or footers.

=1+ Header from Top 1.27

LRLIRIE B

Fosition
Create Concept

To create a new concept, change to the Concepts module. You can either create a
directory below the company where the concepts will be stored or integrate your
concepts directly below the company.

To create a new directory, select the desired company in the tree view, click the
New button and select Concept Directory. After naming the directory, you can save
it so that it will be displayed in the Concept explorer. You can also enter an
additional description.
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COMNCEFTS SCHEDULING
&7 Assign
Templates Schedule as Job
Concept
o New v Ml Save X Delete| P Data (1) |Editer | Comments (3 Finance (7) | Passwords (0
| Docusnap Ltd General
=3 Emergency Manuals
£ Contingency Flan Name: Service Catalogue
01 % Recovery Plan
IT-Security Description: Create an individual document for each IT-Service in this folder.

Service Catalogue
). Operating Manual

To create a new concept, you must either select a company - if the document is to
be located under a company node - or a directory where the document will reside
after its creation. Then, click the New button and select Create Concept.

This opens the Create Concept dialog where you can either create an empty
document or use a template to create your new document. Enter a name for the
concept and click the Create button. The concept then opens automatically in the
Concept Editor.

é Create Concept 0 %
Concept Name: Recovery Plan Docusnap Lid | Language: English -
Template: Template

A=A A FET ?_‘, Recovery Plan "
=5 = = =21 1. Responsibilities
= D T-Service Fold R Plan Se - [47] 1.1. Responsible System Manager
mpty Document Tmenee heleer Sooveny Fanssner - [A1] 1.2. Responsible technical manager for the affected business process(e
- [87] 1.3. Responsible manager for recovery implementation
A A A= - [A1] 2. Required Components for the emergency and regular operation
B B - [28] 2.1. Required Systems
[ ;
Recovery Plan Emergency Manual [A7] 2.2. Interfaces and Dependencies

- [A7] 2.3 Required Infrastructure
- [A2] 3. Providing the Components

(A7) 3.1, Internal and external alternatives in emergency operation
- [47] 3.2, Procurement of components for emergency operation and for regul
- [43] 3.3. Repl went options or Repl ent
- [A1] 4. Restart/ Recovery inemergency and regular operation
- [A1] 4 1. Recovery Times
- [AZ] 4 2. Order for the restart of the IT systems and applications in emergen:
- [AL] 4.3, Order for the restart of the | T systems and applications in regular o
- [A] 5. Construction and i llation of the Y CO it

----- All 5.1. Hardware configuration

Template Description

Create Cancel

Concepts are created and managed in Docusnap. For editing concepts, the Concept
Editor is available.
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9.2.1

9.2.2

General

When you create a concept, the files are stored in the directory you have selected
for concepts in the Options dialog. To enable multiple persons to work on the same
concepts, you can select to store the concepts on a network drive. Every concept is
assigned to a single company set up in a database. Once Docusnap is connected to
this database, the corresponding concepts are displayed in the Explorer.

When you select a concept in the Explorer, the Concepts ribbon is displayed.
Clicking the Edit button opens the concept in the Concept Editor where it can be
edited.

The various elements can be inserted either through the buttons located on the
Insert ribbon or per drag & drop them from the object tree. For some elements
such as maps, overviews, or data, further settings can be selected. To access the
settings, either click the Settings button, select Edit from the context menu of the
respective element, or double-click the element. The Settings button is located in
an additional ribbon which is displayed as soon as you select the element in the
document.

Concept Editor

For creating and editing concepts, the Concept Editor is available. The Concept
Editor opens automatically when you create a new concept or when you open an
existing concept for editing.
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&= Close Emergency Manual.dsc - Concept Editol - & X
GENERAL | INSERT  PAGE LAYOUT
@ Mol g TP 8 [Cambria -] e uz § | AaBbCeD AaBbCSD 1, AaBl 1.1, Aa |j & Spell Cheok
Save Refresh Export Print b T T T T Z-¥. = i T Design ‘f_\:hdm
- M Normal | Mo Spacing  Headline 1 Headline 2 & Properties
General Edit Formatting Paragraph Document
Objects #  Emergency Manuzl :
@ Inventory T T A T A S Ribbon ¥ General
[ Docusnap Ltd 2 L t L C t ¥ Current Date
82 Contacts " - f% Current Time
@ T Envirenment - % Current Page Number
139 docusnzp.intsrn - X Number of Pages
@9 docusnap.internal X Current System
& Viorkstations | Document Properties
7 Servers b Name
B Linux T[ = Auther
= Mac L= Date Created
¥ SNMP Systems ﬂ =L Date Modified
- cFs Document
- M Systems g
b Ja System Groups T[
++ P Virtualization
& |F Systems 1'|'
+ O "aDs
i B4 Neiwork Services
+ P, Applicition Serv 1-[
3 Database Server Objects .
) Summary Document Outline Emergency -Manualq| Variables
+[i) Reports
“z Visuslization I
B 1T Assets
#3 Visualization T
@& Documents
& Relions Version xxfrom 10.09.2013
#% Licenses 1
@& Permissions
@ Organization 1
[dassification}f
1
1
v
< >
utline |Object 1/3 17 Task NUM 80% (2 o)
) Error List
Description L
Classification

A1 Classification

Ribbons

The Ribbons allow you to define the settings for formatting, content, and view, etc.
of your concept.

Document

Use the document area to create your concept. In this area, you can enter the text
and drag all elements such as reports, data elements, etc. there.

Objects

The Objects window displays all Explorers from the various modules. From this
area, you can drag documents, reports, data elements, etc. and drop them into

your concept.

Document Outline

The Document Outline window lists the headings to which one of the Headline
styles is assigned. By clicking on a heading here, you can jump to the corresponding
section in your document. This way, it is easier to navigate in your document,
especially if it is large.

Variables
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9.2.3

The Variables window provides variables you can insert into your concept. The
variables can also be inserted by clicking the Variable button from the Insert
ribbon.

Tasks

If Placeholders were defined for a document, a description of each placeholder will
be displayed in the Tasks window. Click the respective button in the Tasks window
to open the selection window for data which is available for this placeholder. Once
you have selected the data, it replaces the placeholder.

Error List

By clicking the Validate button, you can check the concept for validity. Any errors
found will be displayed in the error list. An error is present if, e.g., an inserted
relation was deleted or if a report does not exist any longer.

Layout

The windows can be arranged as desired by dragging and dropping. The position of
each window is saved locally and will be remembered each time you open the
Concept Editor.

Text

The text you enter can be edited the same way as in other word processors. The
buttons on the Insert ribbon allow you to embed additional tables, variables,
headers and footers, or hyperlinks.

Variables

It is possible to use variables in your text and place information such as the date
and time, page numbers, but also information about the concept such as the
author or the creation date in your concept. Clicking the Variable button on the
Insert ribbon opens a dialog where you can select the desired variable.
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Vanables

- 4% General
1*5 Current Date
1:; Current Time:
1:; Current Page Mumber
1:; MNumber of Pages
1:; Current System
-+ =] Document Properties
- = Name
- fythor
- =" Date Created
- = Date Modified

Alternatively, variables may also be dragged from the Variables window on the
right-hand side of the Concept Editor and dropped onto the document.

Header and Footer

You can also add headers and footers to your concept. Use the Header and Footer
buttons to open the additional Header and Footer ribbon.

Clicking the Header button opens a header area in the document where you can
enter the desired data. Proceed the same way for creating footers. To format your
entries, use the existing ribbons.

By enabling the Different First Page option, a different header and/or footer can be
created for the first page of the concept.

If a concept has multiple sections, you can enable the Link to Previous checkbox to
use the header and/or footer from the previous section for the current header and/
or footer.

The fields in the Position group can be used to change the header or footer
position.

When you have completed the header and/or footer, you can close the ribbon by
clicking the Close button and continue working in the text area.

Inserting tables

It is possible to insert tables into your concept. To do so, click the Table button.
The Insert Table dialog opens.
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Rows: 5= Columns: 5=

oK Cancel

Here, you can specify the number of rows and columns for the table. Once you have
created the table, the Table Tools ribbon becomes available to edit it.

Other buttons to modify the table such as options to insert columns or rows or to
delete columns, rows or the entire table are can also be found in the Table Tools
ribbon.

Inserting Hyperlinks

Click the Hyperlink button to open the Edit Hyperlink dialog. In the uppermost field,
enter the text to be linked. On the Website or Local File tab, you can either enter a
URL or select a locally saved file. On the Target in this Document tab, you can select
a heading from the current concept to be linked.

After creating the hyperlink, you can use the Settings option from the context

menu of the hyperlink to open the Edit Hyperlink dialog.
i#w | EditHyperlink H x

Linked Text: |Docusnap Homepage
Linked to

Woebsite or Local File  Targetin this Document

hittp:/fwww docusnap.com/’

Ok Cancel
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Picture

It is possible to add pictures to your concept. Click the Picture button to open a
dialog where you can select a picture file to be inserted into the document. When
you select the picture, the additional Picture Tools ribbon displays. To change the
properties of a picture, either click the Settings button in the Picture Tools ribbon
or select Settings from the context menu of the picture.

In Front of Text

In Line with Text Top and Bottom

=<

B=hind Text

Text Alignment

o | eft Center Right

Distance from Text
Top: 0.00=- cm Right

Bottom: Left: 0.00f=| cm

Ok Cancel
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Text Box

To add a text box, click the Text Box button. A text box is an object which allows you
to place and enter text at any desired location in the document. When you select a
text box, the additional Text Box ribbon displays. To change the properties of a text
box, either click the Settings button in the Text Box ribbon or select Settings from

the context menu of the text box.

Behind Text

Text Alignment

& | eft Center

Distance from Text

Top: 0.00= om

Battom: 0,00 cm

Right:

Left:

Right

In Front of Text

0.00

0.00

m

om

Cancel

© 2015 itelio GmbH

Changing Date: 3/23/2015




Concept Page 278

9.24

Quick Parts

Quick parts are stored, reusable contents which can be accessed repeatedly. You
can store AutoText in the AutoText gallery by selecting the text to be reused,
clicking AutoText, and then clicking Save Selection to AutoText Gallery. This opens
the Enter AutoText Title dialog. The name you enter here will be listed in in the
AutoText submenu where it is available for selection. The text saved under this
name can be re-inserted as desired.

o = BB B
= +

Text [Bmek Flaceholder  Footer Header Page Mumber

Box | Pars~ -

|| AutoText P Save Selection to AutoText Gallery

By clicking AutoText and then selecting Configure AutoText, you can open the
dialog for managing the existing AutoText items.

Table of Contents

Click the Table of Contents button to add a table of contents to your concept. The
captions of the individual elements are listed in the table of contents together with
their page number. To create a table of contents, you must apply heading styles to
the text you want to include, e.g. Headline 1, Headline 2, etc. The Concept Editor
scans the concept for these headings and then generates the table of contents.

When you click the Table of Contents button, various designs are displayed that
can be selected for the table of contents.

T E @ =

Table of Table Picture Hyperlink “ariable
Contents -

Table of Contents
L Heading 1
1.1. Heading &
1.1.1. Heading 3

Table of Contents
1. Heading 1
1.1. Heading &

1.1.1. Heading 3

Table of Contents
L. HA@A NG Lo v sie s s a0 s v v v s v s 1

1L Heading 3 e

To update the table of contents, click the Refresh button in the General ribbon.
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9.25

The Report element allows you to insert any report existing in Docusnap into your
concept. When you insert a report covering multiple inventory archive versions,
Docusnap will always add the most recent inventory data to the concept.

To insert a report into the document, either click the Report button from the Insert
ribbon or can drag it from the object tree and drop it directly onto the desired

locati

Report

on in the document.

";.él' Imventory

|2I Docusnap Ltd
ﬁ IT Environment

= :3_; docusnap.internal

A \workstations
;' Servers

-;{'} Linux

M Mac

+ P SNMP Systems
+ {{ CIFs

M Systems

- In System Groups
a Virtualization
: ADS

7 Network Services

-,'.'. Application Servers

=% Database Server
D Reports
J Infrastructure
: . Active Directory
D Group Overview
D Group Overview Recursion
D Offline Systems
D Password Age
D Properties -

Closze
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9.2.6 Data Element

You can insert current data from Docusnap into the concept. This loads table
content into the concept. Any changes to the dataset automatically update the
content.

Click the Data button to open the Select Data dialog. This dialog displays the
existing trees and allows you to select the desired data. If you want to add the
workstations table, for example, select the Workstations heading and click the
Insert button to insert the data into the concept.

@ | Select Data =%
f_t Inventory
|£', Docusnap Ltd
- 82, Contacts
“ IT Environment
o, 39 docusnap.internal
ln- ‘wiorkstations
e WLWSD088
1' Servers
M Linuc
M Mac
- ¥ SNMP Systems
=+ cIFs
M Systems
- In System Groups
a Wirtuzlization
& |P Systems
4 O ADS
1'!‘ Metwork Services
. Application Servers
& Database Server
# Summary
D Reports
7 *3 Visualization
s T Assets
- #12 Visualization

Insert Close

Alternatively, you also can select the desired table content from the Objects
window and insert it by drag & drop. When you drag data from the object tree and
drop it onto the concept, the Data Selection dialog opens. In this dialog, you can
select to add a data element or a variable value.
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Isal Data Sele |
Add Data Element
® Add Variable Field
Column Walue
MName docusnap
Restrict &ccess MULTI_USER
Recovery Model FULL
Collation Latin1_General _Cl_AS
|pdatability READ_WRITE
Yersion SGEL Server 2005
Sort Crder 0
Flags |sfutoCreateStatistics, IsfAutol)pdateSi
Size 51,75 MB
Owner LE
Diate Created 28.01.2014
Chabrio FikIIME
4 [

After the table with its data has been inserted into the concept, you can adjust the
way its content will be output. When you select the data element, an additional
Data Element ribbon displays. By clicking the Settings button or by selecting the
Settings option in the context menu of the data element, you can open the
Manage Data Elements window. You can drag and drop columns to a different
position. The Add Row button allows you to add another row. You can move the
columns to this row. By clicking the Delete Row button, you can remove the
bottom row and distribute the columns which are still part of that row to the

remaining rows.

With the Column Options button, you can select the columns to be displayed.
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9.2.7

& mEPS
Hame Restrictaccess |Recovery Model |Collation Updatability Options
Version SortOrder Flags Size Owner 2dd Row
Date Created Status Compatibility Level | LastDatabase Bac...

Delete Row
Filter
Name Restrict Access |~ Recovery Model Collation Updatability
Version Sort Order Flags Size Owner Columns
Date Created Status Compatibility Level LastDatabase Badmp # 1 Name
docusnap MULTI_USER FULL Latinl_ General CI READ WRITE 7] =3 Restrict Access
AS —
- #| 5 Recovery Model
SQL Server2005 0 IsAutoCreateStati 5175 MB sa 711 Collstion
stics, — .
IsAutoUpdateStat +| ] Updatability
stics, «| (] Veersion
IsFull T extEnabled 7 1 Sort Order
28012014 ONLINE 5QL Server 2005 28.01.2014 11:55:59 7 —JI Flags
7] 7 Size
+] (] Owner
| ] Date Created
] ] Status
7] 1 Compatibility Level
| =

i Last Database Backup

oK Cancel

The filter allows you to filter the data that will be displayed in the IT concept. The
filter options shown here are similar to the filter in the main window.

Character String

~| decusnap

regex:"{{docusnap))$ v - - -
Name Compare Operators: >, <, <>, = Model Collation
docusnap Latin1_General_CI_AS

File

Apply | |Cancel

Remaove Filter

Updatability
READ_WRITE

Version Sort Order

SQL Server 2005 0

Use the File button to load external data into the concept.

You can insert files of types such as doc, xls, txt, jpg, png, etc. Inserting PDF files,
however, only works to a limited extent. After a PDF file has been inserted, it will be
displayed, but not with its correct formatting. XML files are imported as readable

plain text.

There are two different ways to insert files: To select the desired way, first click the
File button and then select the desired option.
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[(L8
File Tahle of
= Contents -

Ohynamic File

Static File

Dynamic File

When you insert a file as a dynamic file, its content is invariable. This method is
advantageous in that the inserted file will be updated within the concept if the
underlying original file is modified.

Static File

When you insert a file as a static file, its content is added and can subsequently be
modified. In this case, changes to the original file will not be reflected in the
concept.

9.28 Map

Maps can also be integrated into a concept.

Click the Map button in the Insert ribbon to open the Select Map dialog. Here,
you can select a map by expanding the Documents node and selecting the desired
map. Then, click the Insert button to open the associated Documentation wizard.
Now, you can create the map as described in the Documentation section. The
settings you specify in the wizard are only used to create this map within the
concept. They do not affect the maps generated previously in the Documents
module. If you want to modify a map you generated previously, select it and click
the Settings button to reopen the map generation wizard. This allows you to
modify existing map properties. It is also possible to drag and drop the map onto
the output element. This action also opens the map generation wizard.
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[¥y]
il
1!
)
o

"é\" Documents

|; Docusnap Ltd

Network Map

Q Topology Map

Routing Map
;docusnap.internal

Q Active Directory Map

D Active Directory Domain Map
a Active Directory Site Map
- [ DHCP Map

D Exchange Map

a Network Map

B Routing Map

~ | =] Topology Map

- () VMiwfare

a Yen

-8 Hpery

- §1 SAL Servers

3y System Groups

Close
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9.2.9 Relation

Relations created in the Relations module can also be integrated into a concept.

Click the Relation button on the Insert ribbon to open the Select Relation dialog.
There, you can select a relation from the Relations explorer. To add the relation to
your concept, select it and click the Insert button.

:__é_: elect Re | x
- iew Relations
:---I__:I Decusnap Ltd
> é Exchange MailFlow
" 22 nleb Server
Inzert Close
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9.2.10 Datasheet

9.2.11

Overviews and datasheets can also be embedded into a concept.

Click the Datasheet button to open the Select Datasheet dialog. Here, you can
select the desired overview or datasheet. This opens the associated documentation
wizard. The datasheets or overviews can be created as described in the
Documentation chapter. The settings in the wizard are used for creating the
respective overview or datasheet in the output element and do not affect the
existing overviews and datasheets in the Documents module.

Iwwl Select Datashest 0 =

- iew Documents
|J Docusnap Ltd
== B3 docusnap.internal
- |=] Active Directory Users
g Active Directory Groups
- 2] Systems
- 2] Software Overview
- \workstations

=] Workstations
|

L

Servers
=] Servers
;r\ Linuz
=] Linux
- Mac
% Mac
- ¥ SNMP
2] sNmP
-# CFs
—E’I CIFS
- Iu System Groups

Close

If you want to modify this new datasheet or overview, click the Settings button to
reopen the Documentation wizard where you can generate datasheets or
overviews. This allows you to modify existing properties. You can also drag a map
or a datasheet and drop it onto the document. This will also open the
Documentation wizard.

Placeholder

Using placeholders, you can identify the locations where particular information
should be inserted. This allows you to define a structure a user should follow when
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creating a concept.

Creating Placeholders

Click the Placeholder button in the Insert ribbon to open the Insert Placeholder
dialog. A placeholder can be defined for data, reports, maps, text, etc. Select the
desired type from the Element Type dropdown list. The action text you specify is be
displayed in the document before the placeholder will be replaced with the
corresponding data. The Object Filter field allows you to define that, e.g., only
network maps or the data of workstations may be inserted. Click the Select button
to open a window which displays the data available for the selected type. For
example, if you want to insert only workstation data at a certain location, select the
Workstations sub-node and click the OK button. The specified description will be
displayed in the Tasks window at the bottom of the editor. Finally, click OK to add
the placeholder to your document.

& | insert Placeholde o x
Element Type: | Datz -
Action Text: Workstations
Ohbject Filter: Workstations Select
Description: Insert Workstation|

oK Cancel

Applying Placeholders

If a document contains placeholders, they will be highlighted in gray. In the Tasks
window, the description of each placeholder will be displayed. Click the button with
the action text in the Tasks window to open the selection window for the data
which is available for this placeholder. Once you have selected the data, it replaces
the placeholder.
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9.3

9.4

& o Close Weekly Report.dsc - Concept Editor - & X
GENERAL  INSERT ~ PAGELAYOUT — DOCUMENT VARIABLE
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Edit
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To save a concept, click the Save button. This opens a submenu where you can
decide whether to simply save the concept, to save it as a new version, or to save it
as a template. When you select As New Version, the current state of the concept
will be saved as a separate version. Versions are displayed together with their save
date below the concept node in the Docusnap tree view. You can also enter an
additional description. This description is displayed behind the version.

For each concept, you may create up to ten different versions. When this number is
reached and you save a new version, the oldest version will be deleted. To exclude a
version from deletion, you can click the Keep Version button and set this version as
not to be deleted. A version flagged as to be kept will be excluded from the count of
ten versions that can be stored.

Templates

You can save any previously created concept as a template and use it later to create
a new concept based on this template.

Save as Template
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After creating your concept, you can it save as a template for further concepts.
After a click on the Save button, you can select As Template to open the Save
Concept Template dialog. Enter a name for the template in this dialog. The
template will then be saved to the ITConceptTemplates folder under the folder
specified in the local settings or in the team settings. To make the templates
available to multiple users, you need to select the same folder for the team
settings.

The template is created for the language which is selected in the Language field.
After entering the name, you can save the template which will then be available
when creating new concepts.

Il Save Concept Template 0 =
Language: | English -
Select Template

Name | Date Created Date Modified Size
¢ |T-Service Folder 11.07.2014 11:34.54 11.07.2014 11:34:54 5721
' Recovery Flan Senver 11.07.2014 11:36:58 11.07 2074 11:36:58 1582k
1 [ 3
Mame:
Close

Manage Concept Templates

Existing templates can be deleted from the Concept Template dialog that can be
opened by clicking Templates from the Concepts ribbon. In addition, you can add a
description to each template. Use the Language drop-down list to select the
German or the English templates to be listed.
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Concept
é- : = Te plate E x
Language: English -
Select Template
Name | Date Created Date Modified Size
« |T-Service Folder 11.07.2014 11:34:54 11.07.2014 11:34:54 97.21 kB
*  Recovery Plan Server 11.07.2014 11:36:58 11.07 2014 11:36:58 152 kE
Open

Template Description

Delete Cloze

Creating a Document from a Template

When creating a new document, you can either start with an empty document or
select an existing template from the Template list. Depending on the language
selected for the concept, the available templates are offered for selection.

When creating a document, you must specify a name for it. A click on the Create
button creates a new document based on the selected template.
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[]

@ | Create Concept
Concept Name: |Eackup Server Language: English
Template: Template

A__ .4__ A__ =3 5. Recovery Plan -
. : T £+ [A4] 1. Responsibilities
1821 1.1. Responsible System Manager
Empty Document IT-Service Folder Recovery Flan Server . R o )
for the affected p
- Al 13. R ibl forrecovery impl i
e A= - (A 2. R quired Ci far the -gency and regular operation
5 5 2.1. Required Systems
R Plan Emergency Manuzl | 2.2. Interfaces and Dependencies
2.3. Required Infrastructure
£ (AE] 3. Providing the Components
3.1. Internal and external alternatives in emergency operation
P of far gency operation and for regul:
. Repl options or Repl

Restart/ Recovery inemergency and regular operation

41, Recovery Times
4.2 Order for the restart of the IT sy and

. Construction and i llation of the ¥
v
»

ATl R 1 Hardurars sonfimestion

4

Template Description

Create || Cancel
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9.5 Designs

The design selected in the Layout (Cl) dialog will be used for the concept. It is
possible to choose an individual design for each concept. Clicking the Design button
opens the Designs and Styles dialog. There, you can select a design for the currently

open concept.

4 Designs, Styles 0 =
COMCEPTS
Designs
Use Company Designs
HEN ] ||
Black Red Red-Orange Orange  Yellow-Oran.. l Docusnap AG |
L L . docusnap.intern |
Yellow Yellow-Green Green Blue-Green Blue
mm mm mm Microsoft Windows Server 2008
Blue-Violet Violet Red-Violet Grey Name
SMEX0003
SMIID001
SMIIDD02
SMRADD01
oK Cancel
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9.6

Styles

Styles are used to achieve centralized formatting of text.

The Headline 1 through Headline 4 styles are used for headings. In addition, they
are taken into account when creating the Table of contents and for the entries in
the Document Outline window.

The context menu for each style in the Styles group allows you to modify the
formatting. Click the Modify option to open the Change Style dialog. In this dialog,
you can adjust the formatting for the selected style.

® S A x
Font Paraarach
Font: Cambria .
Font Size: |11 .
Formatting Color
Bold ltalic Text: ] .
Underline Strikethrough Text Highlight: ] .
................ . H —
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9.7

Export and Scheduling

Using the Export button, you can export the selected IT concept to various formats.
In the Export Concept dialog, you can enter the name of the file and select the path
and file type to export the concept to.

Iwl Export Concept [ 4

o

Concept Mame:  |Operating Manual

Expaort Path: C:A\DocusnapiDocumentation

i+| Refresh Concent before Export |

Save Version of Old Concept

Select Format
+| Micresoft \word 2007 - 2010 (* docx)
Micresoft Wweord 57 - 2002 (*.doc)
Adobe POF-Document (. pdf)
POF/A-Document (*.pdf)
HTML-Document (~.html)
Rich Text Format (*.rif)

Export Cancel

When creating a concept, you can also use the Scheduling feature. Click the
Schedule as Job button on the Concepts ribbon to launch the Documentation
wizard.

For an description of the basic steps in this wizard, refer to the Basic Steps section
of the Documentation chapter. In the Concepts step, proceed as follows:

Under Export Formats, select the file type to which you want to export the concept.
From the Available Concepts table, you select the concepts to be exported. The
table lists all existing concepts.
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o Documentation E_—

ﬁ Company Selection #| Refresh Concept before Export Save Version of Old Concept
E_il Concepts

Export Formats

+|POF +|DOC #DOCX #|RTF

Available Concepts

Name Created
+| .. Contingency Plan 27.06.2014
'*.. Recovery Flan 27062014
%, Template IT-Service Folder 11.07.2014
%) Template Recovery Plan Server 11.07.2014
%l Operating Manual 27.06.2014

Back Cancel

For proper scheduling, specify a name, the schedule type, the interval, the number
of recurring executions, the starting date and time. Furthermore, the Docusnap
Server must have been configured successfully. For more information on Automatic
Scheduling, refer to the Scheduling chapter.
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ﬁ Company Selection Schedule Task
E_il Concepts

— General Settings
B4 Distribution

Summary Mame: Operating manual Every Week on Sunday at 10:00:00. Schedule will be used on 11.07.2014.
© Scheduling Schedule Type:  [Recurring

Frequency

Interval: Weekly - Monday ‘wednesday Friday Saturday

Recurring every: U= week(s) on: Tuesday Thursday +| Sunday

Frequency per day
® One-time at: i 00:00 =

Every: 1 Start End:

Duration

Start Date: 71172014 ~ = ®)No End Date: End Date:

Back FEinish Cancel
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9.8 Assignment

The Assign button in the Concepts ribbon allows you to insert existing concepts
and directories at any desired position in the Explorer. To assign a concept, select it
and click the Assign button to open the following dialog.

Existing Meta Objects

Imventory -

- L [} Docusnap Lid

82, Contacts

. &L T Environment
E B3 docusnap.internal
; W workstations
i Senvers
B Linee
M Mac
L¥ SNMP Systems
M crs
B cystems

s System Groups
a Virtuslization
'ﬁ IP Systems

ADS

? .i: Metwork Services

A Apolication Servers

Save Close

Use the drop-down list to select the desired Explorer and tick the checkbox for the
hierarchical level where you want to insert the concept or the directory. The
inserted concept or directory is always located directly below the desired node in
the selected Explorer.
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10 IT Assets

Using the IT Assets functionality, it is possible to inventory systems which cannot
be scanned automatically by Docusnap. This can be done manually or by data

Import.

Docusnap comes with different predefined IT asset types. They can be extended and
added to, as required, by creating additional types or classes with minimum effort.
Docusnap generates the required data entry screens automatically.

The different IT assets can be embedded into concepts, relations, reports, and
maps.

10.1 Create IT Assets

IT assets are created from the Inventory tree view. In the first step, create a
directory under the IT Assets heading. Then, you can create the IT assets under this
directory by clicking the New button and selecting the desired category. It is
possible to clone existing IT assets. When you clone an IT asset, all values except the
value defined for the display field will be copied.

o

INVENTORY DOCUMENTS  SCHEDULING DATA

EEE 2 Vindows @@ CIFS "j VMware  MJIIS O Exchange [ Active Directay f8:DNS g Configuration
Network ',_-:’ SHMP é’) Linux Oth ﬂH‘,’per-V E SharePoint SQL Server '39 ADS Synchronization ;t DHCP  {% System Groups
wo er
Scan  EmIPSegment ™ Mac  Sources~ QXenCenter &) Backup Exec @ Oracle DB T1ors I3 Snapshots
Inventory Application Server Metwork Services Other
“Oilew v bl Save X Delete| P &) Data (2)
Directory Title
Infrastructure  » Apple
Genersl v Windows Phone
IT Systems 3 POS Systems  »
=t : IT Lssets Mobile Phones  » Apple » B iPhone
=g Datac; Tablets 3 Windows Phone  »
=3 Smartphone Android 3
£ Apple Blackberry »
& Windows Phone m
L Tablet
=3 D Reporis

[+ *i7 Visualization

In addition to creating IT assets manually, you can import the content of CSV files
as IT assets using the Data Import feature.

Under the IT Assets heading in the tree structure, you can open the Reports node
where two reports are displayed which list the values of the IT assets.
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IT Correlation

11

11.1

IT Correlation

IT Correlations are used to visualize and evaluate IT relationships between IT
objects and can be accessed by using the drill-down function.

The correlations between the IT objects are defined in Docusnap Management. To
identify the connection between two objects, the IT Correlation is defined between
selected values of these objects. Then the possible IT Correlations are displayed, if
matching objects are found for the definition.

The IT Correlations are displayed in Docusnap in the Analysis tab if, for the selected
object, a correlation is found. From this object, the user can start the evaluation of
any or all IT Correlations.

For example, a correlation between the inventory workstations and virtual
machines in the VMware, or between the Active Directory users and mailboxes on
the Exchange server, are defined. Several definitions of IT Correlations are already
included in Docusnap.

Using IT Correlation

Every IT Correlation has a start object. For this object all the correlating objects are
displayed. If for the selected object an IT Correlation is defined, the corresponding
objects are displayed in the Analysis tab. Additional to the directly dependent
objects further IT Correlations can be shown.

Use the context menu of the object or the IT Correlations ribbon to resolve IT
Correlations or groups of the object. Additionally, hierarchical ancestors and
descendants of the objects can be added. Via the Level buttons in the ribbon and
the entry Resolve context menu you can determine how many levels of IT
Correlations should be displayed. This drill-down functionality simplifies the
analysis, since you can work through layer by layer.
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@& | Dec
a (J, 'E: 47 Add Ancestor I:El 5 o 2 2levels

#1 Add Descendant = 2 3levels
Export Reset  Layout~ Relation= Group~  Mext

Levd 3 4 Levels

ap 6.2 - F X
JENTORY DOCUMENTS ~ SCHEDULING DATA [T CORRELATIONS

General Arrangs Analyse Resolve Automatically
i} I Save X Delete| P 1@ © ~ Datz (1) |Editor |Analysis | Documents | Comments (0) |Finance (0) | Passwords (0) | Contracts(0) | Reminders (0)
- Docusnap Ltd

[} 8, Contacts “
- @ IT Environment =
3 B3 docusnap.intern

- 39 docusnap.internal

[1- e \orkstations

& 1 Servers

i1 sBEx0001

1 sBPso001

7 sisaonoz

i sLocooot

¥ sLsqooot

¥ sLTsoom

1 3 Linux

&3 & Mac

3 &¥ SNMP Systems
e cFs

1 M Systems

[ |a System Groups
- @ Viruslization
G- % |P Systems

& ADS

(3 77 Network Services
1 L, Application Servers
[1- [ Database Server
- 42 Summary

[ o) Reports

£ %3 Visualization

O (& IT Assets

- # Visuzlization

B

(oI}

Inventory Documents Licenses Permissions Relations Concepts Organization

[ Inventory Status: @ Inactive | [ Docusnap Server: (@) not configured | (5] Database Connections =

Depending on the selected algorithm the arrangement of the objects changes
accordingly.
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@ k!‘f k!‘f

i3

Circular

v

Other

&

Click the Export button to export the IT Correlations and the added relations into a
file.

11.2 Create IT Correlation

The IT Correlations are configured in Docusnap Management in the IT Correlations
ribbon. Click the Relations button to open the tabs to define IT Correlations.

IT Correlations
You can create new IT Correlations or alter existing ones.

Click the New button to create a new IT Correlation. Every IT Correlation has a name
and a description in German and English. Every IT Correlation it can be defined by
what kind of relationship it is. For different types of relationships, different line
formats and colors are used.

Every IT Correlation has a start object (Start Type) and a result object (Result Type).
These two objects are compared according to the defined filter.

Filter

In the filter, the IT Correlation is defined. In the Field column, all the tables and
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columns of the selected starting object and the hierarchical parent and child objects
are displayed. In the Value column, all the tables and columns of the selected result
object, as well as the hierarchical parent and child objects, are available for
selection.

The selected columns in the Field column are used for the comparison, eg. column
ObjectPath of the table tADSObject. In the Value column, the column is chosen
which identifies the result object to be compared with, for example, the column
Objectidentity of the table vExchangeMailboxRec. In this example for each Active
Directory user account the corresponding Exchange mailboxes are displayed.

Use the Operator column to define the desired relation between startup type and
result type.

The comparison of the data does not take domains and companies into
consideration. If the filter compares only the name and not the corresponding ID,
then objects from other companies or domains could be accidently displayed as IT
Correlations. In this case you should include a filter, which compares the DomainID
or the AccountID of the relevant tables.

The filter conditions can be grouped and linked with either And or Or.

If you want to display workstations and servers as IT correlations for an
u object two IT Correlations have to be defined. One relation for
workstations and one for servers.

The IT dependencies are defined in one direction, from the start to the
result object. To display the start object at the result object, an additional
IT Correlation must be defined that shows this relation.

Conditional Message

Use conditional messages to define how many result objects should be found.
When the condition is true, then the icon and the defined message will be displayed
in the diagram of the IT Correlation.

Check the checkbox Activate Message to create a message for the IT Correlation.
You can define if the number of result objects should be greater than, less than or
equal to the specified value to display the message. Select in the field Message
Type which icon (Info, Warning, Error) should be displayed with the message. For
every message you can enter an English or German text.
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IT Correlation

@ | Docusnap
Close Manage:

& Export Definition
= 6

T % Import Definition
Relations Groups

ENERAL

General
Correlations
Name: Exchange_User
German Text  |ADS Benutzer zu Exchange Postfach

SeiTyoe [ 2, User -

HNew Delete | [ Smve

=3 DHCP_ServerActiveLeases
23 Exchange_User

=3 ExchangeDB_2_Server
22 Mailbox_2_Database

213 Wks_DNS

IT ASSETS RELATIONS IT CORRELATIONS

Relation: Default
English Text:  |ADS User to Exchange Mailbax

Result Type: [ @3 Mailbax

LICENSEMANAGEMENT

Filter

H=| andior | Field Operator Value
= X tADSObject ObjectPath -
+ x And  ~ | tAccourts.Accourt|D -

Conditional Message

7] Activate Message Message Type: |Information

Show Message if Resulis are

German Text:  |Kein Postfach vorhanden.

English Text: No mailbox available

~  tAccounts.AccourtID

+ | vExchangeMaiboxRec Objectldentty v

Group

Groups are used to group multiple IT Correlations. Thereby the diagram in the
Analysis tab will be less crowded. IT Correlations which have the same start object
can be grouped together.

QR b e GENERAL  INVENTORY

Export Definition
-
D? @®

. % Import Definition
Relations | Groups

General
Groups
Name Services
German Text: | Dienste
English Text: | Services

New Delete Save

All Groups

- I DHCP
DHCP_Snv
DHCP_wks
DNS
DNS_Srv
DNS_Wwks
Exchange
Host_Activeleases
Services
saL
saL
Virtualisierung

CUSTOMIZING ~ ITASSETS  RELATIONS

IT CORRELATIONS | LICENSEMANAGEMENT

DHCP_Serverfchivel eases
ExchangeDB_2_Server
Mailbox_2_Database
Srv_OHCP

Srv_ONS

Srv_VM

Svc_2_Server
Sve_2_wks
Sve_2_Workstation
Usr_2_Exchange
Usr_2_SQLLogin
Usr_2_Sve
Usr_2_Svel

=3 Wks_DHCP

=3 Wwks_DNS

Export / Import Definitions

Click the Export Definition button to export the IT Correlations to a file. Firstly, this
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is to secure the user-defined IT Correlations. Secondly, they can be imported into
another Docusnap installation later. This is especially interesting when different IT
networks and thus different Docusnap installations are in use. Click the Import
Definition button to import the IT Correlations from a file. In this way, once defined
IT Correlations can easily be reused elsewhere.
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12

Docusnap Server

The server component of Docusnap allows you to fully automate processes, such as
creating an inventory or the associated documentation. This section explains the
underlying concept and the configuration of Docusnap Server.

_ Docusnap 6.2 _
L Docusnap 6.2 Server

*  Server Configuration
* Job Creation * Job Execution

* Job Processing

* Job Status
Docusnap

Database

Docusnap

To create, process or monitor jobs, you will use the Docusnap application. The
Scheduling step is available in the wizards (see Scheduling). In the Scheduling step,
you can schedule the automated execution of the current inventory or
documentation job for later or repeated execution. The jobs will be saved in the
Docusnap database and are immediately available for execution by the Docusnap
Server.

The Job Management dialog allows you to edit, monitor, delete and, if necessary,
start the scheduled jobs (see Job Management).
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Docusnap Server

12.1

Docusnap Server

The Docusnap Server is installed as a Windows service and is therefore the central
element for the timed execution of scheduled jobs. The Docusnap Server can be
configured using the Configuration wizard in Docusnap. The Docusnap server can
also be configured during the first start Docusnap. The configuration wizard can
also be launched from the Configuration button in the Scheduling ribbon during
operation.

As already described previously, the jobs are configured, scheduled and saved in
the Docusnap database. The jobs will be loaded by the Docusnap Server upon
startup or during normal operation and executed as scheduled.

By default, the Docusnap Server service will be installed using the

local system account. At this point, make sure that the specified
= account has sufficient access rights to the SQL Server, since

otherwise, the Docusnap Server service cannot be started.

The Docusnap Server can only be used, if a SQL Server database is

' selected. The use of the local database (Microsoft Server Express
® LocalDB) is not supported.
Configuration

Click the Configuration button in the Docusnap Server group of the Scheduling
ribbon to open the configuration dialog for the Docusnap Server.

Server Start Settings

Select the startup type Manual or Automatic for the service in the Server Start
Settings step.

In addition, you can turn on the debug mode for the Docusnap Server here.

By default the service runs under the system local account. To ensure the
connection to the database, it is recommended to provide a SQL Server
Authentication in the wizard step Server Database.
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* 3 Server Start Settings

o'g Server Database

- 0 X
Configure Docusnap Server:
General
Startup Type: | Automatic - Language: English -

Change Server Login
User:

Password:

Remark: If no user and password is entered, Docusnap Server uses the local system account. If the systemaccount doesn't have
permissions for the database, Docusnap Server exits with an error.

Debugging

Enable Debug Mode

Cancel

- 0 x
Configure Docusnap Server:
General
Startup Type:  |Automatic - Language: English -

Change Server Login
User: docusnapadministrator

Password:

| Execute Inventory in Own Process

Remark: To start the inventory in an own process, the local security policies "Replace a process level token” and “Log on as a service’
are required for the specified user. For further information, refer to the help manual (F1).

Debugging

| Enzble Debug Mode

Debug Level: Log everything -

Target Storage Location: | Database - Reset Log

Mext Cancel
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Docusnap Server

In order to execute a correct inventory, the local security policies
' Replace a pocess level token and Log on as service must be set for
® the specified user, if a specified user is defined.

Check the checkbox Execute Inventory in Own Process to confirm
that the security policy has been set.

If a user is entered, but the local security policy has not been set or
the checkbox has not been checked, than several inventory
processes might not be executed correctly.

E Local Security Policy M= B3|

File Action ew Help

e 20| XE > B0

i Security Settings Policy | Security Setting | ;I
& Account Policies Change the time zone LOCAL SERVICE, Administrators
B [g Local Policies Create a pagefile Adriristrators

3 it Policy Create a token object

4 User Rights Assignment Create global obiects LOCAL SERVICE, NETWORK SERVICE, Administrators, SERVICE

2 Securit_y Option.s . Create permanent shared objects
= Windwis Elrawal\ with Ad.vtanced securicy Create symbaolic links Administrators

j Metwork Lisk Manager Policies .

Debug programs Administrators

“| Public Key Policies

~| Software Restriction Policies

| Application Contral Policies

lg IP Security Policies on Local Computer
| Advanced Audit Policy Configuration Deny log on locally

Denvy log on through Remaote Deskkop Services

Enable camputer and user accounts ko be trusted for delegation

Deny access ko this computer from the network,
Deny log on as a batch job

B H B

Deny log on as a service

=

Force shukdown from a remote syskem Administrators

Generate security audits LOCAL SERVICE, NETWORK SERVICE, Classic \MNET AppPoal,Defau. ..

Impersonate a clent after authentication LOCAL SERVICE, NETWORK SERVICE, Administrators, [IS_IUSRS,S...

Increase a process working set Users

Increase scheduling priority Administrators

Load and urload device drivers Administrators

Lock pages in memory

Log on as a batch job Administrators, Backup Operators, Performance Log Users, I15_TU...
152 Log on as a service NT SERVICE\ALL SERVICES, DOCUSNAP, Administratar, Defaultap... |

Manage auditing and security log Administrators

Modify an object label

Modify firrware environment values Administrators

Ferform volume maintenance tasks Administrators

Prafile single process Administrators

Profile system perfarmance Adminiskrators, MT SERYICE\wdiServiceHost

Administrators
ERYICE,LOCAL SERVICE, MAPAdministratar, . ..

Remove compuker From docking station

Administrators, Backup Operatars
Shut down the system Administrators, Backup Operatars
Synchronize directory service data
Take ownership of files or other objects Administrators

L«

Kl [+]

Server Database

The Docusnap database is the key element for performing the jobs. It holds the jobs
to be processed by the Docusnap Server.

If you run multiple Docusnap Server instances, the following rules apply:

= [f multiple Docusnap Servers connect to the same database, the jobs will be
executed by the server component which had been first to register with the
database.

= |f you terminate the Docusnap Server which had registered first, the jobs will be
performed by the Docusnap Server which had been second to register.
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By default, the Docusnap Server service will be installed using the
' local system account. At this point, make sure that the specified
* account has sufficient access rights to the SQL Server, since

otherwise, the Docusnap Server service cannot be started.

By default, the timeout for database queries is 30 seconds. For large databases,
however, it may happen that database queries take longer. To execute these
gueries nonetheless, the query timeout can be increased.

The change of the Timeout will be stored in a configuration file
u located on the computer where Docusnap is running and will be
used for every connection to a database.

-~ Configuration - 0 =

PH Server Start Settings Please select a database:

# Server Database
Microsoft 5QL Server Database

SGL Server-Authenticati -

SQL Server: | SQL-Server - | User Name: 53
Database: Dhcusnap Fassword: -
hema updated flly | E—— Connect Create
Settings
Query Timeout in Seconds: W
Encryption Module
Encryption: Disabled ) Select Existing File

Encryption File:  |C:\Docusnap*Crypt'\DocusnapCrypt.der

0 Database opened successfully Back Cancel

Server Mail Settings

Docusnap provides notifications for particular occasions, e.g. when a contract has
expired. These notifications are sent out by e-mail.

In the SMTP Settings group, you can enter the SMTP server data and select
additional options for authentication and SSL encryption. If the SMTP server
requires authentication, the User and Password text fields will be enabled so that
you can enter the required information.

After you have entered a value in the SMTP Server or User field, click the Check
Settings button to send an e-mail to a test recipient to verify the e-mail settings
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specified here. Only if this test was successful, the Next button will be enabled so
that you can go to the next step.

If you do not want to use the e-mail settings, leave the corresponding text fields
blank or disable this step by removing the checkmark from the Configure Email
Settings checkbox.

g Configuration - 0 x

BB Server Start Settings #| Configure Email Settings:

+8 Server Database

. . SMTP Settings
[ Server Mail Settings

SMTP Server.  |Emailserver docusnap intem X
| Server Requires Authentication SSL Encryption B
External Email Provider
Authentication
User: docusnap X
Password: |~ X
Sender
Sender:  |docusnapserver@docusnap com
Check Settings
Test Address:  |info@docusnap .com| Check Settings

Back Next Cancel

Server Settings

Use the Documentation Path field to specify the location where the documents

(overviews and datasheets) will be stored by the Docusnap Server. Click the
button to select the folder for storing the documents.

When creating the documentation, Docusnap uses the system account permissions
for executing the service. For this reason, make sure that the system account has a
write permission to the selected documentation path. Alternatively, you can specify
a user or service account with sufficient permissions for the Docusnap Server
Windows service.

The files and templates used by Docusnap may either be stored on the local hard
disk, on a server or on another computer in the network. To obtain consistent
results, the same team settings path is used for the Docusnap client and Docusnap
Server. If the path is changed in the options dialog, it will be changed for the
Docusnap Server and vice versa, when both are connected to the same database. If
no path was selected for the Team Settings or if that path no longer exists, the path
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specified for the Local Settings will be used.

The IT concepts you created are saved under the IT Concept path.

- The Docusnap Server only supports UNC addresses for the path
u specifications to be used.

When creating the documentation, Docusnap relies on templates. During the
configuration, Docusnap loads these templates into the local or team settings
directory. If neither path is available at the time when the job is processed,
Docusnap will use the templates from the program directory.

el Configuration - 8 x
P Server Start Settings Define Docusnap Server Settings:
o'g Server Database
) . Documentation
B4 Server Mail Settings
= . Documentation Path: | C:\Docusnap‘\Dochmentation (7]
é@ Server Settings P !
Settings
Team Settings: | “\FileserverDocusnap*Team 9
Local Settings:  |C:\Docusnap'Local 0
Back FEinish

Click the Finish button to apply the settings and start the Docusnap Server.

Job Management

The Job Management feature in Docusnap provides advanced management options
for your jobs. Click the Jobs button in the Scheduling ribbon, to open the dialog for
organizing and editing jobs.

This dialog displays all jobs defined for the database selected in Docusnap. The
Scheduled Jobs list shows the scheduled jobs including the most important details,
such as Type, Creation Date, Last Execution. If the job has been executed before, its
results will be displayed in the Job Details.
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The Cancel, Delete, and Start Now buttons to the right of the Schedule Jobs list
allow you to manage the configured tasks. You can abort an active job by clicking
the © Cancel pytton. To delete a job from the database, select it and click the
X Delete button. Clicking the © StartNow putton immediately starts the selected job,
provided that no other job is currently in progress. When you click the = Edit
button, the scheduled job will be opened in its associated wizard where you can
edit it.

Scheduled Jobs

Name Job Status Type Progress Creation Date Last Execution Next Execution Filter
Active Directony scheduled Inventony 30.06201413:1520 01.07201416:06:12 120720140700 | ¥ Enzble Filter
O  Create Documentation executing Documentation I 14% 26062014 03:06:13  11.07.2014 1410:23  13.07.2014 16:0(

Linue scheduled Inventory 30.06:201413:30:55  30.06.201413:31:16  13.07.2014 04:00
SNMP scheduled Inventory 30.06.2014 133214 10072014 1215:04  12.07.2014 12:15
SGL Server scheduled Inventory 30.06:201413:35:57 30.06.2014 13:43:16  12.07 2014 04:00 Other
b
‘wiindows scheduled Inventory 30.06:2014 13:46:02  10.07.2014 12:30:03  13.07.2014 12:3(, Excel Export
F o Cancel
X Delete
9 Edit
o Start Mow
¥l Server Status
4 4
Job Details

‘windows

i |= Description: Every Week on Tuesday, Thursday, Sunday at 12:30:00. Schedule will be used on 20.06.2014.
-2k Date: 10.07.2014 12:30:16 required Time: 00:04:39 |Report

-2 Date: 02.07.2014 12:30:12 required Time: 00:04:23 |Report

+' Date: 01.07.2014 12:30:17 required Time: 00:02:53 | Report

58 Date: 30.06.2014 13:46:19 required Time: 00:02:40 |Report

Close

Server Status

The current status of the Server service and the database to which it is currently
connected will be displayed when you click the Server Status button.

The Server Status pane reflects the current status of the Docusnap Server. You can
control the Docusnap Server service by means of the Stop and Restart buttons. If
the advanced user management feature is enabled, you will not be able to start and
stop services manually (no permission). For this reason, when you attempt to start
or stop the Docusnap Server, the Windows User Account Control opens so that you
can run the service as an administrator.

Every ten seconds, Docusnap checks the status of the Docusnap
u Server service. This may cause delays in outputting the current
status.
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12.3

Automation

In Docusnap, you can schedule various jobs and tasks (inventory, documentation,
etc.) and have the Docusnap Server execute them automatically at a later time.

The following tasks can be performed automatically by the Docusnap Server:

Inventory

Inventory of Windows systems, SNMP systems, Linux systems, Mac systems, IP
segments, offline systems, CIFS, VMware infrastructures, Hyper-V, XenCenter, IIS,
Exchange Server, SQL Server, Active Directory, DHCP servers, DNS servers,
SharePoint, Oracle, Backup Exec and DFS.

XML Import

By executing DocusnapScript.exe you can save the information from a particular
system in an XML file. The location for these files can be defined by means of
various parameters in the DocusnapScript.exe file. For example, you can use the
logon script to define the share to be used for saving these files when
DocusnapScript.exe is executed. These files can be automatically retrieved and
imported through the automation of this process. For details on this topic, refer to
the Importing Scripts section.

Permission Analysis

You can schedule the inventory of NTFS permissions and the creation of the
associated documentation for a particular date and time.

Documentation

Datasheets and overviews can be created automatically in the documentation
process.

IT Concepts

The server also allows the time-controlled creation of IT concepts.

Notifications

The Notification feature sends an e-mail, for example, when a license or contract
expires.

Reports

It is possible to schedule the creation of reports and have them created at any
desired time. The reports will be exported in the selected format.
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Docusnap Connect

It is also possible to schedule the export of data to SQL databases, XML files, or CSV
files.

12.4 Logging

The debug mode helps you to obtain supporting information in case of problems.
This information will be used by the Docusnap Support Team for efficient
troubleshooting. Once this mode is enabled, any errors as well as additional
information will be saved in the database. For more information on this topic, refer
to the Troubleshooting chapter.

The debug mode for the Docusnap Server can be enabled in the first step of the
Configuration wizard.

Enabling debug mode results in a multitude of debug information
being recorded in the database. Make sure to enable this mode
only in case of need, as it dramatically reduces the performance of
Docusnap due to the analysis executed at runtime.

W —
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13

13.1

Docusnap Connect

Data from Docusnap can be exported and made available for processing in other
applications.

You can either export the data to an SQL or MySQL database or save it as an XML,
CSV or Excel file.

Schedule Package

Once you configured your packages, you can schedule their export. The data can
either be exported immediately or at a later time using the Docusnap Server.

Schedule Package

Once you configured the packages in Docusnap Management, you can export the
corresponding data.

Click the Schedule Package button in the Scheduling ribbon to launch the
Docusnap Connect wizard. In the first step, select the package to be exported. To do
so, click the New button. Then, save your selection and configure the target.

You can select as many packages for export as desired. In addition, it is possible to
export them to different targets.

To open the target configuration dialog, click the Edit button.
® | Docusnap Connect 0 x
- Export Export Configurations

Predefined Configuration
Configuration: Windows systems - New Save Delete

Display Name: Windows systems

Configuration Selection

Display Name Configuration Name Description Edit Target

| % Windows systems ‘Windows systems

! Target not configured Cancel
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Configuring Docusnap Connect Targets

You can export the data to an SQL or MySQL database or save it as an XML, CSV or
Excel file from within Docusnap. First, select the target in the Target Selection field.
In the Language field, select the language in which you want the references to be
written.

sQL

Before you can export the data to an SQL database, the connection to the SQL
server and the desired database must be checked. If the specified database does
not exist on the SQL server, it may be created. When exporting data to an SQL
database, you can specify whether previously exported data should be updated or if
you want to delete all data and populate the tables with the new export data.

Isel Docusnap Connect 0 %
Target Selection: |SOL Language: |English SQL Server

Microsoft QL Server Datenbank

SGL Server SQL-Server Authentication: | Windows-Auth
Database: Docusnap| User Name:

Password:

Create Connect

Verarbeitung

# Delete all Data before Updating the Table

Update Data in Target Table

Close Cancel
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XML

When exporting data to an XLM file, you must specify its name and path. By
enabling the Create Archive Folder checkbox, you can move older files to an archive
folder. For the output, you can select a plain format or XML Dataset.

W | Docusnap Connec [
Target Selection: | XML Language: |English XML

Datei
File Windows Systems

Path:  |C:\Docusnap“Export

Create Archive Folder

XML Ausgabe
@ Flain

XML Dataset

Close Cancel
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csv

When exporting data to a CSV file, you must specify its name and path. In the
Separate Fields with field, you can specify the field separator. The character you
specify in the Text Qualifier field defines all text between two occurrences of this
character as a unit. By ticking the Column Name in First Row checkbox, you can
specify that the column names will be included in the output.

When you configure your package so that data will be exported to multiple tables, a
separate CSV file will be created for each table.

Isel Docusnap Connect [m]
Target Selection: |CSV Language: |English csv

Datei

File Windows Systems
CRLC\Docusnzp \Expor]

Create Archive Folder

Formatierung

Separate Fields with:
Text Qualifier:

+#| Column Name infirst Row

Close Cancel

Excel

When exporting data to an Excel file, you must specify its name and path. By
enabling the Create Archive Folder checkbox, you can move older files to an archive
folder. If during configuration you decide to distribute the data output to multiple
tables, a separate worksheet is created in the Excel file for each table.
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Target Selection: |Excel Language: |English Excel

Datei
File Windows Systems

Path:  |C:\Docusnap'Expor]|

Create Archive Folder

Close Cancel

MySQL
Before you can export the data to a MySQL database, the connection to the MySQL
server and the desired database must be checked. If the specified database does
not exist on the MySQL server, you create it in this dialog. When exporting data to a
MySQL database, you can specify if previously exported data should be updated or
if you want to delete all data and populate the tables with the new export data.

The Driver drop-down list lists all installed MySQL ODBC drivers.

The MySQL ODBC driver is not supplied with Docusnap and must be

u installed manually. You can download the driver from the MySQL
website. Follow the instructions and make sure you download and
install the correct version.

Docusnap requires the 64-bit version of the MySQL ODBC driver for
a 64-bit operating system and the 32-bit version of the MySQL
ODBC driver for a 32-bit operating system. There are some known
problems with the 3.51 version of the 64-Bit ODBC Driver. Please
install version 5.3 or higher.
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el Decusnap Connect " ox
Target Selection: |MySQL Language: |English Formatting: |System default
MY SQL Server Database
Diriver: MySQLODEC 5.3 ANSI Driver - User Name:  |admin
SQL Server:  |sdevsqglll Password: -
Database: Docusnap Port: 3306
Create Connect

Options
® Delete all Data before Updating the Table

Update Data in Target Table

Close Cancel

Summary

The Summary page shows all packages to be exported.

Scheduling

By using the Scheduling feature, you can specify that the automatic start of the
data export starts at a later time.

In order to use this feature, the Docusnap Server component must be configured
for this database on a system in the network.

Status

After the export has started, the dialog will display its progress. To abort the export
process, click the Cancel button. All packages flagged as Completed have already
been exported. They will not be deleted.

Final Report

The final report shows which packages could be exported successfully. To exit the
wizard, click the Close button.
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14

14.1

Data Import

To process large data volumes which cannot be inventoried in Docusnap, you can
use the data import feature. It allows you to import data which have been stored in
a CSV file to Docusnap.

This data can be imported to IT assets, extensions, and any desired tables.
Wizard

Click the Data Import (csv) button in the Data ribbon to open the data import
wizard.

Import

In the first step, you can specify where to import the data. The following options
are available: IT Assets, Extensions, and Table. Under IT Assets, all existing classes
can be selected as the target. For the import to tables, you can select any available
real tables. Under Extensions, you can select the Comments, Finances, Reminders,
Contracts, or Passwords category. The import of passwords is only possible if an
encryption file has been selected.

o Data Import 0 x

% Import Import Definition

Table
®|T Assets iPhone -

Extensions

Cancel

Source

Once you have selected the import type, specify the import file in the next step. The
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preview shows the first ten entries of the selected file. In the Delimiter group, you
an specify the character used as separator for the data. The character specified in
the Text Qualifier field defines all text between two occurrences of this character as
a unit. Tick the First Row as Header checkbox to specify that the first row contains
headers that should not be treated as data.

iwwl Data Import O x

¥ Import Source

+ﬁ Source
Select File

File |C:\Docusnap“iPhonelist.csv

Delimiter
TabStop Space Comma +| Semicolon Other:
Options
Text Qualifier:  |" - First Row as Header
Preview
» MName ModelMName SerialMumber Memory Q5Version IMEI

iPhone_{1 iPhone 5 GH4BGHZ13H51 |1GB 712 579246154564
iPhone_02 iPhone 5 J25Z4GH4HI58 | 1GB 712 983223478956
iPhone_03 iPhone 5 VD5DF452E5E2 | 1GB 712 767878543562
iPhone_04 iPhone 5 014407542121 1GB 712 711643646733
iPhone_05 iPhone 5 JKBATZE4HG12  |1GB 71 468743546475
iPhone_06 iPhone 5s SESDGH47DFJ8 | 1GB 712 314684643347
iPhone_07 iPhone 5s D1GFN346GF45 | 1GB 711 348761346764
iPhone_08 iPhone 5s ERZ546546F547 | 1GB 712 697634316834
iPhone_09 iPhone 5s TRZJKL43ZUS8E |1GB 712 578845854544

Back Next Cancel

Target

The window for the Target step is only shown when you import IT assets or
extensions.

= |IT Assets: In the case of IT assets, select the folder for the IT assets to be
imported.

= Extensions: Extensions are assigned to existing static objects. When importing
extensions, specify the object to which the data should be associated. All static
objects are available for selection.
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Data Import &
@ | Datz Import oo
7 Import Target
*§ Source
5 é Inventory
£7 Target |J Docusnap Ltd
= ‘lt IT Environment

1T Assets
: Datacenter
) Smartphone
i ‘wlindows Phone
Tablet

Back Next Cancel

Data Assignment

In the Data Assignment step, you can specify the columns to be used for storing the
data to be imported. Mandatory fields, i.e. fields that must be filled in the
database, are flagged by a yellow exclamation mark.

The CSV Values field lists the column headers from the CSV file. The Assign field
shows all columns available in the selected table or all properties of the selected IT
asset. To assign a field from the CSV Values field to a field listed in the Target
Settings field, select the respective fields and click the Assign button to link them.
To delete all assignments, click the Reset Assignment button.

When you click the Save Assignment button, an XML file which contains all
specified assignments will be saved to the folder where the selected CSV file
resides. If you later select the same CSV file, whose contents may have changed,
again for import, load the assignments from this XML file by clicking the Load
Assignment button. This way, you need not define the assignment again.

Columns filled with an auto-increment value will be hidden by default. To display
them, enable the Ignore Auto-Increment checkbox.

If you want to update previously imported data or compare new data with the
previously imported data, enable the Import as Update checkbox. Then, you can
specify settings related to the update in the Update step which displays next.
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< 0o x
T Import Data Assignment
"'E Source
Ea Target CSV Values Target Settings Assignment
Data Assignment SerialNumber ICCID - Name --= Name
Memary Display Sss1an ModelMame --> Model Mame
OSVersion Metwork Operator Delete Assi " IMEI --= IMEI
Software Mumber Sile Aesignmen
Model Code A
VILAN Address Reset Assignment
Bluetooth
Diescription
Serialnumber
Memory
OS Version
Save Assignment
| lgnore Aute-Increment Import as Update Load Assignment
1 Values must be assigned to mandatory fields Back Start Cancel
Update

Under Update Settings, you can choose to update existing records or only add new
records. If you select Update existing records, new records will be added and
records which have changed will be updated.

To enable the data comparison, you must select one or more values which are
unique and therefore comparable, e.g. customer number, first name and/or last
name. If a value occurs multiple times, none of the entries will be updated. These
entries will be listed as skipped in the final report.

© 2015 itelio GmbH Changing Date:3/23/2015 @



Data Import Page 330
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T Import Update
"'E Source
Ea Target Update Settings
Data Assignment ®Update Existing Records Add only new Records
#! Update
Specify Compare Fields
MName
Model Name
+| IMEI
Back Cancel
Status

The Status page displays information about the status and progress of the current
import process.
Final Report

The final report lists the number of records imported successfully and specifies
whether the import of any records failed.
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15

Docusnap Link

With Docusnaplink, you can switch from external programs to Docusnap and
expand the Data Explorer to show a specific node.

To use this feature, start Docusnaplink.exe. The Docusnap installer places this
executable in the Tools folder. Two parameters must be passed when starting this
program: The first parameter is -ONC” and the second parameter is the actual ONC
path enclosed in single quotes. The ONC path determines the object to be
expanded. If you enter an invalid or no ONC path at all, Docusnap will only be
launched, but no node will be selected in the Explorer.

If Docusnap is not running while you start the Docusnaplink feature, the system
looks for a valid installation and starts it, if one is found. If Docusnap is active, the
Docusnap window will get the focus.

ONC (Object Numbering Convention) refers to a coded path which takes

' you to an actual node in the Docusnap tree views. It uniquely identifies
each node in Docusnap. When data is exported using Docusnap Connect,
the ONC for every single entry is exported as well. This ensures that the
ONC value is available when a database exported through Docusnap
Connect is used.
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16

16.1

16.1.1

Settings

In the next sections, you will learn about the settings available in Docusnap.
Options

In the Docusnap Options dialog, you can specify settings that relate to the entire
Docusnap application.

Layout (Cl)

For some modules such as Reporting, Documentation or IT Concepts, you need to
select the design to be used. In the Layout (Cl) dialog, you can select a common
design to be applied to all modules.

Company settings are helpful if you have to manage multiple companies in
Docusnap. It may be necessary, for example, to define specific headers and footers
for the reports generated for a certain company.

Permissions

Docusnap features an integrated user management. The User Management feature
enables you to grant users access to the Docusnap controls and features and allows
them to use extensions.

Options

Click the General Options button in the Docusnap Menu to open the Options
dialog.

The Options dialog consists of the following pages:
General

Licensing

Database

Update

General

General Settings

If the Show Network Maps option is enabled, created network maps will be
displayed on the Documents tab. Loading large network maps may take a long time.
For this reason, it is possible to disable the output and automated loading of
network maps.

The Password Logging feature allows you to track which user copied which
password and / or displayed it in plain text. By checking the Password Logging
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checkbox, you can enable or disable the password logging functionality.

The language for the program will be determined in the Options dialog. Docusnap
provides the choice of either English or German. The language for Docusnap will be
set by selecting it from the combo box. For a language change to take effect, the
program must be re-started.

System Path / Files

In order to use Docusnap in a multi-user environment, settings can be stored
centrally so that they are accessible to each user. These so-called team settings will
then be loaded from the path defined in the Team Settings field. To obtain
consistent results, the same team settings path is used for the Docusnap client and
Docusnap Server. If the path is changed in the options dialog, it will be changed for
the Docusnap Server and vice versa, when both are connected to the same
database. If no path was selected for the Team Settings or if that path no longer
exists, the path specified for the Local Settings will be used.

When you create Docusnap extensions (e.g. contracts, passwords, etc.), you can add
attachments. Attachments are stored in the Docusnap database. If you need to edit
an attachment, if first needs to be loaded from the database and then stored
temporarily in a local directory. In the Check-out Path field, you can specify the
path to be used for this purpose.

IT concepts are all stored in the same file path. Use the IT Concept Path field to
select the directory where your IT concept will be stored. If multiple users access
the same concepts, you can select a network drive.

Debugging

The debug mode helps you to obtain supporting information in case of problems.
This information will be used by the Docusnap Support Team for efficient
troubleshooting. Once this mode is enabled, any errors as well as additional
information will be saved in the database. For more information on this topic, refer
to the Troubleshooting section.

Enabling debug mode leads to a multitude of debug information
' being recorded in the database. This mode should only be enabled
® if errors occur, since the performance of Docusnap will be
significantly reduced by the analysis carried out at runtime.

Visio Settings

Maps can be generated in the native Visio format (.vsd) and in the Visio XML
format (.vdx). By default both formats are generated. You can choose if one of the
formats should be suppressed.
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If the .vdx format is suppressed, no maps can be created with the Docusnap Server,
because only the .vdx format can be created automatically.

el Dptions A %
GENERAL  LICENSING DATABASE UPDATE
General Settings

| Show Metwork Maps

| Password Logging

Language: English -
System Path / Files

Local Settings: C:\Docusnap'Settings

Team Settings: “WSFILED1"\Docusnap

Check-out Path:  |C:\DocusnapCheckOut

Concept Path: ““SFILED1 \Docusnap | TConcept

Debugging

| Enable Debug Mode

Debug Level: Log everything -
Target Storage Location: | Database - Reset Log
Create Additional Debug Files
Visio Settings
Suppress Creation of Native Visio (vsd)

Suppress Creation of Visio XML Format (.vdx)

oK Cancel

16.1.2 Licensing

The Licensing page of the Options dialog shows information about the license

currently in use. By clicking the -/ button, you can load the desired license file. To
remove the file, click the Remove button next to it.

In the Licensed Modules list, you can see the modules included in the current
license. Modules not covered by the license will be automatically disabled in
Docusnap. To enable disabled modules, you need to purchase a corresponding
license.

The License Mode, License Type, Company and Address of the company, as well as
the number of licenses for Windows, Linux and Mac systems are displayed on the
left side.

Three different license modes are available:
= Full version: license without any time limits
= Time-limited license: valid for a certain period of time

= Trial version: time-limited license for trial and evaluation
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Two different license types are available:
= Multi-license: with this license type, multiple companies can be created.

= Individual license: with this license type, only one company can be created.

The number of Windows, Linux and Mac systems indicates how many systems can
be inventoried using this license.

L m
GE LICENSING  DATABASE UPDATE
Select License: | Bemove
License Information
License Mode: Time License Licensed Modules a
License Type: Multi License © Viewer
Company: itelio GmbH 0 Basic Module
Street: Franz-Larcher-Strale 4 0 Vindows Module
0 Linux Module
Zip Code: 33088 City: | Kiefersfelden
0 Mac Module

Mumber of Windows Systems:

Mumber of Linux Systems:
Mumber of Mac Systems:

Expires on:

599999
599999
599999

30.09.2014

0 License Management
0 Permission Analysis
0 Exchange Module
0 WMware Module

16.1.3

@ DHCP Module

@ DNS Module

@ s0L Module

@ SharePoint Modul
0 Finance Module

0 Contract Module
0 Password Module
0 Customizing Module

oK Cancel

Database

On the Database page of the Options dialog, you can specify the database where
the data will be stored. Docusnap supports Microsoft SQL Server and LocalDB.

SQL Server Database

In addition to the Microsoft SQL Server retail products (Standard 2005/2008 &
Enterprise 2005/2008), the Express versions (2005/2008) of SQL Server are also
supported.

When using an SQL Server in your network, make sure that the server has been
configured for remote access via TCP/IP and that the permissions for Windows or
SQL authentication have been set properly.
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& | Options 0 =
GENERAL  LICENSING DATABASE UPDATE
Microsoft SQL Server Database
[[]Use Local Database | find |Z||
SQL Server: |5de\r5qlﬂ1 |Z|| User Name: | |
[} | Docusnap | Password: | |
Settings
Query Timeout in Seconds: Database Archive Versions:
Encryption Module
Encryption: _ ' Disabled ® ) Select Existing File eate
Encryption File: |C:\Docusnap“Docusnap Encryption.der I:“
oK || Cancel
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LocalDB

The LocalDB is a lightweight version of SQL Server, which can be used without
complex or time consuming configuration. When installing Docusnap it can be
decided whether the LocalDB should to be installed too.

By clicking the checkbox Use LocalDB the existing LocalDB instance for Docusnap is
selected.

- The files for the LocalDB databases are stored in the user profile. It
is recommended that LocalDB only be used for smaller databases.
& 0 ox
GEMERAL  LICENSING  DATABASE UPDATE
Microsoft SQL Server Database
#|Uze Local Database thenticati Windows -
SQL Server:  |{localdb) docusnap - | User Name:

Database: Docusnap Password:

Metaschema updated successfully | —

Settings
Query Timeout in Seconds: RIS Database Archive Versions: 4=
Encryption Module
Encryption: Disabled ® Select Existing File Create New File

Encryption File:  |\2:\Docusnap'Docusnap Encryption.der

oK Cancel

Settings

By default, the timeout for database queries is 30 seconds. For large databases,
however, it may happen that database queries take longer. To execute these
gueries nonetheless, the query timeout can be increased.

The change of the Timeout will be stored in a configuration file
u located on the computer where Docusnap is running and will be
used for every connection to a database.

The value specified in the Database Archive Versions field determines how many
inventory scans of an object will be stored. If you set the Database Archive
Versions field to 4, this means that the data of four inventory scans, e.g. for a
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Windows server, will be kept. When you perform the next inventory scan of that
server, the scan with the oldest timestamp will be deleted so that the total number
of inventory scans remains four. If particular inventory scans should not be deleted,
you can exclude them from the automatic deletion using the Manage Snapshots
dialog.

Encryption Module

In order to enable the Passwords module in the main window, you need to create
an encryption file. Encryption ensures that the passwords will be stored in the
database in encrypted form. These passwords can only be read by users who use
the same encryption file. If you do not create an encryption file, the Passwords
module will remain hidden.

Make sure to treat the encryption file with great care, since it is not possible to
replace or re-create this file should it become lost.
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Update

Update Options

If the Check for Updates on Startup checkbox is enabled, Docusnap checks for new
updates each time you start the program. To avoid the update check upon startup,
clear the Check for Updates on Startup checkbox. The Update feature can also be
started during program operation by clicking the Update button in the Docusnap
Menu.

To update Docusnap even on systems that do not have an Internet connection,
check the checkbox Download both Docusnap Versions (x64 and x86) to save the
current Version during the next update in the Team Settings path. The next time
Docusnap is started on a system without internet connection, the appropriate
Docusnap version (x62 or x86) from the team settings will be installed.

In the Timeout field, you can specify (in seconds) how long the update routine will
try to connect to the update server before a timeout occurs.

Proxy Server

By default, the proxy server set in the Internet Options of your machine will be
used. If a different proxy server should be used for the update process, specify the
details for this server in the Proxy Server group.

GENERAL  LICENSING DATABASE UPDATE
Update Options

| Check for Updates on Startup

Download both Docusnap Versions (x64 and x86)
Timeout: 35 Seconds

Proxy Server
Address: Port: 2080 1=

User: Password:

oK Cancel

© 2015 itelio GmbH Changing Date:3/23/2015 @



Page 342

Settings

16.2

16.2.1

Layout (Cl)

For some modules such as Reporting, Documentation or IT Concepts, you need to
select the design to be used. In the Layout (Cl) dialog, you can select a common
design to be applied to all modules. In addition, you can change the settings for
reports and IT concepts. All changes made to settings are only valid on the current
computer.

Additionally it is possible to define the design specifically for one company. These
settings will be saved in the database and will always be available when Docusnap
is connected to this database.

Click the Layout (Cl) button in the Documents ribbon to open the dialog.

Designs

On the Designs page, you can select one of several predefined designs. The design
you select here will be applied to reports, datasheets and maps. The selected design
will determine the colors used in the IT concepts you create.

Additionally, you can select a customized image (company logo) in this dialog. This
image will be shown in the header of the various documents and reports.

On the one hand you can select the design in general and on the other hand you
can choose a design specifically for one company. In the combobox you can choose
General or the name of the company for which the design should be saved.

Additional user-defined designs can bei added in Docusnap Management.
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é Define Company Settings 0 =
= |General ~| DESIGN REPORTS
Designs
HEN [ || ||
Black Red Red-Orange Orange  Yellow-Oran.. l Docusnap AG |
L L] . docusnap.intern |
Yellow Yellow-Green Green Blue-Green Blue
Microsoft Windows Server 2008
[ || HE HE
Blue-Violet Violet Red-Violet Grey Name
SMEX0003
SMIID001
SMIIDD02
SMRADD01
Company Logo Microsoft Office Excel Settings
Table style: | =
itelio|
Select Remove Logo Feset

Cancel

Confirm the settings by clicking OK. If you switch to another company after
modifying a setting, the settings for the previously selected company will be reset.
Therefore click the OK button to save the changes for a company. To define changes
for another company, the dialogue needs to be opened again.

16.2.2 Report Settings

The report title is shown in the header. In addition, the header may include a logo.
Page numbers will be inserted in the footer. The cover page will include the report
title, a description (if specified), the report creation date, the author and the page

count. By clicking the Desian| button, you can open the report in the Designer to
customize it.

Using the Show Cover, Show Header and Show Footer checkboxes, you can specify
whether those report elements will be included in the report.

Company Design

If a company is selected in the combobox, you can select one of the following
Status settings: Master Settings, Do not Use or Individual Settings.

= Master Settings

If you select the Master Settings option, the system uses the default specified for
the general use. If you only want to change the color of the header, footer or
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cover page for the selected company, it is sufficient to customize the design from
the Design page.

= Do not Use

If you select the Do not Use setting, the header, footer and cover page will not be
used in the reports.

= Individual Settings

If you select the Individual Settings option, you can create a company-specific

report with a customized header, footer and cover page. Click the =/ button to
select a report. Docusnap provides pre-formatted reports that include headers,
footers and cover pages. The corresponding files are stored in the Reporting
folder under the current system path. As the system path, Docusnap uses the
path specified for the local settings or for the team settings in the Options dialog.
The files containing the header, footer and cover page definitions are available in
English (EN_MasterReport.mrt) and German (DE_MasterReport.mrt).

It is recommended to use these files. If you want to use a different header, footer
or cover page for the company, you can copy the files from the Reporting folder
and save them under a different name. Then, you can select the desired file and
open it in the Report Designer by clicking the Design button to change it as
required.

el Define Company Settings A x
= |General -| DESIGN  REPORTS

Customize Cover, Headerand Footer
Status:
German: | Master «| Design|| |

English: | Master .| Design | | %

Options
#| Show Cover
| Show Header

| Show Footer

Cancel
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16.3

Permissions

Docusnap features an integrated user management. The User Management feature
enables you to grant users access to the Docusnap controls and features and allows
them to use extensions. User management will be enabled once you have created
and saved the first user in the Docusnap Management. If no users have been
defined, any user who connects to this database may use all of the controls and the
entire Docusnap functionality.

Additionally you can control who has access to which data individually. The
permissions are assigned on the object in the tree views. Permissions can be set at
the record or object level. This means that a user may only process data of a certain
workstation or of all workstations.

If permissions to an object have not been set, all users can process all entries. As
soon as an object has been assigned a permission, this permission becomes active
and only users to whom the corresponding role has been assigned will be able to
see these entries.

To open the Object Permissions dialog, select the desired object in the tree view,
right-click and select Permissions from the context menu.

The dialog displays all roles that are currently defined in the Docusnap database.
Both the object selected in the tree view as well as the type of the object are
displayed below the role node. Permissions set for the selected object will only
apply to this single object. However, if you set permissions for the object type, they
will apply to all objects assigned to that type, e.g. to all workstations. In case you
have defined permissions for a related type object type, these permissions on the
type level will apply to the related type as well.

The permissions are granted additively. This means that, if a user is granted a
permission for a certain role, and the same permission has not been set for another
role he is assigned to, the permission will be granted all the same. The highest
permission level is the one that matters.

The following permissions can be granted in this dialog: Read, Write, Delete and
Insert. If the Read permission is granted, the entries in the tree view will be
displayed. If the Write, Delete and Insert permissions are granted, the Save, Delete
and New buttons on the ribbon will be enabled. To enable the Save, Delete and New
buttons, the user must also be assigned a role which has the right to use these
buttons.
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@ | Object Permissions

Roles and Target Objects

| Write ‘ Delete

= .ﬁ’ Administration
- M Type: Workstations

=[] .ﬁ’ Customizing

- il Type: \Workstations
..... K Object WMWS0032
E-[#] ,ﬁs Inventary

- Type: Workstations

= é} IT Documentation
-l Type: Workstations
..... K Object WMWS0032
=[] g IT Relations

-l Type: Workstations
..... K Object WMWS0032
=[] g License Management
- s Type: Workstations
..... K Object WMWS0032
= @ Cirganization

-l Type: Workstations
..... K Object WMWS0032
= .ﬁ’ Pzrmission Analysis
B Type: Workstations

=[] g User Management
- s Type: Workstations
..... & Object: WMwS0032
- [+] .ﬁ’ WView

* Type: Workstations

] L]

L&
L&

&0
&0

0o
0o

L&
L&

&0
oQ

L&
0o

Close | | Cancel |
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17

Data Organization and Analysis

The Data Organization and Analysis section covers Docusnap features that enable
you to analyze and organize the collected data.

Comparing Data

Using the Compare Data function, you can compare the data resulting from two
scans (snapshots) to find the differences.

Managing Snapshots

Using the Manage Snapshots feature, you can delete individual snapshots or flag
them as undeletable.

System Groups

Using the Docusnap System Groups feature, you can group systems logically and
create network maps for partial networks based on particular system groups.

FaciPlan

FaciPlan is a facility management software. You can manage any inventoried
equipment from within Docusnap. FaciPlan can access this data and integrate it
into building plans.

ADS Synchronization

Using the Active Directory Synchronization feature, you can make sure that the
Docusnap database does not contain any Windows systems that no longer exist in
the Active Directory.

Database Import

Using the Database Import feature, you can import Docusnap databases into other
Docusnap databases.

Database Export

Using the Database Export feature, you can export the content of the current
Docusnap database into another Docusnap database.

Moving Systems

Using the Docusnap Move feature, you can move systems from one domain to
another.

Merging Systems

In Docusnap, you can merge the data resulting from the inventory of different
systems into one single system.

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page 349

Data Organization and Analysis

17.1

Comparison

Using the Compare Data feature, you can compare system configurations at
various points in time.

Multiple snapshots can be compared with each other. The differences found by the
comparison will be shown in a report. You can only open the Compare Data dialog
after selecting a node in the tree view.

To open the Compare Data dialog, click the @ putton at the top of the tree view.
The Start Point indicates the node where the comparison will begin.

A tree can have many levels. In order to compare only a certain number of levels,
you can specifying a limit value in the Levels field. To compare all levels, tick the
Compare all Levels checkbox. If you want to restrict the comparison to the
differences, enable the Show only Differences checkbox. The captions will, however,
always be shown in order to clarify the structure.

The changes will be highlighted in color according to the following pattern:

Changed red
New green
Deleted blue
Unchanged black

If the Show only Differences option has not been checked, the final report will
include all data (even the unchanged ones).

The available snapshots for the selected nodes are displayed in two lists. Docusnap
always displays the snapshots that are located at the same level as the selected
node or below it. If you select a node for which no corresponding snapshots exist,
Docusnap will provide the snapshots that are located above that node for
comparison.

In order to obtain relevant results, you should only compare snapshots resulting
from scans of the same systems. When you click the Compare button, the
snapshots will be compared and the results will be shown in a report. To cancel a
running comparison, click the Cancel button. To close the dialog, click the Close
button.

The report can be exported from the Reporting ribbon. For the export, several file
formats are available. You can select the desired format by clicking the Export
button. When you click a format, a dialog appears where you can specify the range
of report pages to be exported. Click the plus sign to expand the settings dialog.
Then, you can select format-specific settings. If you want the file to open
automatically after it has been saved, enable the Open After Export checkbox.
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é Compare Data Mow
Start Point; & WLWS0088
Levels: 55 Compare all Levels # | Show only Differences
Remove structural elements without content

Scan Date Snapsho... Descripti... Domain... Deletable Snapsho...
= 7282014 80,  Inventory from.. docusnap.inte.. Yes il
& 2472014 8:00_. Inventory fram.. docusnap.inte_. Yes Ml
= 21172014 8:0.  Inventory from.. docusnap.inte.. Yes Ml
B 2182014 80.  Inventory from.. docusnap.inte.. Yes M

Scan Date Snapsho... Descripti... Domain... Deletable snapsho...
& 7282014 8:0.  Inventory from.. docusnap.inte.. Yes Ml
5 2472014 3:00_. Inventory from.. docusnap.inte.. Yes Ml
= 81172014 &0, Inventory from... docusnap.inte.. Yes il
= 8182014 &0,  Inventory from... docusnap.inte.. Yes il

Compare Close

Snapshot Management

To open the Manage Snapshots dialog, click the Snapshots button on the Inventory
ribbon.

Each time you perform an inventory scan, Docusnap creates a snapshot. Its name
is Inventory from, with the current timestamp appended to it. This dialog lists all
snapshots that have been saved to the database. If required, you can rename a
snapshot. Enter the new name in the Name field.

You can add a description to each snapshot. If you want to compare two snapshots,
the descriptions can be very helpful in selecting the correct ones.

In Docusnap, only a certain number of snapshots is saved for each system. You can
set this number in the Options dialog. If this number is exceeded, the oldest
snapshots will be deleted. If you want to retain a snapshot, exclude it from the
automatic deletion process by clearing the Scan is Deletable checkbox. Undeletable
snapshots will not be counted among the number of archived snapshots.

To delete a snapshot, select it and then remove it from the database by clicking the
Delete button.
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Scan Date
BN 7/28/2014 8:00:00 AM
BN 8/4/2014 8:00:00 AM
B8 51172014 8:00:00 AM
5 818/2014 8:00:00 AM
BN 8/8/2014 11:54:07 AM

Snapshot Name

Inwventory from 7/28/2014 8.
Inwentory from 8/04/2014 8.
Inwentory from &11/2014 8.
Inwentory from 818/2014 8.
Inwentory from 882014 11

MName: Inventory from 7/28/2014 8.08:08 AM

#| Inventory is Deletable

Description:

Description Domain Name
docusnap.internal
docusnap.internal
docusnap.internal
docusnap.internal

docusnap.internal

O x
Deletable Snapshot Co... Report
Yes Ml Report
Yes Ml Report
Yes Ml Report
Yes Ml Report
Yes AD Report
Delete Save Close

When you delete a snapshot, all associated data will be deleted along
- with it!

17.3 System Groups

The purpose of system groups is to document individual portions of a network.
When creating the documentation, you can define the groups to be included.

To open the Manage System Groups dialog where you can manage system groups,
click the System Groups button on the Inventory ribbon. To create the System
Groups open the Docusnap Management.

All existing groups are listed in the top pane and may be selected for editing.
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@& | Manage Syste o ox
Group Name
Development
Management
Support
Name Type = Name Type
A& 13218832102 IP Host 7 seExo00 Server
W 192.168.8.103 IP Host = | {1 sepsoo01 Server
A 152.168.8.104 IP Host i sisapooz Server
& 1921688 11 IP Host e i wS0088 \orkstation
& 192.168.8.121 IP Host
& 1921688123 IP Host
&F ASWITOO! SNMP
&F ASwWITOO? SNMP
&F ASWITO03 SNMP 4 4
& ASWITODS SHMP : ‘
&F ASWITO0 SNMP B :
¥ FWIT0O1 SNMP d i
& P2O001 SNMP
& P0002 SNMP
) SEDCO002 Offline
# sLocooo DC
7 sisqooo Server
7 sLTS0001 Server
Save Close

After the group has been saved, or an already saved group has been selected, all
systems existing in the selected domain will be displayed in the table on the left of
the dialog. In order to find a certain system to be included in the system group, you
can filter the list of systems.

To add systems to the current system group, select them in the left table and click

=" |to move them to the right table. All systems listed in the right table belong to
this system group. To remove one or more systems from the group, select them

=
=

and click the button to move them to the left table.

Save the changes made to the systems in this group by clicking the Save button at
the top of the dialog. To close this dialog, click the Close button.

FaciPlan

FaciWare is a facility management software. You can manage any inventoried
equipment from within Docusnap. FaciWare can access this data and integrate it
into building plans. For more information on the integration of FaciWare into
Docusnap, refer to the FaciWare documentation.

Managing Equipment in Docusnap

In Docusnap, you can create the buildings, floors and rooms. Then, you can assign
the inventoried equipment to the previously created rooms.
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To create buildings, floors and rooms, navigate to the Organization module. There,
you can open corresponding data entry screens from the Explorer. When the
Facility Management node is selected, you can create a building by clicking the
Building option under the New button above the tree. Once you have added the
building, you can create a floor. In the last step, you create the rooms to which you
will later assign the equipment. For each building, floor or room, you can enter a
name and a description.
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L
ORGAMIZATION DOCUMENTS SCHEDULING
[ ] Add Comment ] Add Contract

X Gﬁ-fdd Reminder
&, FaciPlan & Add Finance Detail

General Mew
A New ~ Il Save X Deletel P Data (3) | Editor

- Al General
= Iil Docusnap Ltd

- a3 Comments Building Mame:

D {* Finance
[} 5] Contracts Description:

[} 45 Reminders
= _u.l, Facility Management
% Boston
{3 London
D if;"i' Mumch
=% — 1st floor
Dm Copyroom
A 192168.8.11
E}m Marketing
- ® ASwIT003
- Sales
L ® ASWITD04
(=5 Znd floor
Dm General Management
- ® ASWITO10
o WLWSDDBS
% Basement
Dlj;l Datacenter
- 2 ASwWITO0
- * ASWITO02
~ 2 PwITO01
- ¥ P20001
- % P20002
- {1 SBPSDO01
- 1 SISAD002
- SLDCO001
- 1 SLSQO00T
----- # sLTS0001

Once you have created all required buildings, floors and rooms, you can assign the
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equipment to the rooms. To do so, open the Manage Building Assignment dialog
by clicking the FaciPlan button on the Organization ribbon. In the drop-down list,
select the company for which you created the building(s). The dialog displays all
domains and equipment, as well as all buildings, floors and rooms created for the
current company. To assign a device, highlight it in the tree and select the desired
room in the Building Structure tree. Then, click the Add button.

Iwel lanage Building Assignment 0%
Company Selection: |Docusnap Lid T Import Building Structure
Unassigned Systems - Building Structure

- i NKNCDO02 - {23 Munich

- i NKNG1005 - 1st floor

- NKNGAIR [l Copyroom

- o NKNTOOO0S M 430188811

- ¥ NPIF3D6CF

E] Marketing
- ¥ PGFFBPLOT !

L aswiToo3

- ¥ Print Server dlink-0820C2 E] Sales

& SADsDT L W ASWITO04
- 2 SARCHIVO £ Basement

ﬁ, SBACKUPDT - [l Datacenter

- 51 SBEXD001 -

- B ASWITOO0
- ¥ ASWITDD2
- ¥ FWITOOT

- 2 SDEPLOYD1
- 3% SDEVLOCKD1

- 8% SDEVGASD1 - ¥ P20001
- 44 SDEVSQLOT - ¥ P20002
- ¥ SESX01.intern.local - §1 SBPS0001
- M SESX0Z - 1 sisa0002
- 4% SESX03 - §1 sLDCoom
- SESXD5 - g1 SLSQO001
-l sESXE i1 sLTs0001
- ¥ SESXD8 intern local 2nd floor
- SESXK0Y 5- il General Management
- 4 SFAXOT o ASWITO10
- 4% SFILEO1 1 WLIWS0088
- i SFILEC2 - {44 London
A~ mne P59
4 » =3 Boston
QoK Cancel
ADS Comparison

The ADS Synchronization feature compares the inventoried systems with the
systems existing in the Active Directory. When this process has completed,
Docusnap will display the computers that are no longer present in the Active
Directory system, but still listed in the Docusnap database. From that dialog, you
can determine whether these computers are to be deleted from the Docusnap
database as well or not. Docusnap will not modify the Active Directory system.

To start the wizard, click the ADS Synchronization button on the Inventory ribbon.

Company Selection

In the first step, select the company where the domain to be synchronized is
located. As this process consists in comparing data from an existing company, you
cannot create a new company from the ADS Synchronization wizard.

© 2015 itelio GmbH Changing Date:3/23/2015 @



Data Organization and Analysis Page 356

-~ wenton 0 x
ﬁ Company Selection Please select a company or create a new one: ® ) Select Company

Dlocusnap Ltd -

Authentication

In the second step, you need to select the domain to be synchronized. Select the
desired domain in the Domain combo box. Then, enter valid credentials for this
domain in the User Name and Password fields. Next, you need to check whether
the user is a member of the domain and the password is correct by clicking the
Check Credentials button. Only if this check is OK, the Next button will be available.
If you do not specify a user name, the authentication will be performed based on
the current user's login data. If you enable the Save Username and Password
checkbox, this information will be stored for the next synchronization process.

@& | Inventor, 0 x

ﬁ Company Selection Please enter yourlogin information:
o Authentication
Domain Login
Domain: docusnap intem
User Name:  |docusnapadministrator
—— x

Password:

Save User Name and Password

Windows Systems

When you click the Start Search button, Docusnap will compare the inventoried
Windows computers with the Active Directory system. To abort this process, click
the Cancel button.

When the search is complete, all Windows computers that have been scanned by
Docusnap before, but no longer exist in the Active Directory system, will be
displayed in the table. If the checkbox next to a system is enabled, this system will
be deleted from the Docusnap database in the next step. By default, all systems are
selected.

The table can be filtered using the Filter functions. For more information on
filtering, see the Filters section.

Under Select, you can either select or deselect all devices.
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] nventor [m 4
ﬁ Company Selection /| Synchronize Windows Systems
‘E: Authentication
55 Windows Systems Synchronize ADS
Start Search
Found Systems
MName Type Password Age (Days) Filter
A § sisa0 Server T Enable Filter
7§ sisa02 Server
s WSWSE01 Offline
Select
Select all
y [ Deselectal
: m |,
: P s
;Other
Excel Export
(i ] Systems found: 3 Back ..... ﬂext ......... Cancel

All systems of a domain that have been scanned during an IP Segment
' inventory process or that belong to a system group will also be deleted.

For this reason, it is recommended to create a separate domain for
system groups if you do not want to delete them.

Summary

When you click the Next button, the next step displays where you can see all
systems marked for deletion.

& | inventon o x
ﬁ Company Selection Summary
‘Eﬂ Luthentication
Selected Modules
== Windows Systems W Windows
Summary Detailed Information
e indows Systems
& 515401
W 55A02

A SWSED

Scheduling
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Through Scheduling, you can specify that the ADS Synchronization routine will start
automatically at a later point in time. In the Scheduling step, you can define
whether the ADS Synchronization routine will be a one-time or a recurring event.
Please note, however, that this feature can only be used if the Docusnap Server is
installed on a system in the network.

Status

Once you started deleting the devices, the dialog will display the progress of the
deletion process. To abort this process, click the Cancel button. All systems with
the Completed status have been deleted from the database. Systems for which the
deletion process has not been completed yet remain in the database.

Final Report

On the Report page, you can see which computers have been deleted successfully.
To close the wizard, click the Close button.

Database Import

Docusnap allows you to to export data for import into another database. This way,
it is possible to get the data from a temporary database on a notebook into a
central database.

To open the Database Import dialog, click the Database Import button on the Data
ribbon.

m Database Export
% Database Import

E Data Import (csv)

General

In the first step, you need to select a source database from which the data will be
imported. For this purpose, you can select an SQL or a local database. These two
database systems are fully compatible with each other. This means that data
exported from an SQL database can be imported into an local database, and vice
versa.
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w 0 x
Ea Diatabase Please select a database:
Microsoft SQL Server Database
Use Local Database Authenticati SQL Server-Authenticati -
SQL Server: | SQL-Server - | User Name: 53
Database Docusnap Password: =
hema updated aly (| | Ccomnect
0 Database opened successfully Cancel

In the next step, select the import settings. The companies and domains that exist
in the database to be imported are displayed on the left. The companies existing in
the target database are displayed on the right. You can import an entire company,
or an individual domain into the target database. As you go, you can either import
the domain data to an existing company, or you can re-create the original company
from the source database.

When assigning companies automatically, Docusnap does not

' compare by company name, but rather uses an internal GUID

d (Globally Unique IDentifier). This may result in two companies
existing with the same name after the export. The best method is
to select a company in the target database explicitly.

For the target database, you can decide to re-create the company from the source
database in the target database or to integrate the data into an existing company. If
you select the Integrate Company from Source Database option, a new company
will be created. If a company with the same name already exists, a second company
with this name will be created.

If you select the Integrate in an existing Company option, the exported data will be
integrated into the selected company.

During the import process, Docusnap will check whether a specific snapshot has
already been imported. If this is the case, this snapshot will be excluded from the
import process. Furthermore, Docusnap will check for each system whether the
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number of allowed archives will be exceeded. The oldest snapshots will be deleted,
if necessary.

To import extensions associated with source database objects, enable the Import
Extensions checkbox in the Import Options group.

If you enable the Overwrite existing Data checkbox, the properties of static objects
from the source database will overwrite those existing in the target database. Thus,
for example, the street address of a company that has been selected in the source
database would overwrite the street address in the target database. Please note
that this feature will only affect static objects and not the snapshots.

If you wish to import the relations that exist in your database, enable the Import
Relations checkbox.

In addition, you can import any passwords that have been created. For this

purpose, an encryption file is required. To select it, click the -/ icon and select the
file. Its name will then be displayed in the Import Encryption File field.

If you want to exclude certain source database modules from the import, clear the
checkmark for those you do not want. If, for example, only the Windows checkbox
is enabled, nothing but the workstation and server data will be imported. In
addition, only snapshots containing data for the selected modules will be displayed
in the next step.

s Database Import 0 x

Ea Database Define Import Settings
& Settings
Source Database: Company / Domain Selection Target Database
Ll Docusnap Ltd Integrate Company from Source Database

L.a3 st
74 docusnap.internal ® | Integrate in existing Company

© [ Docusnzp Lid

Import Options
o | Import Extensions (Finance Data, Comments, Passwords, Contracts, Reminders) | lmport [T Assets
Overwrite Existing Data Synchronize System Groups

| Import Relations

Import Encryption File:  |C:\Docusnap“Crypt \DocusnapCrypt.der
+ ; ‘windows -
7| ¥ SNMP
/1 3 ciFs
L ;3 Linux
7] ™ Mac

7] [ Active Directory v

Back Cancel

Here, a list of snapshots from the selected source database is displayed. To find
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snapshots more quickly, you can either name them when doing the inventory scan,
or you can assign a name to them in the Manage Snapshots dialog. To the right of
the snapshot list, a filter is available for easier selection of individual snapshots.

If the number of archives has been set to 4 in the Options dialog
and the source database contains, for example, seven snapshots

= with WMI data, the 3 oldest snapshots will not be imported!
g Database Import 0 =
Eg Database Snapshot Selection
é@ Settings
€5 Snapshots Scan Date Snapsho... Descripfi... Domain... Deletable Snapsho... | |Filter
7| 8 82172014 11, Manual Syste_.. Yes Y Enable Filter
7| B8 8182014 8:0.. Inventory from.. docusnap.inte.. Yes WMl
7| B8 811/2014 8:0.. Inventory from.. docusnap.inte.. Yes Wil
7| 8 472014 800 Inventory from.. docusnap.inte.. Yes WMl
7| B8 71282014 8:0..  Inventory from.. docusnapinte. Yes WMl Select
7| 8 %82014 115 Inventory from docusnap.inte.  Yes AD Select all
[] Deselectall
Other
Excel Export
L
L
4 »
Back Cancel

Finally, a summary page provides an overview of the modules and snapshots to be
imported. If you want to change any of the data import settings, click the Back
button. Click the Next button to switch to the Scheduling step.
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Ea Diatabase
;é@ Settings

& Snapshots
Summary

Summary

Modules selected for import
A \niindows
¥ cFs
o Mac
55 Linwx
LF SNMP
[ Active Directory
£, DNS Server
@ DHCP Server
VMware Infrastructure
SQL Server
@ Exchange Server
‘Eﬁ NTFS Permissions
Import Opticns

@ Import Extensions (Finance Data, Comments, Passwords, Contracts, Reminders)

Snapshots selected for import
& Manual Systems
¥ Inventory from 2/18/2014 8:02:08 AM
B3 Inventory from 8/11/2014 8:08:08 AM
B8 Inventory from 8/04/2014 8:08:03 AM
& Inventory from 7/28/2014 8:08:08 AM
B4 Inventory from 2/2/2014 11:54:07 AM

Cancel

Through Scheduling, you can specify that the Data Import routine will start
automatically at a later point in time. In the Scheduling step, you can define
whether the import will be a one-time or a recurring event. Please note, however,
that this feature can only be used if the Docusnap Server is installed on a system in
the network. If the data import is scheduled, the schedule is saved by clicking on
the Finish button and the wizard closes. If the checkbox Schedule Database Import

was not activated, click the Start button to start the import process.

During the database import, its status will be displayed. To abort the import
process, click the Cancel button. The data that has been imported up to that
moment will be retained in the target database. Finally, the Report page will be

displayed.

Database Export

With Docusnap, you can import data from another database.

To perform a data import, click the Database Export button on the Data ribbon.

m Database Export
% Database Import
E Data Import (csv)

General

In the first step, select the target database to which the data is to be exported. For
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this purpose, you can select an SQL or local database. These two database systems
are fully compatible with each other. This means that data exported from an SQL
database can be imported into an local database, and vice versa.

i | Database Export A %
i—J' Diatabase Please select a database:
Microzoft SQL Server Database
Use Local Datzbase “uthenticati SQL Server-Authenticati b
SQL Server: | SGL-Server - | User Name: 53
Database Docusnap Password: -
hema updated fuly | E— Connect Creste
0 Database opened successfully Cancel

In the next step, specify the export settings. The left column lists the companies
and domains that are found in the database to be exported. The companies existing
in the target database are displayed on the right. You can export an entire company
or an individual domain to the target database. As you go, you can either export
the domain data to an existing company, or you can re-create the original company
from the source database.

When assigning companies automatically, Docusnap does not

' compare by company name, but rather uses an internal GUID

A (Globally Unique IDentifier). In some cases, two companies with the
same name might exist after the import.
The best way to avoid this situation is to explicitly select a
company in the target database.

For the target database, you can decide to re-create the company from the source
database in the target database or to integrate the data into an existing company. If
you select the Integrate Company from Source Database option, a new company
will be created. If a company with the same name already exists, a second company
with this name will be created.

If you select the Integrate in existing Company option, the data will be integrated
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into the selected company.

During the export, Docusnap will check whether a specific snapshot was exported
before. If this is the case, the corresponding snapshot will be excluded from the
export. Furthermore, Docusnap will check for each system whether the number of
allowed archives will be exceeded. The oldest snapshots will be deleted, if
necessary.

To export existing extensions associated with source database objects, enable the
Export Extensions checkbox in the Export Options group.

If you enable the Overwrite existing Data checkbox, the properties of static objects
from the source database will overwrite those existing in the target database. Thus,
for example, the street address of a company that has been selected in the source
database would overwrite the street address in the target database. Please note
that this feature will only affect static objects and not the snapshots.

If you wish to export the relations created in your database as well, enable the
Export Relations checkbox.

What is more, you can export any passwords that have been created. For this

purpose, an encryption file is required. Click the ' icon and select the appropriate
file. Its name will then be displayed in the Export Encryption File field.

If you want to exclude certain source database modules from the export, clear the
checkmark for those which are not to be exported. If, for example, only the
Windows checkbox is enabled, nothing but the workstation and server data will be
exported. In addition, only snapshots containing data for the selected modules will
be displayed in the next step.
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@ Database
" Settings

@ | Database Export

Define Export Settings

Source Database: Company / Domain Selection Target Database

|J Docusnap Ltd Integrate Company in Target Database
o ; bulk docusnap.intern

; # | ntegrate in Existing Company
J docusnap.intern

;docusnap.internal . |J Docusnap Ltd
3 rd docusnap.intern

Export Options

| Export Extensions (Finance Data, Comments, Passwords, Contracts, Reminders) | Export IT Assets
Owverwrite Existing Data

| Export Relations

Export Encryption File:  |C:\Docusnap®DocusnapEncryption der

Moduls: -5. Windows

7
7] & SNMP
A8 crs
L 5'{\ Linwx
7| ™ Mac
o+

] Active Directory

B

Back Mext

Synchronize System Groups

Cancel

Here, a list of snapshots from the selected source database is displayed. To find
snapshots more quickly, you can either name them when doing the inventory scan,

or you can assign a name to them in the Manage Snapshots dialog. To the right of
the snapshot list, a filter is available for easier selection of individual snapshots.

If the number of archives has been set to 4 in the Options dialog
and the source database contains, for example, seven snapshots

with WMI data, the oldest three will not be imported.
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@ Database
;é@ Settings
55 Snapshots

Snapshot Selection

Scan Date Snapsho... Descripti... Domain... Deletable
H212014 11 Manual Syste_. Yes
8182014 8:0..  Inventory from..

[ o]

[ o] docusnapinte. Yes
s S8 8112014 8:0..  Inventory from..

[o]

[ o]

[ o]

docusnap.inte.. Yes
8/4/2014 8:00-. Inventory from..
TI28/2014 8:0..  Inventory from..
Y82014 11:5..  Inventory from..

docusnap.inte.. Yes
docusnap.inte..  Yes

docusnap.inte.. Yes

Snapsho...

WMl
WMl
wMI
WMl
AD

Back

Filter

Y Enable Filter

Select

Select all
[] Deselectall
Other

Excel Export

Cancel

Finally, a summary page provides an overview of the modules and snapshots to be
imported. If you want to change any of the data import settings, click the Back
button. To start the import, click the Start button.

i—J. Database

é@ Settings

I3 Snapshots

[l Summary

Summary

Modules selected for export
& indows
M ors
o Mac
gz\ Linue
¥ SHMP
: Active Directony
£, DNS Server
% DHCP Server
VMware Infrastructure
SQL Server
[ Exchange Server
‘Eﬁ NTFS Permissions
Export Options

o Export Extensions (Finance Data, Comments, Passwords, Contracts, Reminders)

Snapshots selected for export
3 Manual Systems
¥ Inventory from 8/18/2014 8:08:08 AM
B8 Inventory from 8/11/2014 8:08:03 AM
B8 Inventory from 8/04/2014 8:08:03 AM
B Inventory from 7/28/2014 8:08:08 AM
¥ Inventory from 8/8/2014 11:54:07 AM

Back

Next | Cancel
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Through Scheduling, you can specify that the Data Export routine will start
automatically at a later point in time. In the Scheduling step, you can define
whether the export will be a one-time or a recurring event. Please note, however,
that this feature can only be used if the Docusnap Server is installed on a system in
the network. If the data export is scheduled, the schedule is saved by clicking on
the Finish button and the wizard closes. If the checkbox Schedule Database Export
was not activated, click the Start button to start the export process.

During the database export, its status will be displayed. To abort the export
process, click the Cancel button. The data that has been exported up to that
moment will be retained in the target database. Finally, the Report page will be
displayed.

17.8 Move Systems

In Docusnap, you can move an inventoried system from one domain to another
domain in the same or in a different company. Thereby the inventory data
associated with a system that was moved to another domain, can also be moved in
Docusnap. When you move a system, all related data is moved with it. The data of
the system you moved will also be displayed in the License Management and
Permission Analysis for the domain the system has been moved to. You can move
inventoried Windows, Linux, Mac and SNMP systems.

To move a system, right-click it in the Inventory tree view and select Move from the
context menu.
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INVENTORY DOCUMENTS SCHEDULING DATA

o Database Export = (% Access Database
0

Database Import
28 Datz Import (csv)

General Migration 6.1
I Save X Delete| P & O ~ Data(2) | Editor | Analysis | Comments (0) | Finance
D--I; Docusnap Ltd Scan Date
D 82, Contacts T

Da, IT Environment

D Ii? docusnap.intern
=N @ey docusnap.internal
[:I & \orkstations
=8 ;' Servers

i 1 sBEXD00T
&+ 1 SePsDoDT
i 1 sisapoo2
& § SLDCo00T
i3+ #1 sLsqooot
k- ;' 5L actions

D E‘ Lins| 3 Delete

G- = Mac

[ W Save

G LF SNMF

I:I ﬂ' CIFS @ Compare ...

D M Systey Mowve ...

Gl Ju Systel Merge with ..

& @ Virtua Remote Desktop Connection SLTS00DT
G % IP Sys

D = ADS Customize Company Settings ..
|:| ff Metws Filter

i3 3 Applic

D % Datab Apply Filter

D'J Summ Remowve Filter

& D Repor

] Remaowve all Filters
D" ‘[: Visuzleowor ai

[ & IT Assets
B+ *i2 Visualization

In the Move dialog, select the company and domain where you want to move the
selected system. The system will be moved by when you click the Move button.
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:é: love A
System to be moved: 1 SLTS0001
Domain Name Company Name Show always
B3 docusnap.intern Docusnap Ltd Filter
.Q] bulk.docusnap.intern Docusnap Ltd Y Enatle Filter
Q; rd.docusnap.intern Docusnap Ltd
Select
b
b
Maowve Cancel

17.9 Merge Systems

In Docusnap, you can merge the inventory scans of different systems into one
system. If the number of scans for the two systems to be merged exceeds the
number of allowed archive versions, the oldest inventory scans will be deleted. A
system can only be merged with another system in the same domain.

Right-click one of the systems to be merged and select Merge with from the
context menu.
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W Docusnap 6.2
INVENTORY DOCUMENTS SCHEDULING DATA

o Database Export = @ Access Database
v

Database Import
28 Data Impoart (csv)

General Migration 6.1
Wl Save X Delete| P @ © ~ Data(2) | Editor | Analysis | Comments (0]
I:I--I_; Docusnap Ltd Scan Date
[] 82, Contacts T

I_—_Ia, IT Environment

[] |1; docusnap.intern
B @ey docusnap.internal
E}k Workstations
B- i' Servers

i 1 SBEX00OT
- 1 sePso001
i i1 sisao002
& sLDCooOT
i3 1 sLsqooot
G- ;' SLTSL  actions

[’] ;-h Linec X Delete ...

G & Mac

= W Save

[:l LF SNMP Sy

Dﬂ' CIFS @ Compare ...

D M Systems Maowve ...

Lt Ju System G Merge with .

0 @ Vitwaliza o Deskiop Connection SLTS0001
Bt _ﬁ IF Systen|

D = ADS Customize Company Settings ...
-

7 99 Metwork §_ Filter

E] i' Applicatiq

D (& Database Apply Filter
D #” Summary Remove Filter

D D Reports Remove all Filters
B} *i3 Visualizatror -

[ & IT Assets
B} *12 Visualization

In the Merge with dialog, select the target system, i.e. the system into which the
selected system should be merged. Click the Merge button to merge the two
systems.
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'g' £rge D
System to be merged: 1' SLTSO001
Merge with Object Show always
i1 seExpoot Filter
21 sBPS0001 T Ensble Filter
i1 sisanooz

i1 sLDCooD
i1 sLs@ooot
A WLWS0038 Select

Merge Cancel
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18

18.1

Advanced Topics

Management Tools

Using the Management Tools feature, you can embed external programs into
Docusnap or start them from there.

Merge Reports

If new or improved reports are provided, they can be added to the report directory
using the Merge Reports dialog.

Notifications

Using the Notifications feature, Docusnap enables you to automatically send e-mail
messages to users. These notifications are based on database queries. This way, it is
possible to send warnings, for example, in case a contract is expiring.

Report Automation
Using the automated reporting feature in Docusnap, you can schedule the

automatic creation of reports.

Management Tools

Using the Management Tools feature, you can embed external programs into
Docusnap or start them from there. It is possible to specify additional parameters
to be used when starting the program.

During the Docusnap installation process, the Remote Desktop Connection has
already been established.

The management tools are available from the context menu of items located in the
tree at levels below the Workstations or Servers nodes.
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18.2

Actions
Delete ..

Save

3 IE X

Compare ..

Move ...

Merge with ...

Remaote Desktop Connection SLTS0001

Customize Company Settings ...

Filter

Apply Filter
Remowve Filter

Remaove all Filters

The management tools can be started either from the context menu or using the
© - putton.

g Save X Delate| P @0 = Data (2) | Editc Analysis

. o+ #! sLsqooot Remote Desktop Connection SLTS0001
. B 1 SLTS0001 |

To define the Management Tools open the Docusnap Management.
Merge Reports

The reports supplied by Docusnap are stored in the program directory. When you
start Docusnap for the first time, you will be prompted to specify the system paths
for Local Settings and Team Settings. These paths can be changed later in the
Options dialog. If a Team Settings path has been specified, it takes precedence,
otherwise, the local path will be used. When you exit the start wizard or close the
Options dialog, all reports will be copied from the program directory to the selected
path.

The Merge Reports wizard will compare the report versions from the program
directory and the report repository. This wizard opens when you click the Merge
Reports button in the Docusnap Menu.

If new or updated reports have been downloaded during an update, they will be
saved to the program directory. In the Merge Reports wizard, you can select the
reports to be copied to the report repository. If a new version of a report has been
added, the older version will be moved to the Backup folder. If an older version of
this report already exists in the Backup folder, it will be overwritten.

All reports that are stored in the report repository. If reports have been updated by
the Merge Reports wizard, the reports in the reports repository will be replaced by
the updated versions. This means that any user-defined changes that have been
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made to the reports will be lost.

The Merge Reports wizard lists all reports whose modification dates in the report
repository and in the program directory differ. Using the checkboxes, you can
specify the reports to be replaced by new versions. If the report in the program
directory is newer, the checkbox is already ticked. When you click OK to start
merging the reports, the selected reports found in the report repository will be
replaced by the reports from the program directory. If you click the Cancel button,
no reports will be copied.

If you abort the Merge Reports wizard by clicking Cancel, it will redisplay at the
next start of Docusnap. If you closed the Merge Reports wizard by clicking OK,
however, it will only redisplay after the next update has been downloaded.

If you enable the Replace Existing Report Styles in Report Repository checkbox,
Docusnap will also overwrite the report properties. The properties are defined in
the Manage Reports dialog. The properties determine the name and author of the
report as well as its position in the tree structure.

3 - 0O x
Reports Update of Report Files
Newly available report files Report Repository Application Directory
s D DE_Qutdated_lnventory.mrt Mew Report 11.07. 16:22:56
s D DE_Qutdated_lnventory_All.mrt Mew Report 11. 16:22:56
s D EN_Outdated_lnventory mrt Mew Report 1 16:22:56
s D EN_QOutdated_lnventory_All.mrt Mew Report 11.07.2014, 16:22:56
Options
o | Overwrite Properties of existing Reports
oK Cancel
Notifications

With this feature, you can have Docusnap automatically send an E-Mail when a
license becomes invalid or an agreement expires on that day. To use the
Notifications feature, the Docusnap Server component must be configured.

To define and transmit notifications, the Define Notifications dialog and the
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18.3.1

Notification wizard are required.

Define Notifications

Use the Define Notifications dialog to define the query statements for your
notification. These statements determine which information will be sent in each e-
mail and which criteria will trigger the transmission of a notification e-mail.

Notifications

Use the Notifications wizard to configure the intervals for checking the criteria.

Define Notifications

Click the Define Notification button in the Scheduling ribbon to open the Define
Notification dialog.

In the Define Notification dialog, you can set the name and the statement for the
notification. An e-mail will only be sent if the the SQL statement returns a result
set. If the query returns the same result as the previous query, nothing will be sent.

Some predefined notification types provided with the Docusnap installation.

You can choose the notification title as desired. If you work with the English user
interface, the text you enter in the English Text field will be displayed when you
select the notification from the wizard. If Docusnap has been set to German, the
content from the German Text field will be used. You can optionally specify a
description for each notification you define.

If the selected SQL statement returns at least one result row, an e-mail will be sent.
The results will be submitted in an Excel file attached to the e-mail. All columns
used in the SQL statement will be reflected in the Excel file. The SQL statement may
use all tables available from the selected database.

You can use the company {ACCOUNT}, the domain {DOMAIN} and the current date
{NOW} as variables in the SQL statement.

If you disable the Active checkbox, this definition will not be available for selection
from the notification wizard.
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E?I Define fications M =
Title Statement Active
E,Ej InvalidLicensss Select Lichame ValidTo, ServiceValidTo, Accountilamefro..  Yes
Eﬁj QOutdatedContracts Select Accountilame CnTitle CnDateEnd CnDetail fromtEx . Yes
=1 Reminder Select AccountMame ReTitle ReDetail ReDate fromtExRe..  Yes
4 3

InvalidLicenses

Select LicMame, ValidTo, ServiceValid To, Accourt Mame from

tSoftware Licenses t Software Products tAccounts WHERE

tSoftware Licenses . Software| D=t Software Products . Software 1D AND

tSoftware Products Account|D = tAccounts. AccountlD AND tAccounts AccountlD =
(ACCOUNT} AND tSoftware Licenses. ValidInfinite=0 AND Valid To <= {now}

Ungultige Lizenzen Invalid licenses

Ungutiige Lizenzen Invalid licenses

Cloze

18.3.2 Notifications

Click the Notification button in the Scheduling ribbon to open the Notification
wizard.

This wizard allows you to set the interval for criteria checks and to specify the
intended e-mail recipients.

The first step is to select the company. By selecting the company, you automatically
determine the filters that will be available in the next step.

& B x
ﬁ Company Selection Please select a company:
A Metification
Docusnap Ltd -
Scheduling

Here, you define the notification to be sent. The Template drop-down list offers
some predefined notification types for selection. In the SQL Query field, you can see
which SQL statement will be used for the selected notification type. If the {Account}
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or {Domain} variable is part of the statement, you must select a filter. A company
must be selected for the {Account} variable, a domain for the {Domain} variable.
Only the selected company and the associated domains will be displayed as filters.

Specify the e-mail address of the intended recipient in the Recipient field and the
subject of the notification in the Subject field.

Then, enter the body text of the notification in the Message field.

The results from the SQL statement will be attached to the e-mail as an Excel file. If
the execution of the statement does not return a result set, no e-mail will be sent.
This could be the case, for example, if the program checks for invalid licenses and
none of the license expiration dates is earlier than or matches the current date.

Iew otification O x

B Company Selection Define the Notification
B Netification

Select Template
(© Scheduling >

Template: Outdated contracts
SQL Query | Select AccountMame CnTitle,CnDate End CnDetail from tExContract tExtensions tAccounts WHERE

tJE:(Co}rmact.ContrclctID=tE:densions.E:densionID AND tExtensions. Accourt|D = tAccounts.Account|D AND CnDateEnd <=
oW

Filter:

Notification
Recipient.  |docusnap@docusnap com
Subject: Outdated cortracts

Message:

Back Cancel

In the next step, you can define scheduling details. Scheduling allows you to define
the date(s) and time(s) for execution of the SQL statement.

Scheduling is only available if the Docusnap Server service has been
set up properly and the connection between the server service and
> an SMTP server has been tested successfully.
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el otification 0 x
ﬁ Company Selection Schedule Notifications
EA Metification
General Settings
Scheduling g
Mame: Qutdated contracts Every Week on Monday at 09:00:00. Schedule will be used on 11.07.2014.
Schedule Type: | Recurring
Frequency
Interval: Weekly - +| Monday ‘wednesday Friday Saturday
Recurring every: U= week(s) on: Tuesday Thursday Sunday
Frequency per day
® One-time at: 05:00:00
Every: U Start End:
Duration
Start Date: 711172014 v = ® ! No End Date: End Date:
Back FEinish Cancel
.
Report Scheduling

With Docusnap, you can schedule the creation of reports and have them generated
automatically at a later point in time.

The scheduled report will be created in the selected format and saved in the
Docusnap Server documentation path. The following folder structure will be created
in the target directory:

= Company\Reports
= Company\Domain\Reports

Docusnap Server can only generate reports that the server can access, either using
the path specified under Team Settings or the path under Local Settings in the
Options dialog.

To start the report scheduling wizard, execute the corresponding report. Then, click
the Schedule as Job button on the Reporting ribbon to start the wizard.

For Permission Analysis reports (Users (Resources), Directory (Resources)) the
wizard will be started by clicking the Schedule button in the corresponding dialog.

The settings you specify for your report will be saved and applied when the report
is executed later.

In the first step, you can select the language of your report. All reports are available
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in English and German. These reports have the same file names and are
distinguished only by their prefix, "EN_" or "DE_". If you change the language while
creating the job, the report will be created in the newly selected language. So when
creating user-defined reports, make sure to provide them in both languages.

In case you do not create the report using the predefined directory (documentation
path), specify an alternative documentation path. By default, the documentation
path defined for the Docusnap Server will be used. If you specify an alternative
documentation path, that path will be used.

g Report Scheduling 0 x

ﬁ Company Selection Select Company

Documentation Path

Alternative Documentation Path

C:ADocusnap\Docu

Options

Language:  English - Just HTML Documentation

0 A company is selected HMext Cancel

In the next step, you can select the desired report format.
The following formats are available: docx, xIsx, html, odt and pdf.

Additionally, you can specify here whether to include a cover page, a header and a
footer in your report. If you do not make any changes, the settings from the Layout
(Cl) dialog will be used.

If you tick the E-Mail Distribution checkbox, the report will be sent to the e-mail
address(es) specified below. Even if E-Mail Distribution is enabled, the reports will
always be saved to the documentation path specified.
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ﬁ Company Selection Distribution Options:

| Report
Settings
| Header | Footer +| Show Cover
Create DOCX
Distribution | Create HTML

| Create FOF

| E-Mail Distribution

Create XLSX
Recipient docusnap@docusnap.com Create ODT
Subject: scheduled report
Message:

In the next step, you can define scheduling details. This step determines when and
how often the report will be created.

Scheduling will only work if the Docusnap Server service has been

W —

set up.

o Re - ]
ﬁ Company Selection Schedule Report
B Report
Scheduling General Settings
Name: Report - System Summary Al 2 Week(s) on: Monday at 7:00:00 AM. Schedule will be used on 1/1/2014.
Schedule Type: | Recurring -
Frequency
Interval: weekly - +| Monday ‘wednesday Friday Saturday
Recurring every: 215 \nleek(s) on: Tuesday Thursday Sunday
Frequency per day
® One-time at: 7:00:00 AM =
Every: 15 Start End:
Duration
Start Date: 11,2014 = ® Mo End Date: End Date:
Back Finish Cancel
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18.5

Options Configuration File

Settings you define in the Options dialog will be stored in a configuration file
located on the computer where Docusnap is running. If multiple employees want to
use the same settings when working in Docusnap, it is possible to start the
program using a shared configuration file.

You can either directly append the corresponding parameter to the Docusnap.exe
file or define it when starting Docusnap from the command line. The parameters
are case-sensitive, i.e. they must be entered exactly as shown here: -SelectConfig
and -UseConfig.

}"fa' Docusnap b Properties @

Security Details Previous Versions
General Shortcut Compatibility

[

@y Docusnap &

Target type: Application

Target location: Docusnap &

Target || Files".Docusnap 6'Docusnap exe” -SEIEdCDrrfidI

Start in "C:\Program Files"Docusnap 64"

Shortcut key: MNone

Run [ Normal window -

Comment: Docusnap &

Cpen File Location | | Change Icon | | Advanced |
EX C:A\Windows\system32\cmd. exe
Microsoft Windows [Version 6.1.76611] -~
[Copyright {c) 2807 Hicrosoft Corporation. A1l rights reserved.
IC:xUseprsrnitelio?>"'C:\Program Files“\Docusnap 6“\Docusnap.exe" —-SelectConfig_
= =

When you use the -SelectConfig parameter, a dialog appears before the Docusnap
startup which allows you to select the path to the configuration file. Then,
Docusnap will be started using the settings from the selected configuration file.

e

“gfile0 1 ta  DocusnapConfiguration xml

Ok Cancel

-UseConfig

The -UseConfig parameter allows you to specify a particular configuration file to be
used each time Docusnap is started. When using this parameter, you specify the
path to the configuration file.
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#% Docusnap 6 Properties @

Security Details Previous Versions
General Shorteut Compatibility

\Lﬁly Docusnap 6

Target type: Application

Target location: Docusnap &

Target: |3p exe" -UseCorfig "\sfile0 1%t Docusnap Coril

Start in: "C:\Program Files\Docusnap 6"

Shortcut key:  Mone

Run: | Nomal window ~ |
Comment: Docusnap &
Open File Location | ‘ Change lcon... ‘ | Advanced... |
E® C\Windows\systern32\cmd.exe
Microsoft Windows [Versio
Copyright (c> 2882 Microsoft rporation. All rights resevved.
C:\Usershitelio>"C:\Program Files“Docusnap 6“Docusnap.exe"” —UseConfig '““sfileB1
~ita“Docusnap~Configuration.xml"
oK | [ cancel |[ Ml |
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19  Support & Help

The Docusnap Menu in Help & Support includes all features provided by the
Docusnap Support Team to assist you with problems or questions.

©

Docusnap Support
Cphions
<\ Support Information
Help & Support €3 Troubleshooting Information for the Docusnap Support Team
M Management a Quick Support
& Quick Support Interactive Support from the Docusnap Support

& Update
[x] Close

E3®-  yser Manual
& Manual for the General Use of Docusnap

L@ - Conhguration Manual

Manual for Configuration, Management and Customization of Docusnap

User Manual (Online)

Manual for the General Use of Docusnap

0 Configuration Manual (Online)

Manual for Configuration, Management and Customization of Docusnap

@ Docusnap Forum

Update

To download an updated Docusnap version via an Internet connection, simply click
the Update button.

Support

This group provides features for generating log files and displaying general
information about Docusnap. A Live Support feature is also available.

Manual / Online Help

© 2015 itelio GmbH Changing Date: 3/23/2015 @



Page 386

Support & Help

This group provides access the manuals and help systems both for the use of
Docusnap and the administration.

19.1 Update

The Docusnap Update allows you to obtain updated versions and keep your
Docusnap installation up to date. If a new Docusnap version is available, you will be
prompted for an update upon startup, but you you can also click the Update
button to open the update dialog.

@ | 521915 M ox

A new version of Docusnap is available. Do you want to start the download and install the
new version ?

es Mo Changes

To see a list of the new features and/or bugfixes, click the Change History button.
i Docusnap Change Log mox

- e 621915
- Improved startup time of Docusnap
Improvements and bugfixes of visuslizations (maps)
Mew: Imventory of exchange archive mailboxes
Mew: Scheduled inventory of Oracle, OFS and BackupExec
Mew: Scheduled inventory of Visiomaps (AD, Topology, ...)
Mew: Scheduled inventory of Oracle, OFS and BackupExec
Fixed: Deleting IP systems and SNMP systems failed
Fixed: Performance optimiziation of reports in license management
Fixed: Ater selecting an specific O no groups and users are inventoried
Fixed: \When creating permission reports (show only groups) not all groups are contained
Fixed: Error during MTFS online analysis
Fixed: Error during inventory of x84 linux systems

.| Fixed: Display error in Docusnap (125%)
vel 5.2176.10

.| Release Docusnap 6.2

Close

When you confirm to start the update process, Docusnap downloads the update
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19.2

set. The installation automatically starts once the download has completed
successfully. Upon completion of the installation, you can start the new Docusnap
version.

If Docusnap has been installed on multiple workstations, the update
must be performed for all of the installations.

Problem Resolution

Enabling Debug Mode

If errors occur while using Docusnap, you can trace them. Check the Enable Debug
Mode option in the Options dialog to log errors in the database. You have the
option to either log all program events or exceptions only.

By clicking the Support Information button, you can open a dialog where you can
save the logged data to a file and send it to the Docusnap Support team.

To delete all existing debug information from the database, click the Reset Log
button on the General page of the Options dialog.

el Dptions M o
GENERAL  LICENSING DATABASE UPDATE
General Settings
| Show Metwork Maps
| Password Logging
Language: English -

System Path / Files

Local Settings: C:\Docusnap'Settings

Team Settings: “WSFILED1"\Docusnap

Check-out Path:  |C:\DocusnapCheckOut
Concept Path: ““SFILED1 \Docusnap | TConcept

Debugging

| Enable Debug Mode

Debug Level: Log everything -

Target Storage Location: | Database - Reset Log
Create Additional Debug Files

Visio Settings
Suppress Creation of Native Visio (vsd)
Suppress Creation of Visio XML Format (.vdx)

Cancel

Enabling the Debug Mode for Docusnap Server

The Docusnap Server is required to schedule network scans, documentation
creation processes, notifications, etc. to be performed automatically at a later time.
To be able to analyze errors, the debug mode for the Docusnap Server component
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must be enabled.

You can do so in the Configuration wizard for the Docusnap Server. To set the
desired level of debugging, you can select either Log everything or Exceptions only
from the Debug Level dropdown list. The storage location is set to Database.
Clicking the Reset Log button will delete all existing error information from the

database.

"B Server Start Settings Configure Docusnap Server:

General

Startup Type: | Automatic - Language:

Change Server Login
User:

Password:

Remark: If no user and p dis entered, D p Server uses the local systemaccount. If the system account doesn't have

permissions for the database, Docusnap Server exits with an error.

Debugging

| Enzble Debug Made

Debug Level: Log everything -

Target Storage Location: | Database - Reset Log

(i ] Startup Type Automatic: After finalizing the wizard the service will be started.

HNext Cancel

Communicating Support Information to the Support Team

The Show and transmit Support Information dialog, that opens when you click
Support Information from the Help ribbon, allows you to generate log files and

send them to the Docusnap Support team.
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19.3

A O x
BASE DEBUGLOG DATABASE CONSISTENC EVENT LOG  FILE VERSIO! ENVIRONMENT  SYSTEM TABLES
7 Database Category Value N
| Local System t+ Decusnap
7| Network Configuration “Version B2zt
Language 1
Companies ServerRunning False
Domains - InstallPath C\_Dev13iMain&2\Source\Docusnap'bin'Debug
Hests - DocuPath C:\Docusnap\Docu
Event Log - ReportRepository C:\_DS Settings 62\Reporting
CheckoutPath C:\_DS Settings 62\CheckOut
File Versicns SettingsNetwark
Additional Tools - SettingsLocal C:\_DS Settings 62
System Tables - CryptoFilePath C:\Docusnap\DocusnapEncryption. dor
7 Debug Log ScanDNSRoot False
RemoteRegistryScan False
| Datebase Consistency a
- ArchivVersions 4
- ScanMode 1
- MaxThreads 30
ThreadTimeout 180
SNMPTimeout 180
- UpdateTimeout 3
- AutoUpdate False
UpdsateProxy Type
UpdatePraxyHestname
- UpdateProxyPort 8080
- ReportingShowCover True
- ReportingShowHeader True
ReportingShowF ooter True
IsOfficeCheckDisabled False
- Software
-0SName Windows81
0SServicePack
OSVersion Micresoft windows NT 6.3.9600.0
-WerdProductVersion &
-WordReleaseVersion 9
-WordVersionType 0
WeordMajorVersion 2
WordMinorVersion 0
-WerdLanguage 1031
- ExcelProductVersion 6
ExcelReleasel/arsion :] hd
Generate Log File >>
@ Support Information was loaded successfully. Open Log File Save Log File Send with Outlook Close f

= Generate Log File: Generates a log file according to the selected options.
= Open Log File: Displays the generated log file content.

= Send with Outlook: Opens Outlook and creates a new e-mail. The recipient
defaults to the Docusnap Support Team and the log file is attached automatically.
This option only works with Microsoft Office Outlook. If you use a different e-mail
client, you must first save the log file, manually create an e-mail addressed to the
Docusnap Support team and attach the log file.

FAQ

Windows Firewall Configuration: Basics

To make sure that Windows systems with the firewall enabled can be scanned
successfully, you need to check or configure two firewall exceptions. These settings
can be set up and administered using group policies. To enable you to quickly check
your environment, we will also describe how to manually configure your Windows
firewall. The manual configuration examples were designed for Windows 7, Vista
and XP.

Overview: Necessary Firewall Exceptions

The following is a brief description of the exceptions to be configured. Limiting
these exceptions to specific IP ranges can only be done by configuring group policy
objects (GPOs).
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File and Printer Sharing

To enable file and printer sharing, the Windows firewall opens UDP ports 137 and
138 as well as TCP ports 139 and 445. Enabling this policy setting causes the
Windows firewall to open these ports so that the Windows system can receive
print jobs and access requests for shared files.

Note: This setting lets inbound ICMP echo requests (messages sent by the Ping
utility) pass through the Windows firewall, even if the “Windows Firewall: Allow
ICMP Exceptions” policy setting would normally block them.

Security note: Make sure to define in advance the IP addresses or subnets for which
these incoming messages will be permitted.

Allow Remote Administration Exceptions

The Allow Remote Administration Exception option essentially corresponds to the
Windows 7 & Vista Windows Management Instrumentation (WMI) exception and
enables remote administration of the Windows system using management
programs such as Microsoft Management Console (MMC) and Windows
Management Instrumentation (WMI). For this purpose, the Windows firewall opens
TCP ports 135 and 445. Services normally use these ports for communication via
Remote Procedure Call (RPC) and Distributed Component Object Model (DCOM).

What is more, this policy setting makes sure that the SVCHOST.EXE and LSASS.EXE
programs may receive unsolicited incoming messages and open dynamically
allocated additional ports for hosted services.

Security note: Make sure to define in advance the IP addresses or subnets for which
these incoming messages will be permitted.

Windows 7
Windows 7: Starting the Windows Firewall Configuration from the
Command Line

The easiest way to start the firewall configuration is by executing the firewall.cpl
command.

There are several ways to enter this command:

f_fsu,.t| > Click Search Programs and Files and enter firewall.cpl

> Click Run... and enter firewall.cpl
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.“I Getting Started 3
ﬂ Connect to a Projector
.!; Remate Desktop Connection hesn
Documents
Sticky Motes
7 J Pictures
1%5'.* Snipping Tool
Music
Computer
Control Panel
Devices and Printers
Default Programs
Hedp and Support
[ All Programs Run...
Search programs and files Shut down | 3

Alternatively, you can enter the command from a console window:

i x

Cissfivewall . epl
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Windows 7: Configuring Windows Firewall Interactively

I‘:shrt| Click the Start button and select Control Panel.

! Connect to a Projector

% Remote Desktop Connection

Controd Panel
= Devices and Printers
_l| Geting Starked * || DefaitPrograms
&' Magnifier Help and Support
b Al Programs

Run...
||5Eﬂrd1pmgran'sardﬁﬁ Q Shut down lr|

Click on System and Security.
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E5 Contral Panel

O e

- IESeen:h Control Panel

Adjust your computer’s settings

ot System and Security
I | Review your computer’s status
Bachk up your computer

Find and fix problems

Hebwork and Internet
'h View natwork status and tasks

2 Choose homegroup and sharing
= options
{7 Hardware and Sound
Sy \View devices and printers
' Add a device

—

— Programs
h"" . Unirestal 3 program

View by: Category ™

User Accounts and Family

Safety

) Add or remove user accounts

0 Sat up parental controds for any
user

Appearance and
Personalization

Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region

Change keyboards or other input
methads

Change dsplay language
Ease of Access

Let Windows suggest settings
Optimize visual deplay

€% ¥ &

Click on Windows Firewall.
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Windows 7: Setting Windows Firewall Exceptions

Click Allow a Program through the Windows Firewall.

'54 System and Securiby

=loix|

H@T:)v i‘b - -Cun'lrd P. - System and Searity - - @ ] Search Contrel Panel

g

Control Panel Home

* System and Security
Matwork and Internat
Hardware and Sound
Programs
User Accounts and Family Safety
Appearance and Personalization
Clock, Language, and Region
Ease of Access

£

P A @

A,

Action Center
Review your computer's status and resolve issuss

B Change User Account Control settings
Troubleshoot common computer problems
Restore your computer to an earker ime

Windows Firewall

Check firewal status | Allow a program through Windows Firawall

System
View amount of RAM and processor speed
Check the Windows Experience Indax "Q'Alnw remote accass

See the name of this computer  #g Device Manager

Windows Update
Turn automatic updating on or off  Check for updates

View instaled updates

Power Options

Require a password when the computer wakes
Change what the power bulttons do

Change when the computer sleeps

Backup and Restore

Back up your computer  Restore files from backup

BitLocker Drive Encryption

Protect your computer by enarypbing data on your disk

Manage Bitlodker

Administrative Tools

Free up disk space Defracment your hard drive

¥y Create and format hard disk partitons &) View event logs
{}‘sd-necue tasks

Changing Date: 3/23/2015

© 2015 itelio GmbH



Page 395

Support & Help

® windows Firewall

OO I ~ Control Panel ~ System and Security ~ Windows Frewal

~ @

| Search Control Panel

Control Panel Home Help protect your computer with Windows Firewall
Allgw a program or feature Windows Firewall can help prevent haders or malicous software from gaining access to your computer through the
through Windows Fireval Internet or a network.

) Change notification settings How does a firewall help protect my computer?

Whiat are network locabons?

' Turn Windows Firewall on or off
) Restore defaults | {0 For your security, some settings are managed by your system administrater, |

) Advanced settings —
&4 Domain networks Connected <
Troubleshoot my network l g o J

Metworks at a workplace that are attached to a domain

Windows Firewal state: On

Incoming connections: Block all connections to programs that are not on the list
of allowed programs

Active domain networks: Be dsdemolocal

Motification state: Motify me when Windows Firewall blocks a new program

. i@ Home or work (private) networks Not Connected 1I|

l & eublic networks Not Connected j|

See also
Action Center
Network and Sharing Center

© 2015 itelio GmbH Changing Date: 3/23/2015 @



Page 396

Support & Help

+® Allowed Programs

K ) @ - Windows Frewal ~ Alowed Programs + {23 [ search Control Panel @J

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, dick Change settings.

What are the risks of allowing a program to communicate? ¥y chanae settings I

‘ ﬁ- For your security, some settings are managed by your system administrator. |

Allowed programs and features:

| Name |
Oremote Volume Management

O Routing and Remote Access

[ Secure Socket Tunnelng Frotocol

[ sHMP Trap

O windows Collaboration Computer Name Registr...
(I Windows Firewall Remote Management
Windows Management Instrumentation (WMI)
O windows Media Player

Ol Windows Media Player Network Sharing Service
O windows Media Player Network Sharing Service...
O Windows Peer to Peer Collaboration Foundation
O windows Remote Management

O wireless Portable Devices

{Priv... | | Group Policy | «]

Domain
O
O
O
O
O
O

DDDDDDSDDDDDDE

OooOoooag
§55555H

-

E DI:IEISI:ID:II:IEIDEIEIDE

| Remove |

e |

|
L |g
g |

Provided the corresponding user permissions have been set, Change Settings
enables you to edit the settings for programs and features. Windows 7 manages
three different types of networks (Domain, Home/Work, Public). You need to define
the firewall exceptions separately for each type. Define the following exceptions by
setting the corresponding checkmarks in the Allowed Programs and Features list.

= File and Printer Sharing
= Windows Management Instrumentation (WM|)

Accept the new settings by clicking the OK button. These firewall settings enable
Docusnap to scan the computer.

Windows Vista

Windows Vista: Starting the Windows Firewall Configuration from the
Command Line

The easiest way to configure the firewall is by executing the firewall.col command.

There are several ways to enter this command:

Changing Date: 3/23/2015 © 2015 itelio GmbH



Page 397

Support & Help

f.swtl > Click Start Search and enter firewall.cpl

> Click Run and enter firewall.cp!

/ i T -
Intermet Explorer |—-_ §j
nj E-mail
Tl | Wirdows Mad
= ham
4' Welcome Center
. Documents
\1 &*ﬁ; Badkwp Status and Configuration
By Fichures
| l]| Windows Media Player
= Music
@ Small Business Resources
Recent Items Ld
wzoj| Windows Fax and Scan o
Hetwork
Connect To
Control Panel
Default Programs
Heip and Support
¥ All Programs Ru...
J-.-'..; t Searc =2 O | & ] 4 I

Alternatively, you can enter the command from a console window:

CzsrFirewall.cpl
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* Windows Firewall

W Turn Windows
off

Firewalloneor  \windows Firewall

'E.' Allow a program through
Windows Firewall

Windows Firewall can help prevent hackers or malicious software
computer through the Internet or network.

See also

Security Center

How does a firewall help protect my computerd

[@ Windows Firewall is helping to protect your computer

Windows Firewall is on. W Chan i

Inbound connections that do not have an exception are blocked.

Display a notification when a program is blocked:
MNetwerk location:
W rk | iong?

Metwork Center

=10l
@

from gaining access to your

Yes
Private netwark

Clicking Allow a program through Windows Firewall takes you to the configuration
dialog for exceptions.

Windows Vista: Starting the Windows Firewall Configuration Interactively

f!snrt|

Click the Start button and select Control Panel:
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=
thm
n| E-mail
Windowes Mad
—_ ham
u Welcome Center
Documents
iﬁmauuwm
Pichures
u Windows Meda Player
- Music
R T
gmmnm P—
Metwork
Cormect To
Default Programs
Help and Support
b AlPrograms Run...
|5td.':5u'ch E L'J I a |b I

B Control Panel

Click Allow a program through Windows Firewall:

OO [~ Control Panel -

- @l

Control Panel Home
Classic View

System and Maintenance
Get started with Windows
Back up your computer

=3 Security
Chedk for updates
Check this computer's security
5
@Ala'.'.- a program through
Windows Firewal

Network and Internet
View network status and tacks

Set up file sharing

(W

3

-

Hardware and Sound
Flay CDs or other media
automabcally

Printer

Mouse

Programs
Uninstal a program
Change startup programs

"

82,
Loy

@

v
v

User Accounts
i Add or remove user accounts

Appearance and
Personalization

Change desktop background
Change the color scheme
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings
Optirize visual display

Additional Options
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Windows Vista: Setting Windows Firewall Exceptions

™ Windows Firewall Setiings

General Exceptions IAdw:n:ed]

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to alow communications through the firewall,

Windows Firewall is currently using settings for the private network location,
What are the risks of unblodking a program?

To enable an exception, select its chedk box:

Program or port | ;I
[ Routing and Remote Access

[ Secure Socket Tunneling Protocol

I SMMP Trap

O Windows Collaboration Computer Name Registration Service

O Windows Firewal Remote Management
¥ Windows Management Instrumentation (WMI)
O Windows Media Player

] Windows Media Player Network Sharing Service
O windows Meeting Space

[JwWindows Peer to Peer Collaboration Foundation
[ wWindows Remote Management

[Jwireless Portable Devices

Add program... Add port... | Froperties | Cielete |

¥ Motify me when Windows Firewal blodks a new program

I el =

Define the following exceptions by setting each the checkmarks in the Program or
port list:

= File and Printer Sharing
= Windows Management Instrumentation (WMl|)

Now, confirm the selected settings by clicking the Apply and OK buttons. These
firewall settings enable Docusnap to scan the computer.

Windows XP (SP2 and higher)

Windows XP: Starting the Windows Firewall Configuration

The quickest way to open the firewall configuration dialog is by using the
firewall.col command (from the command line or through Start | Run).
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== windows Firewall

Windows Firewall helps protect your computer by preventing unauthanzed sers
fram gaining access to vour computer throwgh the Intermet or a network.

This setting blacks all cutside sources from connecting bo this
computer, with the exception of those selected on the E xceptions tab.

[T Don't allow exceptions

Selact this when pou connect to public networks in less secure
locations, such a: asports. ou will not be naotified when Windows
Fuewasll blocks programs. Selections on the Exceptions tab will be

ignared.
@ " Off [not recommended)

Ayoid uzing this setting. Tumng off Windows Firewall rmay make Lhis
computer more vilnerable to viruses and infruders.

| (1] I Cancel
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Windows XP: Setting Windows Firewall Exceptions

Click on the Exceptions tab.

%= windows Firewall i3 x|

General  Exceptions |hd\-'amd]

Windaws: Frewall i blocking mcoming network connechions. except for the
proorams and sevices selecled below, Adding exceplions allows some programs
ko waoik better but might mcrease your secunty nsk.

Progiams and Seivices:

Mame

¥ File and Prirter Shating
Netwoik Disgnostics for Windows XP
Remole Assistance

[l Remote Deskiop

CIUPHP Frameweark

Add Frogeam... Add Port. Edt.. [efate

¥ Display a notification when Windows Frewall bocks a program

wihat are the risks of allowing excephons?

| (1] I Cancel

Define the following exceptions by setting corresponding checkmarks in the
Programs and Services list:

File and Printer Sharing

Confirm your selection by clicking the OK button. Now, you can close the Windows
firewall dialog.

Windows XP: Enabling Additional Exceptions using GPOs — Launching the
GPO Editor

In the list of Windows XP exceptions, the Windows Management Instrumentation
(WMI) exception, available in the Windows Vista and Windows 7 firewall exceptions
lists, is missing.

To enable this exception, define the following group policy setting in Windows XP:
Set the Allow Remote Administration firewall exception in the local group policy
settings. To start the group policy editor, enter gpedit.msc, either from the
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command line or through Start | Run.

The group policy to be activated is located under:

Local Computer Policy
= Computer Configuration
= Administrative Templates
= Network
= Network Connections

= Windows Firewall

= Domain Profile

' Group Policy =10 x|
File Action Wiew Help
¢~ |Bm 2 @m
jTj" Local Compater Policy State I
=3 C_cmm‘:er Configuration g Windows Firewall: Protect all network connections Mok configured
i (] Software Setlings % windows Frewal: Do not allow exceptions Mat configured
x & W"‘?ﬂf‘*‘ SeAtings £ Windows Frewall: Define program exceptions Mk configured
(0 admiristrative Templates k? Windows Frewal: Allow local program exceptions Mok configured
i E Windows Components ﬁ Windows Firewal: Allow remote administration exception Mok configured
:‘; = :mk {54 windows Firewal: llow File and printer sharing exception ot configured
| " " 3 Windows Fewall: Allow ICMP exceptions Mok configured
[#] i oft Peer-bo-Peer Net Ser i.
I H Dr:;o Csllent - Motk S 3 windows Frewall: Allow Remote Desktop exception Mok configured
(1 Offline Files ﬁ Windows Firewal: Allow UPnP framework exception Mot configured
=1-(23] Metwork Connections ;‘3_; Windows Firewal: Prohibit notifications Mok configured
B-() Windiows Firewal 9«!\! Windows Firewal: Allow logging Mok configured
B | Comain Profile Qy ‘Windows Firewal: Prohibit unicast response bo multicast or broad...  Nok configured
(L] Standard Profile @ Windows Firewall: Define port ecxceptions Mok configured
#1-[] QoS Packet Schediler fl'ﬂ Windows Firewal: Allow local port exceptions Mok configured
[0 stame
[Z1 Background Intelligent Transfer Service
[ Printers

=1 @ User Configuration
- (L) Software Settings
-] Windowes Settings
B[ Adwinistrative Templates

NEmden )\ standad /

Windows XP: Enabling Additional Exceptions using GPOs

Windows Firewall group policy:

Enable the Windows Firewall: allow remote administration exception group policy
and set the scope for the settings in the corresponding field. Then close the dialog

by clicking the OK button.

Allow unsolicited incoming messages from:

= Entering an asterisk in the entry field opens the firewall for any computer.
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= The exception applies to a specific subnet only (e.g. the entire class C network
mask 192.168.100.0/24).

= Access to the local subnet may also be granted by entering the localsubnet string.

= [t is also possible to restrict the exception to a specific computer (e.g.
192.168.100.10).

= Now, you can close the application. This completes the configuration of the
Windows firewall exceptions for Windows XP.

gl

Setting I E:-:plainl

@ YWindows Fireweall: Allow remote administration exception

" Mot Configured
¥ Enabled
i~ Dizabled

Sllow unsolicited incoming messages from: ﬂ

flocalsubreq

Syntas;
Type "™ to allow messages from any network, or
else type a comma-separated kst that contains
any riumber or combination of these:
IP addresses, such az 1000001
Subnet descriptions, such az 1002 3.0/24
The sting “localsubnet” j

Supported or; At least Microsoft Windows <P Profeszsional with SP2
Previous Setting | Hest Selting |

[ ok | cancel | ey |

Windows Firewall Configuration: Active Directory

Basics: Firewalls & the Group Policies Management Console (GPMC)

If you need to configure the firewall for multiple computers, it is recommended to
use a GPO. The settings apply to Windows XP SP2 and higher. You do not need to
define special Windows firewall exceptions for Vista or Windows 7 computers.

The following example shows how to define a domain-wide setting using the
Microsoft Group Policy Management Console (GPMC) tool. GPO settings can be
made at the local (L), site (S), domain (D) and organizational unit (OU) levels.
Subsequent settings always overwrite the previously defined values. The hierarchy
isL, S, D, OU.
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You can download the Group Policy Management Console tool from the Microsoft
website free of charge. In the following example, this tool will modify the firewall
settings for all systems in the domain. For this reason, it should be used with
caution.

AD Windows Firewall Configuration: Launching GPMC

The easiest way to open the Group Policy Management dialog for firewall
configuration is by entering the gpmc.msc command, either from the command line
or through Start | Run.
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Dj Group Policy Results

|1 object(z)

AD Windows Firewall: Creating Group Policy Objects for the Domain

Right-click the desired domain and select the Create and Link a GPO Here... option
from the context menu.
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Enter a descriptive name for the GPO.
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AD Windows Firewall: Editing a Group Policy Object
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Right-click the previously created group policy object and then select Edit.
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The Group Policy Object Editor dialog opens where you can edit your group policy

object.
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The group policy to be activated is located under:
Local Computer Policy
= Computer Configuration
= Administrative Templates
= Network
= Network Connections
» Windows Firewall

= Domain Profile

AD Windows Firewall: Enabling the File and Printer Sharing Exception

Enabling the Windows Firewall: Allow file and printer sharing exception

In this example, enabling the firewall exception is restricted to the local subnet.
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AD Windows Firewall: Enabling the Remote Administration Exception

Enabling the Windows Firewall: Allow remote administration exception

In this example, enabling the firewall exception is restricted to the local subnet.
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AD Windows Firewall: Enabling the ICMP Exceptions

Windows Firewall: Allow ICMP exceptions (inbound echo request). This exception is
required for Windows Server 2008.
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¥ Windows Firewall: Allow ICMP exceptions

E5] Windows Firewall: Allow ICMP exceptions

€ NotConfigured ~ Comment:
* Enabled

" Disabled
Supported on:
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Previous Setting Mext Setting |
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Defines the set of Internet Control Message Protocel (ICMP)
message types that Windows Firewall allows. Utilities can use
ICMP messages to determine the status of other computers. For
example, Ping uses the echo request message. If you do not
enable the "Allow inbound echo request” message type, Windows
Firewall blocks echo request messages sent by Ping running on
other computers, but it does not block outbound echo request
messages sent by Ping running on this computer.

If you enable this policy setting, you must specify which ICMP
message types Windows Firewall allows this computer to send or
receive,

If you disable this policy setting, Windows Firewall blocks all the
listed incoming and outgoing ICMP message types. As a result,
utilities that use the blocked ICMP messages will not be able to
send those messages to or from this computer. If you enable this
policy setting and allow certain message types, then later disable
this policy setting, Windows Firewall deletes the list of message
types that you had enabled.

I

OK I Cancel Apply
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