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1 IIS

Name

1.1 IIS Scans

Scan Date, Allow Direct Editing of Metabase, Version

1.1.1 Websites

Name, Execute Files, Read, Execute Scripts Only, Script Access, Write, Require Secure Channel (SSL), 128

Bit Encryption, Enable Client Certificate Assignment, Enable Trusted Certificates List, Require Client

Certificate, Enable Session State, Enable Buffering, Response Buffering Limit, ASP Script Language,

Session Timeout, Anonymous Access Enabled, Basic Authentication, Digest Authentication for Windows

Domain Server, Integrated Windows Authentication, .NET Passport Authentication, Connection Timeout

(Unit: #0 Sec), Enable HTTP Keep Alive, Index this Resource, Directory Shows Date, Directory Shows

Extension, Directory Shows Long Date, Directory Shows Size, Directory Shows Time, Local Time for

Renaming Files and Rollover, Time, Date, Client IP Address, User Name, Server Name, Server IP Address,

Server Port, Method, URI Stem, URI Query, Win32 Status, Bytes Received , Bytes Sent, Time Taken,

Protocol Version, Host, User Agent, Cookie, Referer, Log File Directory, ODBC Data Source Name (DSN),

ODBC Password, ODBC Table, ODBC User Name, Log Schedule, Log Format, Logging Disabled,

Directory Browsing, Enable Default Content Page, Enable Domain Name Restrictions, Maximum

Bandwidth (Unit:  #,##0 kB; Factor: 1024,00), Limit Website Connections, Maximum Requesting Entity

Body Limit, Document Footer, Content Expiration Date, Static Content Compression, Dynamic Content

Compression, Enable Server Farm Support, Default Domain, NT Authentication Provider, Default

Domain for Authentication, ASP Script Timeout, ASP Enable Server Side Debugging, ASP Enable Client

Side Debugging, Send Errors to Browser, ASP Script Error Message, Enable Parent Paths, Enable Side-

by-Side Component, Side-by-Side Component, Server Status, Anonymous User Name, Application

Pool, Protocol Status, Protocol Substatus

1.1.1.1 Server Bindings

IP Address, TCP Port, Hostname

1.1.1.2 Secure Server Bindings

IP Address, SSL Port

1.1.1.3 Application Extensions

Request Path, Verbs, Executable

1.1.1.4 ISAPI Filter

Name, Description, Status, Executable



predefined elements (CI)
Page 3 of 6

IIS - predefined elements (CI)

1.1.1.5 MIME Types

Extension, MIME Type

1.1.1.6 Virtual Directories

Execute Files, Read, Execute Scripts Only, Script Access, Write, Require Secure Channel (SSL), 128 Bit

Encryption, Enable Client Certificate Assignment, Enable Trusted Certificates List, Require Client

Certificate, Anonymous Access Enabled, Basic Authentication, Digest Authentication for Windows

Domain Server, Integrated Windows Authentication, .NET Passport Authentication, Index this Resource,

Directory Shows Date, Diretory Shows Extension, Directory Shows Long Date, Directory Shows Size,

Directory Shows Time, Logging Disabled, Browse Directory, Enable Default Content Page, Enable

Domain Name Restrictions, Maximum Requesting Entity Body Limit, Document Footer, Content

Expiration, Default Domain, Default Domain for Authentication, Http Redirect, Enable Buffering, Enable

Session State, Response Buffering Limit, ASP Script Language, ASP Script Timeout, Session Timeout,

ASP Enable Server Side Debugging, ASP Enable Client Side Debugging, ASP Script Error Message, Send

Errors to Browser, Enable Parent Paths, Enable Side-by-Side Component, Side-by-Side Component,

Application Name, Application Pool, Anonymous User Name, Anonymous Password, Static Content

Compression, Dynamic Content Compression, NT Authentication Provider, Path, Name

1.1.1.6.1 Error Pages

Path, Type, Status Code, Sub-error Code

1.1.1.6.2 Application Extensions

Request Path, Verbs, Executable

1.1.1.6.3 Default Document

Default Content Page

1.1.1.6.4 BITS

Reconnect to this IP Address, Use Orginal IP Address after, Maximum File Size, Notification Type,

Notification URL, Delete Incomplete Jobs after, Allow Notifications

1.1.1.6.5 Http Response Header

Name, Value

1.1.1.6.6 MIME Types

Extension, MIME Type

1.1.1.6.7 Directory Security

IP Address, Access
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1.1.2 FTP

Description, Read, Logging Disabled, Banner, Welcome, Exit, MS DOS Directory Listing Style, ODBC

Data Source Name (DSN), Log File Directory, ODBC Password, ODBC Table, ODBC User Name, Log

Format, Log Schedule, Local Time for Renaming Files and Rollover, Date, Time, Client IP Address, User

Name, Server Name, Server IP Address, Server Port, Method, URI Stem, URI Query, Win32 Status, Bytes

Received , Bytes Sent, Time Taken, Protocol Version, Host, User Agent, Cookie, Referer, Allow

Anonymous Connections, Allow Only Anonymous Connections, Anonymous User Name, Anonymous

Password, FTP User Isolation, Write, Maximum Connections, Server Status, Require Secure Channel

(SSL), 128 Bit Encryption, Require Client Certificate, Connections Limited to, Protocol Status, Protocol

Substatus

1.1.2.1 Server Bindings

IP Address, Port, Hostname

1.1.2.2 Virtual Directories

Path, Read, Write, Logging Disabled, Name

1.1.2.2.1 Directory Security

Requestor, Access

1.1.3 SMTP

Anonymous Access Enabled, Basic Authentication, Integrated Windows Authentication, Badmail

Directory, Connection Timeout (Unit: #0 Min; Factor: 60,00), Local Time for Renaming Files and Rollover,

Time, Date, Client IP Address, User Name, Server Name, Server IP Address, Server Port, Method, URI

Stem, URI Query, Win32 Status, Bytes Received, Bytes Sent, Time Taken, Protocol Version, Host, User

Agent, Cookie, Referer, Log File Directory, ODBC Data Source Name (DSN), ODBC Password, ODBC

Table, ODBC User Name, Log Schedule, Log Format, Connections Limited to, Maximum Session Size

(Unit: #,#0 kB; Factor: 1024,00), Maximum Message Size (Unit: #,#0 kB; Factor: 1024,00), Limit Number

of Messages, Limit Number of Recipients per Message, Logging Disabled, Default Domain for

Authentication, Server Status, Send Non-Delivery Report to, First Retry Interval (Unit: #0 Min), Second

Retry Interval (Unit: #0 Min), Third Retry Interval (Unit: #0 Min), Subsequent Retry Intervals (Unit: #0

Min), Delay Notification (Unit: #0 Min), Expiration Timeout (Unit: #0 Min), Local: Delay Notification (Unit:

#0 Min), Local: Expiration Timeout (Unit: #0 Min), Authentication User Name, Limit Outgoing

Connections, Limit Outgoing Connections per Domain, Outgoing Connection Timeout (Unit: #0 Min;

Factor: 60,00), TCP Port, Maximum Count of Hops, Masquerade Domain, Full Qualified Domain Name,

Smart Host, Smart Host Type, Reverse DNS Lookup, Allow all Computers to Relay, Name, LDAP Server,

LDAP Base, LDAP Schema, LDAP Binding, LDAP User Name, LDAP Password, LDAP Domain, Protocol

Status, Protocol Substatus

1.1.3.1 Server Bindings

Hostname, IP Address, TCP Port
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1.1.3.2 Domains

Name, Default Domain, User Name, Drop Directory / Smart Host

1.1.3.3 Connection Control

IP Address (Mask) / Domain Name, Access

1.1.3.4 Security

Operators

1.1.4 NNTP

Name, Require Secure Channel (SSL), Enable Client Certificate Assignment, Require Client Certificate,

Anonymous User Name, Anonymous Password, Allow Anonymous Access, Basic Authentication,

Integrated Windows Authentication, Connection Timeout (Unit: #0 Min; Factor: 60,00), Time, Date,

Client IP Address, User Name, Server Name, Server IP Address, Server Port, Method, URI Stem, URI

Query, Win32 Status, Bytes Received, Bytes Sent, Time Taken, Protocol Version, Host, User Agent,

Cookie, Referer, Log File Directory, ODBC Data Source Name (DSN), ODBC Password, ODBC Table,

ODBC User Name, Log Schedule, Log Format, Logging Disabled, Server Status, Maximum Connections,

Path Header, Allow Client Posting, Clients: Limit Post Size (Unit: #,##0 kB; Factor: 1024,00), Clients: Limit

Connection Size (Unit: #,##0 MB; Factor: 1048576,00), Allow Feed Posting, NewsFeeds: Limit Post Size

(Unit: #,##0 kB; Factor: 1024,00), NewsFeeds: Limit Connection Size (Unit: #,##0 MB; Factor:

1048576,00), Allow Control Messages, Allow Server to Pull News Articles from this Server, Administrator

Email Account, Default Moderator Domain, SMTP Sever for Moderated Groups, Protocol Status,

Protocol Substatus

1.1.4.1 Server Bindings

IP Address, TCP Port

1.1.4.2 Secure Sever Bindings

IP Address, SSL Port

1.1.4.3 Expiration Rules

Name, Remove Articles Older than

1.1.4.3.1 Newsgroups

Name, Exclude from Remove

1.1.4.4 Connection Control

IP-Address (Mask) / Domain Name, Access
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1.1.4.5 Security

Operators

1.1.4.6 Virtual Directories

Name, Index News Content, Path, User Name, Password, Directory Content on, Require Secure Channel 

(SSL), 128 Bit Encryption, Require Client Certificate

1.1.5 Webservice Extensions

Name, Path, Status

1.1.5.1 Needed Files

File Name, Status

1.1.6 MIME Types

Extension, MIME Type
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