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1. Introduction

With Docusnap it is possible to access the Docusnap database via browser. This allows database access (with
read permission) and the output of plans and reports for any employee or customer without the need to install
a Docusnap client.

Please note that client-specific access to the database, both via the client and via Docusnap Web, may incur
license costs for the Microsoft SQL Server and this must be checked in advance.

Docusnap uses a role-based user administration that enables you to restrict the data to be accessed by users
and groups to the desired level.

This HowTo shows how to restrict access to Docusnap Web using the user administration.

1.1 Installing and Configuring Docusnap Web

As it is assumed that Docusnap Web has already been installed and fully configured, the installation and
configuration of the application will not be discussed in this HowTo document.

A corresponding HowTo, which describes the installation and configuration, can be found in our Knowledge
Base.

1.2 Application Example — Restricting the Access to Docusnap Web

This example describes how to ensure for a Docusnap environment with two clients that Client A and Client B
only have access to their own Docusnap data.
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2. Docusnap Web — Authentication Scheme

2.1 Configuring the Authentication Scheme

In step four of the Docusnap Server configuration wizard, Server AP, you can specify the valid authentication
methods for accessing Docusnap Web:

@ Docusnap 11

S _Docusnap Discovery Service Configuration
[3) @& Server Configuration — 5 x||® Docusnap Server Configuration ]
Discove
” R
2 3 4
Inventory
Server Start Settings Server Database Server Mail Settings Server API Server Settings

Documentation Use Discovery Service and Docusnap Web

! Scheme: http  [Jhttps (self-signed certificate) [https (from certificate stare)
WE==my External Hostname (optional): Port: 20012] | erony
Execution Date | Description Number Succe... | Number Failed | Suc
3] http://9001/
. 24/04/2020.. Server-VPC-S.. 100
Licenze [ Activate HTTP Security Headers 2 Tver
Management 08/04/2020 .. Server-VPC-S... 100
® AUthentication Scheme (only relevant 7 User management & enabled) 08/04/2020 .. Server-VPC-S, 100
Al Jobs 08/04/2020 .. Server-VPC-S, 100

Basic Authentication (https is recommended)
100
6(1 Integrated Windows Authentication

o - o o o o o

1
2
1
1
. 24/04/2020 .. Server-VPC-S.. 2
0
7

V' 08/04/2020 .. Server-VPC-S. 0%
Connect [Jonly NTLM 08/04/2020 ... Server-VPC-S... 100+
»
[ Anonymous Authentication (Attention: this option grants everyone full access]

Physical

Infrastructure|  Docusnap User Permissions
By Dedicated Domain Controller

Management

Debugging Docusnap Web
[JEnable Lagging

Logging Path: Max. Age:

Back | Nem Cancel

Figure 1 — Configuring the authentication scheme

2.2 Anonymous Authentication

If you select Anonymous Authentication, all other authentication methods are disabled automatically. There
will be no permission checks, i.e. every user has unlimited access to Docusnap Web. This is especially worrisome
if the server APl and thus Docusnap Web is accessible from outside, as you use Docusnap Discovery Services
for inventorying decentralized environments.

2.3 Basic Authentication

Basic Authentication means that the user must enter his/her username and password each time he/she wants
to access Docusnap Web. The user password is sent to Docusnap Web as plain text, i.e. in unencrypted form.

With this method, you can grant users outside your own domain access to Docusnap Web. In productive use,
however, it is strongly recommended, to use HTTPS for the access to Docusnap Web to make sure that the
password is encrypted before transmission.
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2.4 Integrated Windows Authentication

This method is recommended to grant users within your own domain access to Docusnap Web. ADS security
groups and users as well as local users (not recommended) can be granted access directly in Docusnap. In
contrast to the Basic Authentication method, Integrated Windows Authentication uses the ADS for user
account management.

Please note that Single Sign-On cannot be guaranteed in every environment.
2.5 Combined Use of Integrated Windows Authentication & Basic Authentication

It is possible to use both methods in a combined authentication scheme. This way, you can set up easy access
for internal users and controlled access for external users.
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3. Docusnap user management

This chapter briefly explains the Docusnap User Management feature on which the content of this HowTo
document is based. Only the functionality required for this example will be discussed. You can find further
information in our Knowledge Base in the HowTo: Docusnap User Management.

3.1 User Management Overview

By default, User Management is disabled, i.e. every user can access all features and data of the Docusnap
database. Creating the first user automatically enables the User Management feature. From this time on, users
can only access features for which they have explicitly been granted permission. Access to data is still unlimited
at this point, but once you have set permissions to specific object classes or objects, permission checks will be
carried out.

You can open the Docusnap Roles and Docusnap User dialogs from the General tab of the Docusnap
Management:

@ Docusnap 11

(3] @ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)
Discovery
® GENERAL
General
Inventory £y Designs | #* Docusnap User | /2 Docusnap Roles £ Permission Categories  [¢Management Tools  F=Number Server @ Site Types  [dColor Scheme
N
Inventory Docusnap Users
Documentation
e O £, Administration
Lo Customizing 0 & Connect
e O & Customizing
Y @& o O & Inventory
License T pssets O £, IT Documentation
Mansgsnes @ O &, IT Relations
@ [ A&, License Management
Diagrams
Al Jobs [ &, Organization
[1 &, Permission Analysis
2] New
I IT Correlations 1 &, Physical Infrastructure
Comnect ()Update Group Members from Active Directory for Docusnap Web 01 %, User Management
2l 0 & v
i WebAccess Dommain User Description IsUser ew
Physical Managemert i
Infrastructure
o, 4
fel Connect Legacy
Management
Py
Options
X
Close Management
4 |3

Figure 2 — Docusnap User Management
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@ Docusnap

3.1.1 Docusnap Roles

The Docusnap User Management feature allows you to restrict the access to any user interface controls. Roles
are used to make this a straightforward process. A role is a collection of access rights to the Docusnap controls.
Docusnap comes with standard roles, so that you can easily limit the access for users to read-only (View role).
These standard roles cannot be modified by the end customer. In this dialog, you can define additional roles
to which you can freely assign any desired user permissions.

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

% GENERAL
General
&.Designs £ Docusnap User  #:Docusnap Roles [ Permission Categories  (¢Management Tools  F=Number Server @ Site Types  [@Color Scheme
&
Inventory Docusnap Roles
(’0 Role Name: MyRole Dialog Group Subgroup Enabled Category Visible
Customizing German Text: |FigeneRolle Con.. Administration GENERAL Docusnap Co.. & Organization
' eme Administration GENERAL IT Document... E] Administration
@& English Text: | MyRole rop... Administration GENERAL IT Document £ Technology - Trainees
IT Asset: - N
sets New Delete Save Administration GEMERAL Layout a) Technology - General
D(g Ro.. Administration GENERAL Permissions &) Technology - Infrastr...
Role N,
Disgrams v eteme Us.. Administration GENERAL Permissions E] Technology - Technic..
n C.. Administration GENERAL Permissions E] Technology - External...
£, Administration . .
Administration GENERAL Sites £ Management
ffg Connect
IT Correlations & ent.. Administration GENERAL Tools
Customizing
'_j & erver Administration GENERAL Tools
Inventory
Llcgense & Administration INVENTORY Linux
IT Documentation
Management Iy ons  Administration INVENTORY — Other
IT Relations
ou... Administration INVENTORY Other
,éf &, License Management . .
Connect Legacy IﬂE,_., o infi..  Administration INVENTORY Other
= n Administration INVENTORY SNMP 7]
QOrganization
¢° r Administration  INVENTORY SNMP /|
£ Permission Analysis
Options Iy Bs  Administration INVENTORY — SNMP s
Physical Infrastructure
& tes  Administration INVENTORY SNMP |
User Management
& ect.. Administration INVENTORY Windows
View
X To.. Administration INVENTORY  Windows
Close Management R PR LT o, VI

Figure 3 — Creating custom roles
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3.2 Docusnap User

Open the Docusnap Users dialog to grant ADS users or ADS groups access to the Docusnap Client or to

Docusnap Web. In addition, you can create new users to grant them access to Docusnap Web through the
Basic Authentication method.

The access to Docusnap / Docusnap Web is managed by assigning roles. A user who has not been assigned
a role cannot access the respective features or data.

Important: Make sure that you yourself or an ADS group of which you are a member is registered in the
Docusnap User Management and that you or the respective ADS group have/has been assigned the
Administration role. Otherwise, all controls will be grayed out when you start Docusnap the next time and
you will no longer be able to use the application!

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

m GENERAL
General
¢yDesigns  * Docusnap User 2 Docusnap Roles  {} Permission Categories  [&Management Tools ~ FaNumber Server @ Site Types  [dColor Scheme
(& -
Inventory Docusnap Users
‘:,0 Domain User / Group: CSP-VPC-PRODOT\AdmIn I &, Administration
Customizing Description: Administrator / User Manager O J@_ Company-A
[ &, Company-B
% |AHuwAccEsslu DucusnapWebl O & Connect
IT Assets O£ c :
Password for Basic Authentication only (Optional): . Customizing
O RR{ Inventory
:.(g Password:
. O £, IT Documentation
Diagrams
Password Confirmation: O &, 1T Relations
0 &, License Management
New Delete Save
IT Correlations O & Organization
'_j OUpdateGmupMembersiromActiveD\r’e:mryfnan:usnapWeb O £ Permission Analysis
9.
License WebAccess | Domain User Description IsUser O & Physical Infrastructure
Management b4 &, User Management
}5, & Yes CSP-VPC-PRODOT\Admin  Administrator / User Manager Yes 0 & View
Connect Legacy
%
Options
X
Close Management

Figure 4 — Creating Docusnap users with the Administration role
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3.3 Docusnap User Management — Object Classes and Objects

Once the Docusnap User Management feature has been enabled, you can restrict the access not only to
features, but also to database data. Now, it is possible to select an item in the tree view and select additional
permission settings from the context menu.

In this example, the Server DOSPDCO1 was selected, and with a right-click, the Object Permissions dialog was
launched. Users with the Administration role are granted full access to the Server type object class. This right
will now apply to all objects of the Server type. Alternatively, it could have been assigned exclusively to the
object DOSPDCO1. In this case, the assignment would have no effect on the access rights of the
Administration role to other objects of the Server type:

@ Docusnap 11

@ Inventory
Discovery
58 Windows (AD) 1 J snmp ¥ [ Active] ObjectPermissions b ox {8 System Groups i1
. Roles and Target Objects Write Delete | Read Insert =
T T AllWizards ~ [ &, Administration
B Type: Servers
@ [0 Object: DOSPDCO1 [} ] O m]
Documentation . @ oyerview [~ New : - Data{ ~ LI Company-A
~ [fa Company-A Type: Servers O [} [} O
=) v & nfrastructure Scan Date Object: DOSPDCO1 O O O m}
IT Security ~ B docusnapsperts.com 5 08/04/2020 10:58:56 ~ [, Company-B
a : % PROD.DOCUSNAPSPORTS.CO L | = 00 o000 0937255 Type: Servers O [} [} O
SALES.DOCUSNAPSPORTS.CC | Object: DOSPDCO1 m} O m} m]
License > [& Workstations Lo| 04/04/2020 01:00:08 ~ [, Connect
Management ~ [ Servers 5 31/03/2020 16:19:32 Type: Servers O O O =]
@ > [ DOSPBKD1 Object: DOSPDCO1 m} O m} m]
Al Joss > [ pospDBO1 ~ [, Customizing
> [ pospbcot Type: Servers O [} m} m]
o > [ DospDCoz Actions Object: DOSPDCO1 O [} [} m}
& > O Dospexgq X Deletenn v O&, Inventary
Conect > [ DospFspt ® Save Type: Servers u] 0 m] m]
> [ posprspa @ Compare... Object: DOSPDCO1 [m} O O O
Physical > [0 posprso3 Move .. ~ O, IT Documentation
A > [ DosPHYD1 Merge with . Type: Servers O [m} m} m}
> [0 pospHYO1 Remote Desktop Connection - DOSPDCO1 Object: DOSPDCO1 ] O O O
By > [ pospsPo1 Customize Company Settings . ~ [, IT Relations
Management > B DOSPSQOT™ Germissions ] Type: Servers O O O O
> [ Linux Fiter Object: DOSPDCO1 O O O m]
> TMac ~ [, License Management
> GISNMP Systen apniy Filter Type: Servers O O [m] O
> & Thin Clients Remove Filter Object: DOSPDCO1 m] O O O
> (D HP-UX Remove all Filters ~ [, Organization A
> Wars T
> El virtualization Save Cancel
> @ Ip Sustems A
4 >

Figure 5 — Assigning access rights to Server objects to users with the Administration role
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4. Configuring Docusnap Web Access Rights — Example

After this brief description of the relevant Docusnap User Management features, we will now show how they
are implemented in the application example.

4.1 Requirement

You want to grant two customers (called “Company-A" and “Company-B”) access to parts of your Docusnap
database. You must make sure to both minimize the administrative effort and to define the permissions in
such a way that both customers can only access their own data. Both must not be able to access data of the
respective other company.

®

Discovery

Inventory

u

Documentation

Lo

IT Security

2]

License
Management

®

All Jobs

66

Connect

|

Physical
Infrastructure

Py

Management

Inventory
55 Windows (AD) ¥
A Azure Service U7

=] sSNMP

Exchange Server 17

hd @ Overview
» [= Comments
> [BF Contracts
» k&1 Financial Records
» E:k Passwords

> @ Tasks

Access denied for
Company A & B

W

=
=

New @ -

Title

[F] Active Directory 1 & e

VMware
Infrastructure

System Groups L7 = All Wizards

Data

> . Rerods
~ [ Company-A

> %Infrastructure

> = Assets

> Q@ Sites

» Organization

Access only for

Company-A

b .'--‘ Connect
~ [l Company-B
> %Infrastructure
> ] Assets
> Q Sites

> Organization

> f.g Connect

Access only for
Company-B

EI Comments

EF Contracts

{23 Financial Records
@.5 Passwords

@ Tasks

@ Reports

Figure 6 — Permission example — Requirement

Docusnap Web | ©2020 Docusnap — All rights reserved
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4.2 Basic Setup of the Docusnap User Management

In this example, both Basic- and Integrated Windows Authentication will be used as the Docusnap Web
authentication scheme. Docusnap User Management is enabled, and the user defined for you has been
assigned the Administration and User Management role. For the access to Docusnap Web, users “Company-
A" and "Company-B” have been created and set to “Basic Authentication”. Both have been assigned the
password “test”.

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

B GENERAL
General X
&,Designs @ Docusnap User - Docusnap Roles () Permission Categories [&Management Tools  FaMumber Server @ Site Types s
&
Inventory Docusnhap Users 4k
‘:‘O Domain User / Group: CSP-VPC-PRODO1\Admin F&; Administration
Customizing Description: Administrator / User Manager O & Company-A
O & Company-B
% ] Allow Access to Docusnap Web O & Connect
IT Assets ! ! 0 £ i
Password for Basic Authentication only (Optional): Customizing
1 f‘&g Inventory
n@ Password:
[ &£, IT Documentation
Diagrams .
Password Confirmation; O &£, 1T Relations
O P@; License Management
New Delete Save
IT Correlations O 95; Organization
'_j OUpdatE Group Members from Active Directory for Docusnap Web [ A&, Permission Analysis
? .
License WebAccess Domain User Description IsUser (] @3 Physical Infrastructure
Management b4 &, User Management
&  Yes Company-A Access only for Company-A ‘fes O & view
Connect Legacy % Yes Company-B Access only for Company-B Yes
pf Yes CSP-VPC-PRODO1\Admin  Administrator / User Manager Yes
iy
Options
X
Close Management

Figure 7 — Permission management — Basic settings
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4.3 Testing the Basic Settings

Perform an initial connection test by logging in as the user “Company-B" (Basic Authentication). The login
attempt was successful, and the user may access Docusnap Web, but currently this applies to the data of all

companies:

&)

Docusnap

Authentication

Basic -

Company

Company-A

Company-A

Company-B

Figure 8 — Docusnap Web access is working (user can access all companies)

Docusnap Web | ©2020 Docusnap — All rights reserved Page 13 of 21
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4.4 Step One — General Restriction of Access Rights

In the first step, access to the Overview object type is restricted in such a way that only users with the
Administration role are granted access.

Docusnap 11

[3) Inventory Object Permissions B X
Discovery
25 Windows (AD) v L SNMP Roles and Target Objects | Write ‘ Delete ‘ Read ‘ Insert = B3 Exchange Server v H System Groups T
w (7 f, Administration
Inventory == All Wizards T @iz
~ LI, Company-A
Type: Overview m} ] O ]
@ v [, Company-8
Documentation Type: Overview O 0 O o
> [a Company-A — v [ Connect
E‘O > [ Company-B | | Type: Overview m} ] O ]
IT Security M~ [ customizing
& Type: Overview O O O O
Pr_j v 14, Inventory
License e Type: Overview O a ] O
Management [a
w [ IT Documentation
[C Type: Overview O ] O O
All Jobs q - [] £, IT Relations
Type: Overview m} ] O ]
o ~ [, License Management
& Type: Overview O =] O O
Connect )
~ [+, Organization
Type: Overview m} ] O ]
Physical ~ [ 4, Permission Analysis
Infrastructure Type: Overview O ] O O
v ch, Physical Infrastructure
By Type: Overview m} ] O ]
Management ~ [, User Management
Type: Overview O O O O
v 1A, View
Type: Overview m} ] O O -

Figure 9 — Restricting access to the Overview object type (Administration role only)

Now, the right to access the Company object type is also restricted to the Administration role:

@ Docusnap 11

[3) Inventory Object Permissions B X
Discovery
22 Windows (AD) vr L sump Roles and Target Objects | write | Delete | Read | Insert o @3 Exchange Server 7v B System Groups 77
~ [41 &, Administration
(f2 Type: Compan
Inventory e Al Wizards {fh Type: Company
[ Object: Company-A ] 1 m] m]
~ [ &, Company-A
Type: Company ) 0 o O
Documentation 3 @ oy eryiew Object: Company-A O O ml m]
~ [, Company-8
E‘O > [l Company-B Type: Company O ] O O
IT Security Object: Company-A O m] O O
IS ~ [, Connect Execution Date | Description Number Succe... | Number Failed
Type: Company O O O O
P . 24/04/2020 .. Server-VPC-S.. 1 0
Loz Object: Company-A O [m] m] m] s ver
Management v OR, Customizing 08/04/2020 ... Server-VPC-5.. 2 0
® Type: Company m} m} m} [} 08/04/2020 ... Server-VPC-S.. 1 0
All lobs Object: Company-A i ] i t 08/04/2020 ... Server-VPC-S... 1 0
D Inventory .. 24/04/2020 .. Server-VPC-S.. 2 0
g Type: Company m} ] ] ]
& Object: Company-A O O O O |V 08/04/2020 .. Server-VPC-S.. O 1
Gem=s ~ &, IT Documentation 08/04/2020 ... Server-VPC-S.. 7 0 hd
»
Type: Company O ] O O
Physical Object: Company-A =] O O o
Infrastructure ~ [1, IT Relations
Type: Company O ] O O
By Object: Company-A m} ] ] ]
Management ~ [, License Management
Type: Company O ] O O
Object: Company-A O ] O O
~ [ & Organization -
M inventoried in the Iast wesk: ] hd

Figure 10 — Restricting access to the Company object type (Administration role only)

Docusnap Web
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4.5 Testing the Changes Made in Step One

Perform a new connection test by logging in as the user "Company-B":

&)

Docusnap

Authentication

Basic -

Figure 11 — Login attempt after access rights editing

4.5.1 Why Did the Login Attempt Fail?

Due to the permission adjustments, only users with the Administration role can access objects of the Company
object class. The access rights of the users Client A and Client B have been completely removed.

Docusnap Web | ©2020 Docusnap — All rights reserved Page 15 of 21
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4.6 Step Two — Granting Companies Access Rights to their Data

Now, a new role will be created for each user and assigned to the respective Company. Here, no controls will
be assigned to the roles. The roles are only used to define access rights to customer data.

usnap 11 - Manageme iguri omizing and Extending of
m GENERAL
General .
&, Designs & Docusnap User | 2:Docusnap Roles {3} Permission Categories  [&Management Tools  F=Number Server @ Site Types g Color Scheme s
&
Inventory Docusnap Roles 4P
Ty Role Name:  Company-A Control Dialog Group Subgro Category Visible
Customizing German Text: |Company-A Export Schema Administration CUSTOMIZING Extenc i Organization
Import Sche..  Administration CUSTOMIZING Extenc E| Administration
@& English Text: | Company-A Manage Obje... Administration CUSTOMIZING Extenc £ Technology - Trainees
Iré5s== New Delete Save Manage Tables Administration CUSTOMIZING Extenc £ Technology - General
n<§ - Manage Rep.. Administration CUSTOMIZING Repor a Technology - Infrastr...
Dizgrams 2 foletame Connector Ty.. Administration DIAGRAMS Gener ) Technology - Technic...
& Acministration Pratocols Administration DIAGRAMS  Gener £ Technology - External...
2 o Comment Ty.. Administration GENERAL Additiv a Management
IT Correlations & Company-B Contract Types Administration GENERAL Additis
ﬁrj & Connect Financial Rec.. Administration GENERAL Additiy
License &, Customizing Password Typ... Administration GENERAL Additis
Management & Inventory Task Types Administration GENERAL Additiv
& £, 1T Documentation Edit Package .. Administration GENERAL Docus
Connect Legacy £, 1T Relations Export Packa.. Administration GENERAL Docus
&, License Management Import Packa... Administration GENERAL Docus
‘3:(3 £, Organization Packages (Le.. Administration GENERAL Docus
s &, Permission Analyss Schedule Con... Administration GENERAL Docus
X S Physical Infrastructure Color Scheme  Administration  GENERAL IT Doc
Close Management | - = Element Prop... Administration GENERAL ITDi(v

Figure 12 — Creating the Company-A and Company-B roles

Docusnap 11 - Managemer

B® GENERAL
General .
&,Designs  #* Docusnap User A Docusnap Roles ) Permission Categories  [&Management Tools  FsNumber Server @ Site Types  [dColor Scheme co-
&
Inventory Docusnap Users 4P
ﬁ{) Domain User / Group: Company-B O £, Administration
El=lonizing Description: Access only for Company-B O £ Company-A
| £, Company-B
% ] Allow Access to Docusnap Web O & Connect
IT Assets ) . ) 0 &
Password for Basic Authentication only (Optional): Customizing
O &£, Inventary
:(g Password:
X 0 £, IT Documentation
Diagrams
Password Confirmation: O &, IT Relations
] @Q License Management
New Delete Save
IT Correlations ] @Q Organization
OUpdate Group Members from Active Directory for Docusnap Web O r& Permission Analysis

&

License WebAccess Domain User Description O &, Physical Infrastructure

Management O &£, user Management
& Company-A Access only for Company-A O & View
Connect Legacy Company-B Access only for Company-B I
CSP-VPC-PRODONAdmIn Administrator / User Manager
iy
Opticns
X

Close Management

Figure 13 — Assigning the respective role to the user



Configuring a Company-Specific Access to Docusnap Web | itelio GmbH @ DOC u S n a p@

Now, each company has been granted the required access rights. The Company-A role is granted View
permission to the Company-A object. The rights for the Company-B role are assigned accordingly. Please
note that the rights only refer to a object, not to the entire object class!

@ Docusnap 11

[3) Inventory Object Permissions |
Discovery
22 Windows (AD) 77 J sump Roles and Target Objects | write | Delete | Read | Insert = @3 Exchange Server 7¢ {8 System Groups V7
~ [, Administration
sy e Al Wizards Type: Company m} ] ] ]
Object: Company-B m} m] O O
~ [, Company-A
@ Type: Company O ] O O
Documentation ;@ oyerview Object: Company-B m] 0 | |
> Company-A [ [4] &, Company-8
5 B Tyve Compary 5 o o o
IT Security Object: Company-B
0 ~ [, Connect Execution Date | Description Nurmber Succe...| Number Failed
1 Type: Company O m} O O
License Object: Company-B O ] O O
Management
~ O &, Customizing
® Type: Company O O O O
All Jobs Object: Company-B O ] O O
~ A Inventory
o Type: Company O m} O O
4 Object: Company-B O [} O O
Connect
~ [1&, IT Documentation
Type: Company m} ] ] ] [— >
Physical Object: Company-B O O O O
Infrastructure ~ 0 % IT Relations
Type: Company O ] O O
Sy Object: Company-B m} ] ] ]
Management ~ [ &, License Management
Type: Company O ] O O
Object: Company-B m} ] ] ]
~ [ &, Organization <]
-

Figure 14 — Granting permissions to the new company roles

Docusnap Web | ©2020 Docusnap — All rights reserved Page 17 of 21
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4.7 Testing the Changes Made in Step Two

Now, user “Company-B” can only access the data of the Company-B object.

&)

Docusnap

Authentication

Basic

START

Figure 15 — Successful login after access rights editing

4.8 Next Steps

If you later create a new user, say “Company-C”, with Basic Authentication, this user will by default have no
permission to access the Docusnap database. Only after you have created a role for this user and set
corresponding rights to an object of the Company type, the new user will be able to access the data. The
permissions granted to the two existing users do not need to be adapted in this case.
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