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1. Introduction

IT departments are given more and more responsibility and must manage a wide variety of different areas. Of
course, it is not possible to keep a complete overview and know everything. With Docusnap, you can centrally
collect and document the necessary data.

The new Enterprise Search helps you to search within Docusnap. It doesn't matter if you know an IP address
or a MAC address. A host name or serial number. You enter the search term, and the relevant results will be
listed.

The HowTo describes first the requirements that must be provided.

e Check SQL server Full-Text search and install if necessary
e Enable enterprise search in Docusnap

e Creating a search index

e Runasearch
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2. Requirements

Docusnap Enterprise Search is index-based. This means that data must first be added to the index before
search requests return results. With Enterprise Search, only indexed objects can be found based on the indexed
values. If there is no matching index, the object will not be found.

2.1 Checking the SQL Full-Text search

To obtain the maximum performance for the search requests, it is recommended that the feature Full-Text
and Semantic Extraction for Search is added for the SQL instance. You can check if the feature is installed
with the help of an SQL statement within the SQL Management Studio.

SELECT SERVERPROPERTY('IsFullTextInstalled');
GO

With return value 1, the full text search is active.

The feature is not necessary for the use of the Enterprise Search. But it will affect the performance. If the
instance feature is not installed, it can be added later. This is described in the chapter Optional - Installing the
SQL Full-Text Search.

2.2 Activating Docusnap Enterprise Search

The first time Docusnap is started, the Docusnap Enterprise search is disabled. It must first be activated in the
search options. If the Enterprise search is not activated, the default search is automatically used.

Choose the magnifying glass from the title bar - Settings - General - Activate Enterprise Search

@ Docusnap 11
63 Inventory
Discovery
28 Windows (AD) & snme [ Active Directory (@ vMware A Azure Service 1 Office 365 {8 System Groups
(Imoarizary) = All Wizards
Documentation
’ i i .
Overview X Close Search | Search: Archives 57 Filter y) @isettings
> [l Docusnap GmbH .
o > [l Docusnap Sports
IT Security
@ Enterprise Search — 8 X
&)
License
Management @ General
General
@ Enterprise Search
All Jobs
3. I [ Enable Enterprise Search I
<
5 Add encrypted data fields of passwords (password table) to the search index.
Connect
dex Update
Physical
Infrastructure
(XO =
Management
Save Cancel
Row Count: 0 of 0
! »

Figure 1 - Enable Docusnap Enterprise Search
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2.3 Optionally — Installing the SQL Full-Text Search

To install the SQL full-text search afterwards, start the SQL Server Installation Centre. From the Start menu or
via Control Panel - Programs and Features - Microsoft SQL Server 20%% - Modify.

The installation file may now be required. If this is no longer available on the system locally, you can download
it and reference it. Make sure that the version of the installation file matches the installed version - for example
SQL Server 2019 = SQL Server 2019 and not Installation file = SQL Server 2019 and SQL Server 2014 is
installed.

Start the SQL Server Installation Centre and select Installation — New SQL Server stand-alone installation or
add features to an existing installation.

Confirm the following steps and select the SQL server instance on which the Docusnap database is available
in the Installation type step.

In the next step - Function selection - now activate the full text search and then execute the installation. If this
feature is not available for selection, the Express Advanced installation package of SQL Server Express must
be downloaded.

SQL Server 2019
Express Edition

Specify SQL Server installer download

SELECT LANGUAGE

English -

WHICH PACKAGE WOULD YOU LIKE TO DOWNLOAD?
Express Core (255 MB)
5QL Server Engine only
Express Advanced (796 MB)
5QL Server Engine, Full Text Services, and Reporting Services

LocalDB (53 MB)
Lightweight version of Express Edition with all of its programmability features, but runs in user mode

SELECT DOWNLOAD LOCATION

CAUsers\Admin\Downloads

Figure 2 - SQL Server Express - Express Advanced Installation Package
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3. From indexing to the result

The Enterprise Search is based on a search index. A preselected search index is already stored. Please note
that this is a basic index and does not necessarily cover your search queries. Which objects and columns are
indexed can be evaluated with help of the reports Search Index and Search Index Excel. You will find the
reports in the tree structure as follows.

Overview — Reports — Docusnap

The basic index can be extended as required. You can customize the Enterprise Search to your individual
requirements.

3.1 Adding Data to the Index
Docusnap Enterprise Search differentiates between objects and columns when indexing.
Objects

Objects are the objects in the tree structure. For example, if you want to find workstations and servers in the
Enterprise Search, both objects must be indexed. Other objects will then not be found by the Enterprise Search
unless they have been selected. (e.g., Linux systems and SNMP devices)

Columns

Columns are the values that can be added to the index. These are used to find the indexed objects. (e.g.,
name, IP address, operating system).

The more objects and columns are indexed, the more results the Enterprise Search will deliver. However,
excessive indexing can have a negative effect on performance.
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3.1.1 Index objects

Meta objects and columns are added to the search index in Settings - Search index - Add object. It is possible
to index objects from the inventory and IT security.

In the following example, the objects workstations, servers and detailed data of the workstations and
servers are added to the index. Meta objects are considered indexed as soon as the checkbox is active.

@ Enterprise Search

@ All Objects All Columns Select Objects O x
General
I +Add ObjectIXRemove Object from Search +lImport In |Invent0ry IZH
Searcf?ndex Drag a column header here to group by that column © OBy Account o
Teble Name Object - > ¥% DemoDB_ChangeloglD

> @InformationDemo
v %Networkf_nvironment
> AccountReport
~ [ B8 Domain
> [l DomainReports
~ L Worketatinn
> #WorkstationConnection
~ [13 WorkstationDocu
[l WorkstationReports

I > l?l:_l WorkstationDetails_Data I

> = WorkstationRoles

[# WorkstationOptionalFeature
[_'o WorkstationSoftware

g'_j WorkstationCertificates

=8 WorkstationHotfixe

Q WorkstationMetwork

H WorkstationTools

#& WorkstationVersionNumber
=2 WorkstationDrives
I:_JWc:urkslatic:unPageFiIe

(™ WorkstationPartitions

l:‘l;l WorkstationHardware -

B N R )

Row Count: 47 of 47
I 3

L
w
<
m
0
o
=1
o
i

Save & Start Indexing |

Figure 3 - Index objects
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3.1.2 Index columns

As soon as a meta object has been indexed, the desired columns for the objects can be selected. All columns
that can be indexed are listed in the field overview.

Columns are indexed across the board. This means that if the columns IP Online, Name and Location are
indexed for workstations, this also applies to other systems. If you now switch to the Sever object, you will see
that these columns are already active. The same applies if other objects are added later, for example Linux
devices.

In the tab All Columns you will find an overview of all database columns added to the index.

@ Enterprise Search

@ All Objects All Columns
General
+Add Object X Remove Object from Search “lImport Index > Export Index
Searc}h:?ndex Table Mame Field Name ) Index Search
=2 ADDS Container
Cbject Table Name =1 Chassis Types
e =0 Description
[ General Docu Windows s Domain
d  General Docu Windows =  Domain/Workgroup Membership
oSty = Inventory Number
I_L:l';l Workstations Hosts =h IP Online 7
Ll Servers Hosts & MAC Address
1 MacAddressVersionX
=2 Name 7
=2 ONC
== Online
=2 Site
= SNMP System Type
& Type s
1 Virtualization Host

Row Count: 4 of 4

7 » Row Count: 16 of 16

Save & Start Indexing Save Cancel

Figure 4 - Index columns
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3.1.3 Indexing via context menu

It is also possible to index objects and columns directly via the Docusnap tree structure. To do this, open the
context menu by right-clicking on the object to be indexed. With the option Add to Search Index, the Select

Fields window opens, and you can add new fields to the indexing of the search.

If the meta object is not yet indexed, the option Index Objects for Search must be activated.

@ Docusnap 11

@ Inventory
Discovery
25 Windows (AD) J snmp [ Active Directory @ vMware A Azure Service {2 System Groups
Inuzsizery - All Wizards
Docurnentation ]
> - .
Overview X Close Search | Search: ‘ | N ‘ @settings
> ff Docusnap GmbH
=2 i) Docusnap Sports
IT Security @ Information about Deme Company!
v & Infrastructure Select Fields o
er > [l Reports
License iA
i & DOCUSNAPSPORTS.COM I Index Objects for Search I
gement > [l Reports
> 08 PROD.DOCUSNAPSPORTS.CO ‘ Feld Name ‘ Feld Text Index Search
i > O3 SALES.DOCUSNAPSPORTS.CO HostName Name
>[5 Workstations
g DomainiD Domain
g Servers
& ~ [ Linux 1pOnline IP Online
Connect > [ poseu— R Count- 000 Siteld Site
Actions
g8 > Boosiz g, ADSContainer ADDS Container O
g > [A DosPL N N
Physical X Delete.. ChassisTypes Chassis Types m]
Infrastructure > [ poseul Data (4
> I posL] [a compare .. ata (4) Description Description ]
Oy > [ DOSPL ::’”;‘;m Date MacAddress MAC Address O
M it > [A DOSPL
anagemen 1 EDC R — T TR HostTypelD Type [}
N ;\SBLA[I}J Add to Search Index 021 08:32:33 Row Count: 16 of 16
> (A SBLADE TWEr 2021 04:00:00
sasesxd | b orsons
» CMac Remove Filter
» CJsNmpsys  RemoveallFiters
» & Thin Clients
> @ HP-UX
> Bars
> @ Virtualization =
1 - ¥ Row Count: 4 of 4
I

Figure 5 - add to index via right-click
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3.2 Index Update

The index must be updated before the Docusnap Enterprise search can find the indexed data. Updating the
index can be done manually or automatically. Newly added values will only be found after a completed re-
indexing.

Index Update One-time at:
updates the index daily at the choosen time

Index Update Every:

updates the index several times a day at the specified interval. It should be noted that the interval should
be chosen according to the index size and update duration.

If the Docusnap Enterprise search is deactivated, the complete index record is deleted. Indexed meta objects
and fields are not affected. Only the index has to be updated when reactivating the search.

@ Enterprise Search

@ General

General

0

Search Index

Enterprise Search

Enable Enterprise Search

[ Add encrypted data fields of passwords (password table) to the search index.

Index Update

® One-time at: 18:55:29 =
Every: 1% Hourl(s - Start:  [18:55:29 End:
Index Search Manually: Siar‘l
Last Indexing: 04.11.2021 20:5238
Index Size: 2 MB

Duration of the Last Indexing: 0,17 Minute(s)

+/ The search index was updated Save & Start Indexing Save Cancel

Figure 6 - Update Index

With larger databases, depending on the number of indexes, the index size can grow considerably. When the
index is updated, the existing index is only deleted after the new index has been built. This guarantees that the
search also works when the index is updated. As a result, the index size can more than double for a short time.

Sometimes the update process may not start immediately. This depends on whether an inventory is currently
running, for example.
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3.3 Results

To search for an object, enter the search word in the text field. Press Enter or click on the magnifying glass to
start the search. By double-clicking on the icon of the search result, Docusnap automatically navigates to it in
the tree structure.

[3) Inventory
Discovery
22 Windows (AD) &I snmp [F] Active Directary @ VYMware A Azure Service 0 Office 365 {2 System Groups = All Wizards
N
Inventor N
v > @ overview X Close Search | Search: [ElORII0E] £ {iSettings
> [ Docusnap GmbH
D @ N % Docusnap Sports Name Object : Found in Column Path
ecumentation @ Information about Demo Company
~ & Infrastructure i@ DOSPSAD3 SNMP Systems Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Switch / DOSPSAD3
=3 > [l Reports
IT Security ~ B DOCUSNAPSPORTS.COM
> [ Reports
& > [ PROD.DOCUSNAPSPORTS.COM
License > [ SALES.DOCUSNAPSPORTS.COM
Managamet > LT:' Workstations
® > [ servers
> [ Linux
Al Jobs s Dlmac
~ LI SNMP Systems
Hq > = Backup
Connect > W Firewall Row Count: 1 of 1
> Gl General
8 > [H Managementboard | PSearch finished
e, e o S
> (31 Printer Mew i - | Data(3) Editor Analysis Additional Information
Oy > @ SAN Switch -
- Scan Date
Management > S Storage
@3 switch 5 29102021 10:08:51
> £ DOSPSA03 B 25102021 08:35:50
#- 8 DOSPSAQ4 B 21102021 15:45:09
> @ DOSPSWO1
> @ DOSPSW02
> & DOSPSWO3
> E DOSPSWD4
> & DOSPSWO5
> @ DOSPSWO06
» & DOSPSWD7
> & DOSPSW08
> € DOSPSWD9
> £ DOSPSWI10
> £ DOSPSW11
i~ = Dospswiz | RowCount3¢f3
> nnesawiz

Figure 7 - Use Search
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4. Search parameters
4.1 Single Value

A search for DOSPWSO01 returns all objects whose index contains this value. Examples are the system name of
an object or the description text of an indexed object.

@ Docusnap 11

[3) Inventory
Discovery
25 Windows (AD) = snmp [ Active Directory @ vMware A Azure Service 0 oOffice 365 {2 System Groups - All Wizards
Inventory N al
@ Overview X Close Search | Search: DDSPSA(B - I O @Settings
@ > [l Docusnap GmbH
v i Docusnap Sports
.’I . Name | Object Found in Column Path
Documentation © Information about Demo Company
v & Infrastructure = DOSPSAC3 SNMP Systems Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Switch / Di
= > [l Reports @ DOSPSAQ4 SNMP Systems Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Switch / Dt
IT Security Y EE DOCUSNAPSPORTS.COM
> [ Reports
3| > [ PROD.DOCUSNAPSPORTS.COM
License > [ SALESDOCUSNAPSPORTS.COM
Management; > FEI Workstations.
® > [ servers
> [ Linux
All Jobs =t
o ~ L SNMP Systems
4 > £ Backup Row Count: 2 of 2
Connect > Firewall A S
> & General
> [ Managementboard Psearch finished
. fPhy“““a‘ > ¥ Network USB )
nfrastructure > i printer New i+ | Data(3) Editor Analysis Additional Information
tkn > @ SAN Switch
O
e > = Storage Hsave
> @ DOSPSAD3 General .
> 3 DOSPSAD4
> @ DOSPSWOT Host Name: |pospsaoa | O Bxdlude from License Management
> = DOSPSWO2 Inventory Number: [DOSP100338-AT | Assigned User I W]
> £ DOSPSWO3
> @ DOSPSWO4 Description: (B ] Y e A segoeul e HEEEE0 YO
> €3 DOSPSWOS Backup Switch fo DOSPSAQ3
> E DOSPSWO06
> £ DOSPSWO7 Site
> @@ DOSPSWO08 sit T B CO=TT=FLT .
ite:
> @ DOSPSWO3 (] Bl LO-HQ-FL_II-01_Consuting
> @ DOSPSW0 (] Bl LO-HQ-FL_II-02_Consuting
> B DOSPSW11 ~ [ B Lo-HQ-GF
> @ DOSPSW12 [ El LO-HQ-GF-01_Recruitment I =
3 rm NNCDCM2 hdl =

Figure 8 - Search for a single value

4.2 Wildcards
In the Docusnap Enterprise search, a star * can be used as a wildcard.

DOSPWS*4 returns all objects that begin with DOSPWS and end with the digit four. Independent of the
characters in between.

- DOSPWS14
- DOSPWS004
- DOSPWS04

Docusnap Enterprise Search | ©2021 Docusnap GmbH — All rights reserved Page 13 of 20



Description of the functionality as well as the use of the Docusnap Enterprise Search | Docusnap GmbH @ DOC u S n a p

4.3 Sequence of words and special characters

If you are searching for objects that contain spaces or special characters such as *, the search word must be
placed in quotes. This also makes it possible to search for whole sentences or partial sentences in descriptions.

usnap 11
[3) Inventory
Discovery
25 Windows (AD) &I snmp - [F] Active Directary (@ VMware A Azure Service 10 Office 365 {2 System Groups 7 = All Wizards
Inventory N
@ ovenview X Close Search | Search -] @settings
> [ Docusnap GmbH
~ D Sport:
m " @7 ecusnap VpD s Name Object Found in Column Path
Decumentation @ Information about Demo Company
~ & Infrastructure = DOSPSWO1 SNMP Systems Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Switch / D{
=3 > [l Reports
IT Security ~ 2 DOCUSNAPSPORTS.COM
> [l Reports
& > [ PROD.DOCUSNAPSPORTS.COM
License > [ SALES.DOCUSNAPSPORTS.COM
Managamert > LT:' Workstations
> [ servers
> [A Linux
Al Jobs s Dlmac
o ~ LI SNMP Systems
4 » = Backup Row Count: T of 1
Connect 5 WP Firewall . ,
e
> L General
4 > 9 Managementboard | Psearch finished
, 'Ph"“a‘ > & Network USB ; i
nfrastructure > 2 Printer Mew -~ | Data(3) Editor Analysis Additional Information
Oy > @ SAN Switch
v @ Switch
{7 = DosPsa03 General -
> =3 DOSPSAD4
> © posPSWO1 Host Name: |Dospswo1 | O Exclude from License Management
§~ B DOsPsWo2 Inventery Number: | DOSP100121-AT | Assigned User [ L]
> & DOSPSWO3
> € DOSPSWDA Description: (B ] Y oeke| -l El2 |y oa
> E DOSPSWO5 This switch is used for
> @ DOSPSWO06
» & DOSPSWD7 site
> & DOSPSW08 S e MUBUSFLT =
ite:
> E DOSPSWO9 1 £l MU-BO-FL_I-01_Sales
> E DOSPSW10 1 £l MU-BO-FL_I-02_Sales
> £ DOSPSW11 ~ [ B MU-BO-GF
> E DOSPSWI2 (] ] MU-BO-GF-D1_Sales -
5 NNSDQNTR A R

Figure 9 - Search string
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4.4 Generic terms

With a generic term it is possible to search for several objects of a common denominator. A search for a
generic term is marked with a double dot. You can get an overview of the available generic terms via the
drop-down menu of the search.

Workstations: - Output of all workstations

Workstations: *NB* - Output of all workstations with the substring NB

ocusnap 11
[3) Inventory
Discovery
22 Windows (AD) &I snmp [ Active Directory (@ VMware A Azure Service 10 Office 365 (2 System Groups = All Wizards
&
Inventory N r
© ovenview X Close Search | Search| (SNSRI - O @settings
> [ Docusnap GmbH
: ~
b £ Docusnap Sports SN SIS <
Documentation @ Information about Demo Company| eme Software: d n olumn Path |
« & Infrastructure = DOSPPRMUC4 Software: Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Printer / DOSPPI
=) > [l Reports = DOSPPRMUD2 SQL Servers: Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Printer / DOSPP|
IT Security s @5““ SNAPSPORTS.COM = DOSPPRMUO3 Users: Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Printer / DOSPPI
> L Reports
0 .o PR‘;D DOCUSNAPSPORTS.CO || DOSPPRLODT veeam Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Printer / DOSPPI
. 3 \hware:
License > g&] SALES.DOCUSNAPSPORTS.CO! 131 DOSPPRLOO3 \ind Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Printer / DOSPPI
" N INAoWs:! v
Management > [ Workstations 21 DOSPPRMUO1 Docusnap Sports / Infrastructure / DOCUSNAPSPORTS.COM / SNMP Systems / Printer / DOSPPI
® > [ servers TR O s - PR e imas s mmm s s o .- .
> [ Linux Row Count: 53 of 53
All Jobs hdl
> CIMac p D
~ G SNMP Syst
] < ystems Psearch finished
2 > £ Backup
Connect s W2 Firewall )
=" G"E"“a ! New © - | Data(3) Editor Analysis Additional Information
eneral
Phgsl‘_ca‘ > [N Managementboard SeanDate M
s > § Network USB
Infrastructure 2 29102021 10:08:51
> 3 Printer -
By > I SAN Switch 3 25102021 083550
Management B Storage o 21.10.2021 15:45:09
v & Switch
> =3 DOSPSAD3
» @ DOSPSAD4
> & DOSPSWO1
> & DOSPSWOD2
> & DOSPSWO3
> E DOSPSW04
> £ DOSPSWO5
» & DOSPSWD6
> & DOSPSWO7
> € DOSPSWO08
« (| | "owCoune3ors

Figure 10 - generic term
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5. Additional Information

5.1 General
Additional information is automatically added to the index.

If the search for additional information is successful, the linked objects are also found. If a search is made for
a comment Installation instruction, the systems to which the comment is assigned are also displayed.

5.2 Passwords

To find additional information passwords also with the Enterprise Search, they must be explicitly activated in
the Enterprise Search settings.

The password fields are encrypted in the database by the Docusnap encryption file. If the additional
information Passwords is added to the index, its fields are stored in plain text in the index.

The password itself is not affected by this and cannot be found with the search.

6. Export and import search index

An import/export function for the index is available in the Docusnap Enterprise Search options. The file is
available as an xml file. This makes it possible to transfer the index to other databases.

When importing the index file, it is checked whether these fields are available in the database. It is not possible
to index customizing fields that are not available in the target database.
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7. Limitations of the Docusnap Enterprise search

e Both the Docusnap Enterprise and Standard search cannot be used in Docusnap Web.
e The Docusnap Enterprise search is limited to the current inventory. Older inventories are not included.
e Attachments of additional information cannot be searched
e [tis not possible to index objects and fields from license management or documentation.
e Passwords are not available in the index. It is possible to search for system names, usernames, etc.
e There is no fallback to the standard search if the Docusnap Enterprise search does not find any results.
e ADDS properties cannot be added to an index
e When indexing Other Assets, it is not possible to add individual fields to the index due to the flexible
structure.
e Prerequisites/restrictions for a successful search in customizing
o Foreign key must exist, otherwise no resolution from object to parent is possible.
0 The value of the primary key of the table/view must be unique.

Docusnap Enterprise Search | ©2021 Docusnap GmbH — All rights reserved Page 17 of 20
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