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 Introduction 

PSExec is used for the following scans: 

• Exchange 
• SharePoint 
• GPO 
• Windows Fallback scan 

By default, PSExec is located in one of the following directories: 

• Docusnap Server and Client 
o %ProgramFiles%\Docusnap 11\bin\psexec.exe 

• Optional: Discovery Service 
o %ProgramData%\Docusnap\Discovery\discovery\plugins\AUFZÄHLENDER-

ORDNER\Bin\psexec.exe 
o %ProgramFiles%\Docusnap Discovery\bin\psexec.exe 

If Docusnap was installed in a different directory, this path may be different. 

PSExec establishes a connection to the inventory system and copies the inventory file to the system. After the 
scan, the result file is copied back to the Docusnap server and imported there. Therefore, it is necessary to be 
able to establish a PSExec connection to the inventory system. This HowTo describes the analysis of a failing 
PSExec connection, as well as troubleshooting. 

• In chapter 2 the error message File could not be found is discussed 
• Chapter 3 describes a solution approach for the message Mount of remote share failed 
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 File could not be found 

If no PSExec connection is possible, in most cases the error message File could not be found is displayed. 
This error can have different reasons 

 
Figure 1 - File could not be found 
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2.1 Connection test 

If this error is displayed, a manual PSExec connection test to the target system should be performed first. 

It is important that the test is performed with the same user that is used for the scan. 

To do this, first run CMD or PowerShell in the appropriate user context. 

PSExec is located in the installation directory of Docusnap in the Bin folder - e.g. C:\Program Files\Docusnap 
11\Bin. 

 

Figure 2 - PSExec Path 
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The connection test is performed via the following command: 

psexec.exe \\TargetSystem -u Domain\User cmd 

 

Figure 3 - PSExec Connection Test 
 

There is no feedback during the password entry. 

If the connection is successful, the hostname command can also be executed. As a result, the host name of 
the remote system should be displayed. 

 
Figure 4 - PSExec Hostname 
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2.1.1 Connection test successful 

If the connection test is successful, problems on the part of PSExec can be excluded. 

In this case, the Docusnap server configuration should be checked. In the first step of the server configuration, 
it is possible to define a user. 

 

Figure 5 - Docusnap Server Configuration 
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If a user is set here, it should be checked whether this user is set in the required local security policies Log on 
as a service and Replace a process level token. 

1. Open Local Security Policies via Windows search with secpol.msc 
2. Local Policies 
3. User Rights Assignment 
4. Open Log on as service and check if the server service user is set 
5. Open Replace a process level token and check if the server service user is set 

 

Figure 6 - Local Security Policies 
 

If all security policies are already set, you can check in the Docusnap Server configuration if the option Execute 
Inventory in Own Process is enabled. This should be set. 

 
Figure 7 - Execute Inventory in Own Process 
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2.1.2 Connection test failed 

If the connection test fails, the following steps should be checked. 

Permissions 

A user who is a local administrator on the target system must be used for the connection. 

Antivirus 

Often the connection fails because PSExec is blocked by the installed antivirus solution. Usually, a warning 
message appears in the antivirus console on the system that the execution of PSExec has been blocked. 

Sometimes it can also happen that the PSExec.exe is deleted on the Docusnap system. In this case, PSExec will 
no longer be in the corresponding path at all. 

To prevent this error in the future, an exception for PSExec must be set up in the antivirus solution. 

Services 

If a workstation is scanned, the workstation service must be executed. 

 

Figure 8 - Workstation Service 
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On a server, this is the server service 

 

Figure 9  - Server Service 
 

Share 

The ADMIN$ share must be available on the target system. 

This can be tested via Windows Explorer. 

 

Figure 10 - Windows Explorer 
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The share can also be checked directly on the target system via the Computer Management. 

 

Figure 11 - Computer Management 
 

Windows Network 

File and printer sharing must be enabled on the target system. 

This can be checked on the target system via the Network and Sharing Center. To do this, open the Control 
Panel and select the Network and Sharing Center. 

 

Figure 12 - File and Printer Sharing 
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Process is already running 

Only one PSExec process can be executed per system simultaneously. 

On the target system, it should be checked whether the PSExecSVC.exe process or a Docusnap process is 
running - for example, the Exchange scan runs the DocusnapEX13.exe process. 

If one of the two processes is still active, it should be terminated manually and the connection test repeated. 

 

Figure 13 - PSExec Service 
 

Windows Updates 

If all steps have been checked successfully and the inventory still fails, you should check whether Windows 
updates are still pending on the target system. 
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 Mount of remote share failed 

In some cases, the message Mount of remote share failed is displayed. 

On the system that performs the inventory, it should be checked whether the Computer Browser service is 
active. 

 
Figure 14 - Computer Browser Service 
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 Access Denied 

The Access Denied error may occur if files are still open in the path \\Server\Admin$\Temp\Docusnap\scan 
on the target system. 

This can be checked via Computer Management on the target system. 

 

Figure 15 - Computer Management - Open Files 
 

If files are still open here, they should be closed and the inventory repeated. 
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