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1. Introduction
This document describes the inventory of Microsoft Exchange (On-Premise) and Exchange Online.

During Exchange On-Premise inventory, problems can occur due to the use of PSExec. This document
provides solutions for solving these problems as well as alternatives for inventory.

In addition since version 11 of Docusnap it is possible to take an inventory of Exchange Online environments.
This is also part of the document.

Note:

If Microsoft Exchange is mentioned in the document, the On-Premise environment is always meant. The online
environment is always explicitly referred to as Exchange Online.
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2. Basics

2.1 Parts of the inventory

The information about Microsoft Exchange that can be inventoried by Docusnap is located at different points
in the IT infrastructure.

Until Exchange 2010, part of the information will be stored in Active Directory, the other part in Exchange
databases, as shown in the following graphic:

Active Directory Microsoft Exchange Databases

A Mailboxes
Distribution Groups

User-defined Attributes
Public Folders

Fig. 1 - Storage location using Exchange 2010 as an example
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Starting with Exchange 2013, part of the information is still stored in the Active Directory, but the other part is
now located on a single Exchange database, as described in the following graphic:

|
Active Directory Microsoft Exchange Databases

Mailboxes

Distribution Groups

User-defined Attributes
Public Folders

Fig. 2 - Storage location using Exchange 2013 as an example

Depending on the Microsoft Exchange version used, the storage location of the data varies.

2.2 Required permissions

During the inventory it can happen that you use a user account for the inventory, which does not have sufficient
permissions in both areas (Active Directory & Exchange).

Therefore, the use of an Exchange Organization Administrator is recommended for the inventory.
A member of the Domain Administrators group is not automatically a member of this group.

Docusnap also reads the configuration partition of the Active Directory during the inventory process so that
the corresponding Exchange servers can be found. This requires appropriate permissions!

The path is the following and can be checked in the ADSI Editor:
- CN=Configuration...
— CN=Services
— CN=Microsoft Exchange
— CN=Domain
— CN=Administrative Groups
— CN=Exchange Administrative Group...
— CN=Servers
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3. Execute the inventory

3.1 Performing the network inventory of MS Exchange
For network inventory, start the Exchange Scan Wizard:

e Discovery - All Wizards - Exchange Server
e Inventory - All Wizards - Exchange Server
e All Jobs - All Wizards - Exchange Server

In step 3 you start the search for the Exchange servers. In the advanced options you can select the inventory
scope.

Inventory o x

Selection Authentication Exchange Server Summary Scheduling

Inventory Exchange Server

Advanced -
Exchange Server +| Mailboxes
7| Permissions
Search for Exchange Server: Start Search 7 Mame Version 7| Mailbox Folders
DSEX01 Version 15.0 (B1  [/] AD Permissions (Send As, ..)

#| Public Folders
7| Permissions
«| Contacts
«| Distribution Groups
| Other (Certificates, ...}

Extended Information (AD Permissions)

Maximum Number of Threads: 41

Back Cancel

Fig. 3 — Exchange Inventory wizard
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3.2 Check PSExec connection

The Exchange inventory in Docusnap is performed by LDAP and PowerShell queries. The PowerShell queries
are performed locally on the Exchange servers using PSExec. PSExec is a Windows Sysinternal tool that allows
you to run programs on remote systems. In addition, a WMI connection to the Exchange Server is required.

PSExec is classified as "dangerous" by some anti-virus products, which is why execution is not allowed by
default. PSExec would have to be classified as "secure" in this case - or you would perform the Exchange
inventory using Exchange script. Furthermore, the user who performs the inventory and thus also establishes
the PSExec connection must be the local administrator on the Exchange servers.

Check PSExec connection:

- Open command line as administrator and change to following path
o C\Program Files\Docusnap 1\Bin
- Now run PSExec with the following parameters
0 psexec.exe \\hostname cmd
» using the parameter -u domain\username - another user can be specified for the
connection

B \\SMEX0003.docusnap.intern: cmd _ o X

nap\administrator cmd

Fig. 4 - Check PSExec Connection

If this connection cannot be successfully established, the anti-virus product on the target computer should be
deactivated as a test. If the connection is now successful, PSExec must be released or allowed to run within
the anti-virus product.

Check WMI connection:

In most cases, a WMI connection is blocked by a firewall. A detailed HowTo for troubleshooting WMI
connection problems can be found in our Knowledge Base.


https://www.docusnap.com/en/support/knowledge-base/
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3.3 Integrated authentication

If the user session is started in Docusnap with a different user account than the user account specified in the
Exchange inventory, the use of the integrated authentication can solve an existing problem.

For this Docusnap is executed via the function Run as another user (CTRL+SHIFT and right mouse button)
with the Exchange inventory user.

———
=
A
5
[

Recycle Bin

&

Docusne

Open
Open file location

G Run as gdministrator

Run as different user )

Troublesheot compatibility

Pin to Start

T-Zip >
CRC 5HA b
Edit with Notepad++

Scan with Windows Defender...

Pin to taskbar

L

Copy as path

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Fig. 5 - Run as another user
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Please note that Docusnap may have to be reconfigured for this user at the first start. The settings should be
noted in advance from the Docusnap installation already configured.

Alternatively, a central configuration file can be used for Docusnap.

Refer to the User Manual for more information:
https://www.docusnap.com/help/docusnap-x/user/docusnap-advanced-topics-options-configuration-
file.html

The Exchange Inventory wizard does not specify a username and password, so Docusnap automatically uses
the security context of the logged-on user or the user that started Docusnap.

If you perform the inventory on a scheduled basis via the Server- or Remote Discovery Service, Docusnap
would in this case use the security context of the user running the associated services. If the local system
account is used in this case, the integrated authentication cannot be used.

Inventory o x

Authentication

Authentication

ORefresh /Edit Discovery Service @@Server Connection

Status Discovery Service Host Name Plugin Version Domain: dsralocal .
@ N upe )
@ > Server-VPC-DCO1 VPC-DCO1 11.0.176.20154 User Name:
O % > Client-VPC-DCO1 VPC-DCO1 11.0.176.20154
Password: X

Save User Name and Password

+/" Authentication successful Back Next : Cancel

Fig. 6 - Integrated authentication


https://www.docusnap.com/help/docusnap-x/user/docusnap-advanced-topics-options-configuration-file.html
https://www.docusnap.com/help/docusnap-x/user/docusnap-advanced-topics-options-configuration-file.html
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4. Using the Exchange script inventory

Docusnap offers the possibility that the mailboxes and public folders can be inventoried locally on the
Exchange system.

Two executable files exist for this purpose:

- DocusnapExchange.exe for the inventory of Exchange 2007 / 2010
- DocusnapEX13.exe for the inventory of Exchange 2013 / 2016 / 2019

Note: In addition to the two files, you will find an XML configuration file in the Tools folder for the respective
script. This enables AES encryption when FIPS (Federal Information Processing Standards) is enabled. If an
inventory is made via script, it must also be transferred, if required. If script and XML configuration file exist in
the same folder, it will be used automatically. No additional parameter is required.

In the following, only the DocusnapExchange.exe for an Exchange 2010 is specified.
4.1 Storage location

The files are stored in the application directory in the Tools folder during installation of Docusnap. This folder
can be opened via the user interface using Docusnap Tools:

Switch to the Inventory - All Wizards - Docusnap Tools.

@ Docusnap 11

@ Inventory
Discove
7 - Exchange —
& . R 0 x
Online All Wizards
N
ey > @ Overview Search: | Px
* [ia Docusnap Sports o
@ > % Demo Database - CH
Documentation ~ 5 Infrastructure Inventory - Applications
~ B docusnapsports.ct Execution Date Descriptic >
E‘O ? IlE] PROD.DOCUSN SharePoint ns Backup Exec 24/04/2020 09:21:08 Server-V
T Security > B saLES.DOCUSN ® Inventory Microsoft SharePeint 77 % Inventory Microscft Intemet 7 @ Inventory Vertias Backup Exec / 77 el
> [ Workstations Server, Services 3, Foundation Information Services Symantec Backup Exec 08/04/2020 10:36:01 Server-V
2 > [0 servers 08/04/2020 10:35:41 Server-V
License > A Linux 08/04/2020 10:43:58 Server-V
Management > [ Mac Veeam - Exchange Server
@ Inventory Veeam Backup 7 Inventory Microsoft Exchange 24/04/2020 09:16:48 Server-V
> G SNMP Systems Replication Server o
2 > T Thin Clients 08/04/2020 08:10:12 Server-V
0o > @) HP-UX 08/04/2020 10:44:08 Server-V
- > Wars 08/04/2020 15:25:12. Server-V
> B vi
cﬂi‘m { gv'”““za“u" Other Wizards 09/04/2020 10:00:04 Server-V
{ E]:’DSSY“WS AGINAPIAA AN ATES Camne 1)
v
N g Net e S + ADS Synchronization Script Import Docusnap Tool
Physical etwork Servicy £33 Remove in AD deactivated had €—| Import Script Sean Results into E Show Docusnap additional tools
~ = Application Ser| systems from Docusnap Docusnap DB in File Explorer
Infrastructure -
> B3 Exchange
N > Baus
System Assignment System Groups
>
Management B sharePoint Fl= Site assignment during the . {5 Grov and snaae mventored
> @ Backup Exec =0 inventony according o specific 3 systems according to individual
> [ veeam criteria criteria
> B Database Serve,
> 2= Storage v
> A Azure
» 5 Amazon Web St Clase
~ G Microsoft 365
> I Office
> B3 Exchange Online
> O Summary
> #& Demo Customizing
> [l Reports ~]

Fig. 7 - Calling the directory via Docusnap Tools
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4.2 Function

DocusnapExchange.exe creates several files when called, in which the inventory information of the local
Exchange system is contained.

@(j)v ‘ . = Computer = Local Disk (C:) = temp = HowTo - l‘i’] I Seatch HowTo F=
Crganize - m_w| Cpen  *  Print  Mew folder EEEEER S m .@.
i Favorite—] __Mame Date modified | Type Size |
B Deskke "é" DocusnapExchange. exe QI25/2015 3132 PM Application 472 KB
Dovrih = SMERDO03_AI, =l 10/2712015 11:12 AM ¥ML Document 1,044 KB
@ Recen | 7] sME%0003 _all_trp. xml.Meta 10/272015 11:12 &M META File 1KE
1511:12 8M  Texk Document
= Libraries
3 Drocurr
,J*- Music
=i Picture
E videns
1M Compute
i_f, Local [
S AonY
L ConY -|

Fig. 8 - Files generated by DocusnapExchange.exe

The XML files can then be imported into Docusnap. For more information, see thelmport chapter.



Inventorying Exchange and Exchange Online | Docusnap GmbH @ Docusna p@

4.3 Automation

It is also possible to run DocusnapExchange.exe automatically. The generated XML files can be stored in a
central network share via the -outputdir parameter and then imported automatically at specified times via
the Docusnap server.

Storage of the

Inventory Data (XML) -

Central Network
Share

Exchange Server 1

i”

Time-controlled Import
into the Docusnap Database

Inventory Data (XML)

Exchange Server 2 Docusnap Server Service

Fig. 9 - Automatic import procedure

Exchange Inventory execution can be scheduled using Windows Task Scheduling.

The scheduled task must be performed with a user,
who is authorized to write to the central network path.

44 Parameter

The DocusnapExchange.exe has extensive parameters with which the behavior of the inventory can be
controlled.

These can be viewed in the user manual:

https://www.docusnap.com/help/docusnap-x/user/docusnap-inventory-scripting-exchange.html

Exchange Inventory | ©2022 Docusnap - All rights reserved Page 13 of 29
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4.5 Implementation
Log on to the Exchange server to be inventoried using a remote session or locally.

The DocusnapExchange.exe suitable for the respective Exchange version must be copied to the system to be
inventoried.

- HowTo !E[

_— . % N -
9"& ;A | + Computer - Local Disk () ~ kemp = HowTo > &3 I Search HowTa =)

Y

Organize *  Includein library »  Sharewith +  Mew Folder 4= _|j ﬂ
[ Favorite™ | |

Mame Date modified | Type Size:

B Deskic i#% DocusnapExchange, exe Q2512015 3:32 PM Application 472 KB
Do

@' Recen

- Libraries
=| Docur

@' Music

| Picture
ﬁ Yideos

18 Compute
oy Local L
LY Aond
Lo Cond LI

Fig. 10 - Copying DocusnapExchange.exe to the system

Open an administrative command prompt, navigate to DocusnapExchange.exe and run it.

indows' system 32 cmd.exe

C:~temp HowTo>DocusnapExchange .exe_

Fig. 11 - Administrative Command Prompt

By default, DocusnapExchange.exe would use all available system resources. In order not to impair the
function of productive systems too much, it is recommended to start DocusnapExchange.exe by specifying a
thread number.

Example: DocusnapExchange.exe -threads 2 -outputdir "C:\temp\HowTo" starts
DocusnapExchange.exe with only 2 threads and returns the result files to the defined directory.
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l HowTo

@ Docusnap

@(_)v ‘ . = Computer = Local Disk (C:) = temp + HowTo

- [‘L]J I Search HowTo F=

Organize MjOpen *  Print  Mew Faolder

Mame ~ Drate modified

e
. Favarite™ |

| Twpe Size |

B Deskke "é" DocusnapExchange. exe 9/25/2015 3132 PM

Application

Crowerih
.J"- Recen

= SMERDOD3_AI, =l
|| SMEX0003 _all_trap,xml.Meta

= Libraries

10/27/2015 11:12 &M
10/27/2015 11:12 &AM
2015 11:12 &AM

AML Document 1,044 KB
META File 1KE

xk Document

3 Dacurr
,J*- Music
=i Picture

E Yideos

1M Compute
ey Local [

S AonY
'-IE-'CDH".",.I

Fig. 12 - Created files

The DocusnapExchange.exe creates an XML file with all information about this Exchange server.

The _Feedback.txt file contains log data from the execution of DocusnapExchange.exe. For large Exchange
databases, the inventory may take longer. The status of the inventory can then be checked in this file.
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4.6 Import
4.6.1 Preparations for the import

Before the XML file can be imported, you must inventory the information for the Exchange environment
from Active Directory. The Exchange environment stores information both on the corresponding Exchange
server and in Active Directory - see chapter 2.1.

To inventory Exchange information from Active Directory, the Exchange Inventory Wizard is started. Perform
the authentication and finally for step 3 - Exchange Server - do not perform any selection.

Please note that only this part of the inventory creates a new snapshot. The results of the import file are
automatically appended to the last snapshot. If data already exists, it is not overwritten. If you want to import
a current script inventory, this process must be repeated.

The inventory of the AD part must be done before executing the script!

Inventory m

— 3

Exchange Server
[ Inventory Exchange Server

Advanced -

Exchange Server

Search for Exchange Server: Start Search MName Version

O DSEX01 Version 15.0 (Build 3110...

Back Cancel

Fig. 13 - Inventory Exchange information from the ADS
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4.6.2 Import Exchange XML
In order to import the XML file created by Docusnap, this can be done using the Script Import wizard:

e Discovery — All Wizards— Script Import
e Inventory — All Wizards— Script Import
e AllJobs — All Wizards— Script Import

In the first step, select the desired company and domain for the import. Then, specify the path for the XML
files. Specify the directory or UNC path of the central share from which to import the XML files.

@ Docusnap 11

@ Inventory
Discovery
41 Script Import B9 Docusnap Tools == All Wizards
Inventory 5 @ Overview Import Data o ox
w Docusnap Sports
@ > % Demo Database )
Documentation ~ & Infrastructure ¥ o
~ @ docusnapspoer| lution Date D~
E‘) > O proD.DOCI Company Selection Domain Selection Directory Selection File Selection Steps 5-6
IT Security > 00 sALES.DOC! 4/2020 09:21:08 &
~ [ Workstatior Add Directory 4/2020 10:36:01 5
9’} > [H posPws Search Path: 472020 10:35:41 S
License > [ DosPws 4/2020 10:43:58 S
Management > El:l DOSPWS
> [ DOsSPWS 4/2020 09:16:48 S
]
@ 4/2020 08:10:12 S
All Jobs > [ pospws Directory Selection
> [L pospws 14/2020 10:44:08 S
155’ Eﬁ:' DosPws X Delete Selected Folders 4/2020 15:25:12 5
> Servers
DT > B Linux . Path 4/2020 10:00:04 S
- Amnan anaveo oY
gl » I Mac F1 CADocusnap\Script-Import »
> LI SNMP Syste
(HIPEE] > EThm Clients
Infrastructure
> (B HP-ux
oy > Bars
Management > @ Virtualizatio
> g_IP Systems
> [l aps
> % Network Se
> = Application
> 8 Database S¢
> == Storage
> /A Azure
> =5 Amazon We
> C& Microsoft 31
3 O Summary :
s &D Cust (@ Note: The selected Discovery Service must have access to the selected directories. Back Next { Cancel
s Demo Custe - .
[l D ¥

Fig. 14 - Importing the XML file

In step 4 - File selection - the XML file is imported - the import is started via the button Start search for files.

Information: If you use DocusnapScript.exe or the DSLinux script to inventory Windows and Linux systems
and these files are also stored in the previously selected folder, these XML files would also be available for
selection here.
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5. Exchange 2003 Inventory

With the Docusnap 11 version no Microsoft Exchange Server 2003 can be inventoried. If a one-time inventory
is required, it must be carried out with the Docusnap 6.3 version and then it must be carried out with the
database import or export.

Please note that the database import / export is only possible with a multi-client capable license.

Under the following manual entry, you will find the description of the database Import / Export:
https://www.docusnap.com/help/docusnap-x/user/docusnap-data-organization-and-analysis-database-
export.html


https://www.docusnap.com/help/docusnap-x/user/docusnap-data-organization-and-analysis-database-export.html
https://www.docusnap.com/help/docusnap-x/user/docusnap-data-organization-and-analysis-database-export.html
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6. Exchange Online Inventory

The Exchange Online inventory has been adjusted with the release of the version in March 2021.
Scheduled jobs created until then must be deleted and created again.

@Docusnapﬂ QDBE-?-— 8 X
@ Inventory
Discovery )
22 Windows (AD) F_% Linux a3 Bxchange Exchange Server Fx Maintain Data = All Wizards
Online Inventory
I 1
MVENO > @ Overview @ Docusnap Exchange Online inventory has been improved. Due to the new authentication procedure, Exchange Online jobs need to be rescheduled. If ne... X
> Docusnap Sports AG
@ > [ itelio GmbH SNew v i+ Information
Documentation
License Infarmatian
=3 o x
IT Security Product:
L'a Licensed Docusnap Exchange Online inventory has been improved. Due to the new X
\cense Licensec @ authentication procedure, Exchange Online jobs need to be rescheduled.
Managament If necessary, please follow the warnings in the job management.
Valid un
All Jobs
<
&
Connect
gl Close
Physical
Infrastructure Job Overview
00 Name Execution Date Discovery Services Number Successful | Mumber Failed Successful in % =
Maagement DSRA - Windows {AD) 18/03/2021 07:23:42 Server-KRE-VPC-TES.. 18 0 100%
DSRA - ADS 18/03/2021 10:30:04 Server-KRE-VPC-TES.. 0 1 0%
DSRA - DHCP 18/03/2021 10:45:00 Server-KRE-VPC-TES.. 0 1 0%
DSRA - DNS 18/03/2021 11:00:03 Server-KRE-VPC-TES.. 0 2 0%
DSRA - SQL Server 18/03/2021 11:15:01 Server-KRE-VPC-TES... 1 o 100%
INTERN - ADS 18/03/2021 11:30:04 Server-KRE-VPC-TES.. 0 1 0%
INTERN - IP-Scan 192.168.100.0/22 22/02/2021 14:18:07 Server-KRE-VPC-TES.. 4 a 100%
INTERN - SNMP 192.168.0.0 18/03/2021 11:45:03 Server-KRE-VPC-TES.. 0 1 0%
-
4 r

Fig. 15 - Information regarding the change in EXO inventory

The Exchange Online inventory requires an Azure App. This App is the interface between Docusnap and
Exchange Online. The required Azure App is created within. The necessary information and steps to do are
listed below.
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6.1 Information and requirements for creating the app
Active scripting must be enabled in Internet security settings
e Security settings — Internet — Scripting — Active Scripting
The security settings for the Internet zone should be set to medium to high at most
The browser cache should be cleared
The app can only be created via a 64-bit operating system
The user you start Docusnap with must be local administrator — only for creating the app
e Importing PowerShell Modules: ExchangeOnlineManagement
The Azure Administrator you are using must be a member of the Azure Role Global Administrator role

e Necessary for creating the app
e The app you want to create will not have this permission!

The app you want to create will have the following permissions

e Exchange ManageAsApp
e full_Access_as_app'
e (Clobal Reader

The app is referred to in Azure as follows

Docusnap_EXO_Inventory App_" & "One-time App ID"
The label cannot be customized
if you customize the label in azure the inventory can no longer be performed

A self-signed certificate is created in connection with the app

e The certificate is valid two years after creation
e The certificate is stored in the Docusnap database (tAzureOAuthApps)

The inventory system must meet the following system requirements

e 064-bit operating system
e NET Framework 4.8 or later
e PowerShell 5.0 or later

" The app to be created has full_Access_as_app permissions, but can only read Exchange Online due to the assigned directory role
"Global Reader". Manipulative (New, Remove, etc.) cmdlets are not available.
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6.2 Creating the Azure App
You can open the dialog for creating the necessary Azure App in two ways:

e From the Exchange Online Scan Wizard via the Register App button.
e In the Docusnap Administration
0 Administration - Inventory - Azure Apps

@ Docusnap 11

Inventory o %

2 3 4 5

Company Selection Domain Selection Exchange Online Summary Scheduling

Inventory Exchange Online

| ] Manage Azure Apps o x

[ | haure Tenant: DocusnapSports onmicrosoft.com

Inventory Permissions on Mailbox, Mailbox Folder & Public Folders Azure Administrator |Ex0_Scan@Dorusnapsports.com | B <Newentry>

AzureTenant | Azure Administ..| App Certificate ..

App Certificate Valid Until:

New Save Delet Create New App ‘ Register App ‘ ‘ Delete App ‘

This wizard creates and registers an app in Azure. This app is the interface

between Docusnap and Exchange Online. [
® The Exchange Online inventory requires its own Azure app. Please creat Prerequisite for creating/running the app:
new Azure app here or select an existing Azure app. - Your user must be a local administrator
- The Azure administrator must have the "Global Administrator” role

- Net Framework 4.8 must be installed
Register App )

Browser cache must be cleared before app creation (all browsers)
- Internet Explorer - Security Settings Zone Internet - Medium ta High

TNTERN - TP-
INTERN - S
Sports - Wi
. Snarts - Fychanne Online 12/11/2020 N9-44-1A SenserKRF-VBC-TFS 1 n 1nN% n . hd
I ——

Fig. 16 - Enter App Registration Data - App will then be created automatically

Create New App

Enter Azure Tenant

Enter Azure Administrator (Global Administrator)
Register new App

e Now the Azure connection is established, and the creation of the previously described app is started

Exchange Inventory | ©2022 Docusnap - All rights reserved Page 21 of 29
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@ Docusnap

Password request of the Azure administrator

e The password of the previously stored Azure administrator must be specified in the pop-up

e If set up, the multi factor authentication must now also be performed

@ Docusnap 11

Inventory O %
2 3 - 5 Sign in to yeur account X
Company Selection Domain Selection Exchange Online Summary Scheduling =I Microsoft
Inventory Exchange Online exo_scan@docusnapsports.com
e ‘ I[ Manage Azure Apps Enter password
Azure Tenant: DocusnapSports .on
Inventary Permissions on Mailbox, Mailbox Folder & Public Folders
Az tra ‘Exo,s:an@nmzusnaps;:.ms com Forgot my password
A Sign in with another account
lew App Register App Dele]
T hey
® The Exchange Online inventory requires its own Azure app. Please crea
new Azure app here or select an existing Azure app.
Register App
=q
IRTERR =T Tarmsnmsel Privacy & cookies -« ‘
INTERN - Sf
Snorte - Fu i
R E————————————————————. »

Fig. 17 - Azure Administrator Password Request

Exchange Inventory | ©2022 Docusnap - All rights reserved Page 22 of 29
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Accept requested permissions for the app

e The requested permissions must be checked and confirmed

e For this purpose, it could be necessary to authenticate again with the Azure Administrator entered
previously

Docusnap 11

1
aJ % Signiin to your account % [+ ~ - o x

< = O ) httpsy/loginmicrosoftonline.c Yo ¥ 4 e

Exchange Online Sched

B3 Microsoft

Man exo_scan@docusnapsports.com

Permissions requested
Azure Tenant: DocusnapSports

Review for your organization

Aaure Administrat £XO_Scan@D Sports,
A ficate Valid Unt wre faminstratar -San@DocusnapSpartsg Docusnap_EXO Inventory App_TE9DQUXITINUOIBEb2N1c2
App Certificate Valid Until: ~ 4/23/2023 4:13:52 PM docusnapsports.com;

Save Dele} This application is not published by Microsoft.
CreateNewApp | | RegisterApp |

This app would like to:

v Use Exchange Web Services with full access to all
mailboxes

' Manage Exchange As Application

v Signin and read user profile

If you accept, this app will get access to the specified resources for
all sers in your organization. No one else will be prompted to b
This wizard creates and registers an app in Azure. Tl review these permissions.

between Docusnap and Exchange Online. Accepting these permissions means that you allow this app to use

® The Exchange Online inventory requires its own Azure app. Please crea your data as specified in their terms of service and privacy
new Azure app here or select an existing Azure a Prerequisite for creating/running the app: statement, You can change thess permissions at
@ - The Azure administrator must have the “Global A Does this app look suspicious? Report it here

Register App

- .Met Framewaork 4.8 must be installed

- Browser cache must be cleared before app creatig Cancel

- Internet Explorer - Security Settings Zone Internet

TNTERN - T
INTERN - S|

Sports - Wi| " App successfully registered Terms of use  Privacy & cookies

Snnrte - Fr I~

Fig. 18 - Check and confirm requested permissions - accept requested permissions
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o x
2 3 4
any Selection Domain Selection Exchange Online Summa Scheduling
Inventory Exchange Online
a x
Azure Tenant: DocusnapSports. .onmicrosoft.com Azure Tenant Azure Administ...| App Certificate ...
Inventory Permissions on Mailbox, Mailbox Folder & Public Folders
Azure Administrator EXO_Scan@DocusnapSports.cam B DocusnapSp.. EXO_Scan@D... 4/23/2023 4:
App Certificate Valid Untik  4/23/2023 4:13:52 PM
New
Create New App Register App Delete App
This wizard creates and registers an app in Azure. This app is the interface ~
between Docusnap and Exchange Online.
® The Exchange Online inventary requires its own Azure app. Please crea
new Azure app here or select an existing Azure app. Prerequisite for creating/running the app:
@ - Your user must be a local administrator
Register App - The Azure administrator must have the “Global Administrator” role
- Net Framework 4.8 must be installed
- Browser cache must be cleared before app creation (all browsers)
- Internet Explorer - Security Settings Zone Internet - Medium to High
TNTERN - TR
INTERN - SI
Sports - Wil App successfully registered OK
Snnrts - F !
4 >

Fig. 19 - App has been successfully created - inventory can be performed

Now the required app for the Exchange Online inventory has been created and you can execute or
schedule the inventory.

If the certificate expires after two years, the app must be re-registered. Already scheduled jobs will then
automatically use the new certificate - no adjustment is necessary!

You have successfully created the app in your Azure tenant.

v, ag

Please note: It can take up to 60 minutes until the cloud registration is
completed!

Fig. 20 - App has been successfully created



Inventorying Exchange and Exchange Online | Docusnap GmbH @ Docusna p@

6.3 Troubleshooting

If the creation of the app fails, you should check whether you can connect to Exchange Online using
PowerShell. Perform this check on the Docusnap Server / DDS system.

Start PowerShell as Admin

Install-Module -Name ExchangeOnlineManagement
Import-Module ExchangeOnlineManagement
Connect-ExchangeOnline -UserPrincipalName IhrUserPricipalName@lhreFirma.com

Now the window for logging on to your account should open - here you still need the password. If this
connection can be established, you should now contact our support: support@docusnap.com.

If the connection cannot be established, the error is not initially in Docusnap.

stall-Module

B® Microsoft

< s.friedmann@docusnapsports.com

Get-Mail

Get-Ma 3 Get- ‘ ~ Enter password

: Get-Help Connect-Exc Forgot my password

feedback to nreview@sem Sign in with another account

Fig. 21 - Check EXO Connection via PowerShell
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7. Exchange Readiness Check

If you are planning to move from Exchange on Premise to the cloud, Docusnap can help you. Do the Exchange
Online Readiness Check and check any necessary adjustments in your Exchange environment, Active Directory
and Office installations.

The following reports are available in the section Company - Infrastructure - Domain - Reports - Microsoft
Exchange:

e Exchange Readiness AD Properties

Based on AD DS scan results, this report provides recommendations for migrating the Exchange OnPremise
environment to Microsoft 365, examining the syntax of AD DS attributes, and highlighting issues that can cause
problems when synchronizing to the cloud directory service.

e Exchange Readiness compact overview AD / Exchange

Based on AD DS and Exchange inventories, this report provides recommendations for migrating the Exchange
OnPremise environment to Microsoft 365. This report provides an overview of the domain requirements and
status of the domain to be migrated. The Exchange part of the report provides information about the objects
to be synchronized and the certificates found on Exchange servers, in addition to important configuration
settings.

e Exchange Readiness MS Office Family

Based on Windows inventories, this report provides recommendations for migrating the Exchange OnPremise
environment to Microsoft 365 by listing found Microsoft Office products to allow for a check for outdated
installations. As of October 13, 2020, at least Office 2016 is required to access Microsoft 365 services (e.g.
Exchange Online).
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