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1. Introduction

The Office 365 Inventory collects data about users, groups, and licenses. In this document we describe the
necessary steps to map information of your Microsoft Office 365 environment in Docusnap.

The last revision of this HowTos and screenshots took place on 22.04.2020. Please note that some of the
information on the screenshots may no longer exist. However, the basic steps are still valid.
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2. Preparing Microsoft Azure

The following chapters describe how to prepare the Microsoft Azure environment for inventorying Microsoft
Office 365. Alternatively, a PowerShell script can be used for setup, as described in Chapter 3.

Before you begin, make sure that your used Azure user is authorized as a Global Administrator.
2.1 Creating the New Azure Application

The Docusnap Office 365 Inventory requires mandatory a registered application, that is authorized to read
and access the Microsoft Office 365 information. In this chapter, we describe how to create this application.

For example, the application is called Docusnap Office 365. The name is freely selectable.
2.1.1 App Registration
Create / register the app as follows:

e Select the Azure Active Directory in the resource overview or the search.
e Inthe Manage area, select App registrations.
e (lick on the menu item New registration

» Docusnap Sports AG - App registrations

Create a resource % Docusnap Sports AG - App registrations

AEL3 New registration Endpoints 74 Troubleshooting W Got feedback?

Dashboard

Al corvices ® o Welcome to the new and improved App registrations (now Generally Available). See what's new
FAVORITES W Getting started M\ Looking to leam how it's changed from App registrations (Legacy)? Le

i Still want to use App registrations {Legacy)? back and tell us wh

222 All resources Manage

&#/ Resource groups Users 3 w

. App Services i Groups

% Function App il Organizational relationships AFILICATIING [CERMIYRY

R 0L databases Roles and administrators

&F Azure Cosmos DB ‘@ Enterprise applications.

! Virtual machines B Devices

4 Load balancers App registrations

- Storage accounts 2] Identity Governance
Virtual networks # Application proxy

. Azure Active Directory & Licenses

& wonitor 4 Azure AD Connect

@ Advisor B Custom domain names

@ security Center Moability (MDM and MAM)

() cost Management + Billing £ Password reset

ﬂ Help + support Il company branding

# subscriptions L} User settings

Fig. 1 - App registration

Q



Inventorying Office 365 | Docusnap GmbH @ Docu sna p@

2.1.2 Register the application
The following information is required to register the application:

e Name: Enter the application name Docusnap Office 365.
e Supported account types: Here you can select who can use the application - select Accounts in
this organizational directory only

> Register an application
Create a resource Register an application
Home
Dashboard Name
All services The user-facing display name for this application (this can be changed later).

FAVORITES Docusnap Office 365

“#/ Resource groups Supported account types
. App Services Who can use this application or access this API?

-
% SOL databases Accounts in this organizational directory only (Docusnap Sports AG only - Single tenant)

& Azure Cosmos DB Accounts in any organizational directory (Any Azure AD directory - Multitenant)

! Virtual machines Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

& Load balancers
- Storage accounts

Virtual networks

Redirect URI (optional)

’ Azure Active Directory
We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

‘ Monitor changed later, but a value is required for most authentication scenarios.

@ advisor Web ~ | | https/Awww.docusnap.com

) Security Center

O cost Management + Billing

& Help + support

Fig. 2 — Register the application
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2.1.3 Determine Application and Directory ID

After the creation is completed, the overview dialog of the application is displayed. Now note / copy the
application and directory ID.

» Docusnap Office 365

® Docusnap Office 365

I Delete (&) Endpoints
= Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations {Legacy)?
Overview
&4 Quickstart Displav name
Application (client) ID : 02¢58600-
Manage

(tenant) ID : 4d0fe9aa-
#= Branding

Authentication

Certificates & secrets

API permissions

Expose an API

% Owners

% Roles and administrators (Previ...

Build more powerful apps with rich user and business data
from Microsoft services and your own company’s data
sources.

Manifest

Support + Troubleshooting
K Troubleshooting

m New support request
Sign in users in 5 minutes

NET -NET i0S NET

Use our SDKs to sign in users and call APIs in a few steps

Fig. 3 - Determine Application and Directory ID
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2.1.4 Create a client secret

Now create a client secret. In the Manage area, select the item

e Certificates & secrets

e New client secret

e Enter a Description and
e the validity of the secret

Note: The key can only be viewed directly after creation. If the key is lost or becomes invalid, it must be

recreated.

Overview
4 Quickstart
Manage
*= Branding
Authentication
Certificates & secrets
AP permissions
Expose an API
% Owners
% Roles and administrators (Previ...

Manifest

Support + Troubleshooting
K Troubleshooting

% New support request

ome » Cus s AG - Ap gis ons » Docusnap Office 365 - Certificates & secrets
? Docusnap Office 365 - Certificates & secrets

Add a client secret

Office 365 Key
es
In 1 year
In 2 years

Never

|

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

No dlient secrets have been created for this application.

Fig. 4 - Create a secret client key
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@ Docusnap

2.1.5 Authorizing the application — API permissions

Now the application must be authorized for the Windows Azure Service Management API.

e Inthe Manage pane, select APl Permissions
e Add a permission
e Microsoft Graph

» Docusnap Office 365 - API permissions

Docusnap Office 365 - API permissions

» Overview
4 Quickstart
Manage
B Branding
Authentication
T cCertificates & secrets
API permissions
@ Expose an API
& Owners
w4 Roles and administrators (Previ...

Wl Mmanifest
Support + Troubleshooting

X Troubleshooting

% New support request

API permissions

Applications are authorized to call APis when they are granted permissions by users/admins as |
all the permissions the application needs.

Delegated  Sign in and read user profile

These are the permissions that this application requests statu:akly You may ako request usercor
able permissions dynamically through code. See bes 0

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting adm
users will not be shown a consent screen when using the application.

Request API permissions

Select an API

Cammanh isad Microsnft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Qutiook/Exchange, OneDrive,

OneNote, SharePoint, Planner, and more through a

Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

Dynamics 365 Business Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

Fig 5 — Authorize Application

endpoint.

Azure Rights Management
Services

Allow validated users to read and write

protected content

Flow Service

Embed flow templates and manage flows

Create and manage notes, lists, pictures,
files, and more in OneNote notebooks

Azure Service Management
Programmatic access to much of the
functionality available through the Azure
portal

(1)) Power Bi Service

Programmatic act
toDashboard resources such
asDatasets, Tables, and Rowsin Power BI

Choose Application permissions as the type of permission to be granted.

Use the keyword Directory to find the Directory.Read.All permission and add this permission.

Docusnap Office 365 - API permissions Request APl permissions

Docusnap Office 365 - API permissions

Microsoft Graph
https://graph.microsoft.com/

A\ Permissions have changed. Users and/or admins will have to consent even if they have already dos

% Overview What type of permissions does your application require?

API permissions
. Quickstart Delegated permissions

Your application needs to access the API as the signed-in user.

Application permissions
Your application runs as a background service or daemon without a
signed-in user.

Applications are authorized to call APIs when they are granted permissions by users/admins as [
all the permissions the application needs.
Manage
Branding 1
Select permissions

Authentication

Directory Read All
Certificates & secrets

PERMISSION
APl permissions Delegated Sign in and read user profile
Expose an API These are the permissions that this application requasts stall:ally You may also request user cor ¥,

able permissions dynamically through code.

B Di ecloiy.Read.AI:V

i Roles and administrators (Previ...
W Manifest Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting adm

Support + Troubleshooti
el A e users will not be shown a consent screen when using the application.

XK Troubleshooting = = = 7

% New support request

Fig 6 - Authorize Application Il
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Now you must give your consent for the previously set permissions. To do this, select the control Grant admin
consent for "Your subscription”.

> Docusnap Office 365 - APl permissions

Docusnap Office 365 - APl permissions

A Permissions have changed. Users and/or admins will have to consent even if they have already done so previously.

API permissions

- -
crcietart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs.
Manage

Branding
ADMIN CONSENT REQUIRED
Authentication
Certificates & secrets
API permissions Application Read directory data 4\ Not granted for Docusn_

Expose an API Delegated  Sign in and read user profile ¥ Granted for Docusnap S__

Owners

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See ct for requesting permission

s Roles and administrators (Previ...
W Manifest

Support + Troubleshooting Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting admin consent for all users means that end

# Troubleshooting L St
users will not be shown a consent screen when using the application.

s New support request

Fig 7 — Grant Consent
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3. Alternative: PowerShell Script

Alternatively, a PowerShell script can be used to perform the steps described above.
The script is in the installation directory of Docusnap

C:\Program Files\Docusnap X\Tools\scripts\ 0365.key.creation.ps

Important: The PowerShell script must be run as an administrator!

e Start PowerShell Script as an administrator
e Reload libraries if necessary and confirm execution dialogs
e Log inin the appearing window

B® Microsoft

Anmelden

user@domain.com

Kein Konto? Erstellen Sie jetzt eins!
Sie kénnen nicht auf Ihr Konto zugreifen?

Anmeldeoptionen

Fig 8 - PowerShell - login
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e Assign a name for the application: Docusnap Office 365

to accept the default [Ds an]: Docusnap Office

Fig. 9 - PowerShell - application name

e All required information (Application ID, Directory ID and Key) is displayed afterwards
e Important - copy the displayed IDs - the key can no longer be found afterwards

2 Administrator: Windows PowerShell

creation.psl

name. Pr enter to accept the default [Ds_Scan]: Docusnap Office

Application Details for the application:

Application Mame: Docusnap Office 365
Application Id: ad
Directory Id : :

Fig. 10 - PowerShell — inventory credentials

e You have to open the displayed URL in the browser - log in and confirm the access

an administrator has to give consent once initially. Consent can be given at

fadminconsent ?client_id=a8416845
B5-authentificatio

Open the Jrl in a brow g int and click accept.

Copy the

Fig. 11 - PowerShell - confirm access
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4. Inventorying Office 365 with Docusnap

4.1 Docusnap Office 365 Inventory Wizard
4.1.1 Prerequisite: proxy configuration

If your network uses a proxy, you must specify the proxy parameters in the connection settings. It is possible
that you normally do not need these settings when using the other scan modules. Basically, the proxy settings
must be suitable for the respective DDS (Docusnap Discovery Service). The settings shown in the exemplary
screenshot are suitable for interactive Azure inventory scans. If you selected the Discovery Service of another
location as the DDS, you would have to adjust the proxy settings for this DDS installation.

Adjusting the proxy settings:

e C(lick on the gear wheel (Settings) in the top right-hand corner of the title bar
e Select General
e In the Options dialog, click Connections.
e Under Proxy Settings:
0 select Set up manually
0 Under Address, enter your proxy URL including the Port number
0 Enter suitable values in the User and Password fields
e C(lick OK to confirm your changes

@ Docusnap 11

[3) Inventory
Discovery
A Azure Service 0 Office 365 = AWS Exchange 365 -+ All Wizards
Inventor
Y Goveniew @ Options - B8 X
~ ffh Docusnap Sports
v N ) d Pol -
@ FaInfrastructure @ General System Path Licensing Databases Connections e
Documentation + B8 docusnapsports.com o d rever expires
> B PROD.DOCUSNAPSPORTS.COM )
lord never expires
=] > B0 SALESDOCUSNAPSPORTS.COM — Update Options
IT Security >[5 workstations lord never expires
+ [ Servers Inventory [ Check for Updates on Startup lord never expires
2 > B Linux Timeout: 3= Seconds lord never expires
cense = Mec lord never expires
Management > LI SNMP Systems Documentation
» 2 Thin Clients lord never expires
® > @ Hpux ord never xpies

Al Jobs @ =
> B ciFs IT Security Prosy Settings lord never expires

o > Bl Virualization lorc mever expires
<2 > B 1P systems 2 Do not Use Proxy Use System Settings 5et up Manually "

Connect > Elabs License lord never expires
> 8 Network Services Management Address: | myProxyExampleJocal Port: 80802 lord never expires
5> [& Application Servers - lord never expires

Physical > B User: domain\user Password: |*erssassan)

Infrastructure Database Server lord never expires
> £ Storage
p lord never expires
>
%  hare lord never expires
Management > ™ Amazon Web Services '
~ () Office 365 Server AP Connection lord never expires
~ ] DocusnapOfice365 lord never expires
B ;8/04/2020 10:5845 [l Enable Server API Connection lord never expires
3 Users
> R Groups URL: httpy//KRE-VPC-TEST01:9001/ jord never expires
v @, Licenses . A lord never expires
3 € Office 365 Enterprise EX ransport: | Auto - Timeout 302 seconds Test Connection lord never expires
~ @ TEAMS EXPLORATORY ord never expires
~ [2) Service Plans h
) BPOS. 5 TODO.A lord never expires
e Online QoK Cancel | lord never expires
change Online (f
LOW_0365.P1 Tunction_dev_reader function_dev_reader@DOCUSNAPSPORTS.COM Tn doud No Password never expires
CO_TEAMS_IW A hallen h.allen@DOCUSNAPSPORTS.COM In doud No Password never expires
> & Microsoft Forms (Plan E1) 1 Oy lawrence hlawrence@DOCUSNAPSPORTS.COM In doud No Password never expires '
4 » 4 (3

Fig. 12 - Docusnap Proxy Settings
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4.1.2 Inventorying Office 365

Start the Office 365 Inventory Wizard by clicking the button in the Inventory section. If you do not see the
button, you can find it by clicking the All Wizards button.

Select the desired company and domain.
Now you need the IDs and key information previously collected in Azure:

e Directory ID corresponds to the ID of your Azure Active Directory
e The ID of the previously created application is entered as the Application ID
e In the Key field, insert the value of the previously created key.

Then click Save. If you receive a proxy error, refer to the Proxy Configuration section of this chapter.

@ Docusnap 11

@ Inventory
Discovery
A Azure Service 0 Office 365 ™ AWS @ Exchange 365 -+ All Wizards
Inventory > @ Overview Inventory Box
v f Docusnap Sports
%) ~ T Infrastructure ord Policies -
Documentation ~ B docusnapsports.com 2 3 5 Word never expires
> B PROD.DOCUSNAPSPORTS.COM
e e N R e ord never expires
=) > B SALESDOCUSNAPSPORTS.COM Company Selectio Domain Selectio Office 365 Summa Scheduling
IT Security > [& Workstations ord never expires
5 O Servers Inventory Office 365 ord never expires
2 > [ Linux ord never expires
License s Clmac Directory ID:  |4d0fe9aa- Name Directory ID
ord never expires
Management 5 3 SNMP Syst = -
= ystems Application [0 [83¢33431-% ) docusnapsports.com  4d0fedaa-. ord never expires
> & Thin Clients
® > @D HP-UX Key: ord never expires
All Jobs > @ars ord never expires
. > @@ virtualization New Save Delete ord never expires
& > 8 1P Systems J
Connect > Elaps ord never expires
g > @ Network Services ord never expires
> [t Application Servers ord never expires
Physical > B Database s
Infrastructure U Database Server ord never expires
> S storage
ord never expires
% > /A Azure
Management > = Amazon Web Services ord never expires
« f]) Office 365 ord never expires
v ) DocusnapOffice365 ord never expires
~ B 08/04/2020 10:5845 ord never expires
> R Users
ord never expires
> o Groups
~ @ Licenses ord never expires
> @, Office 365 Enterprise E3 ord never expires
© 4 TeAS BXPLORATORY ort nver e
1 service Flans ord never expires
> [3 BPOS_S_TODO_1 o ek u e
y xt
+ B Bxchange Online (Plan 2) Information: Completed successfully Bac Ne ance ord never expires
roTCroTev-TeaTe roTCroTevT o A = rassword never expires
A hallen h.allen@DOCUSNAPSPORTS.COM In doud No Password never expires
> 1 Microsoft Forms (Plan E1) | 9 ' jgwrence h.Jawrence@DOCUSNAPSPORTS.COM In doud No Password never expires
4 » 4 »

Fig. 13 — Add IDs for inventory
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4.2 Office 365 scan result in Docusnap

The scan result can be found in the Inventory module as a separate node called Office 365 below the

previously selected domain, within the infrastructure of your client.

The screenshot below shows the top level of an Office 365 inventory:

3]

Discovery

Inventory

K]

Documentation

=)

IT Security

&

License
Management

©

All Jobs

gﬁ'

Connect

]

Physical
Infrastructure
Py

Managerment

Docusnap 11

Inventory

A Azure Service

0 Office 365

[ Linux —
I Mac
& SNMP Systems
& Thin Clients
) HP-UX
& crFs
Virtualization
8 1P systems
[F] aps
& Network Services
[= Application Servers
B Database Server
= Storage
A Azure
== Amazon Web Services
) Office 365
~ ) DocusnapOffice365
~ B3 08/04/2020 10:5845

> 8 users

> & Groups

~ &) Licenses

> @, Office 365 Enterprise E3
~ ©, TEAMS_EXPLORATORY

Exchange Online (Plan 2)

FLOW_0365_P1

MCO_TEAMS_IW

Microsoft Forms (Plan E1)

Microsoft Planner

Microsoft StaffHub

Microsoft Teams

MICROSOFT_SEARCH

Mobile Device Management fo

MYANALYTICS P2

Office Online

OFFICEMOBILE_SUBSCRIPTION
»

32 203020 0 200 0 00 XX 0 X 0 P X P X P P X0 WN

o5 AWS & Exchange 365 = All Wizards
New i = Data (84)
Display Name User Name
acole a.cole@DOCUSNAPSPORTS.COM
a.davison 3.davison@DOCUSNAPSPORTS.COM
a.dunn a.dunn@DOCUSNAPSPORTS.COM
a.faber 3.faber@DOCUSNAPSPORTS.COM
afreeman a.freeman@DOCUSNAPSPORTS.COM
a.gregory a.gregory@DOCUSNAPSPORTS.COM
ahowarth a.howarth@DOCUSNAPSPORTS.COM
a.schofield a.5chofield@DOCUSNAPSPORTS.COM
Admin admin@docusnapsports.onmicrosaft.com
b.lee b.lee@DOCUSNAPSPORTS.COM
b.nagel b.nagel@DOCUSNAPSPORTS.COM
cifs-admin cifs-admin@DOCUSNAPSPORTS.COM

ClusterAdmin
d.biermann

d.llyod

duvogel

demodb_adm
Docusnap Consulting
dospick

e.gottlieb

ewebster

f.brennan
fhrettschneider
FarmAdmin
function_dev_contributer
function_dev_reader
8 hallen

A hlawrence
4

dusteradmin@DOCUSNAPSPORTS.COM
d.biermann@DOCUSNAPSPORTS.COM
d.lyod@DOCUSNAPSPORTS.COM
d.vogel@DOCUSNAPSPORTS.COM
demodi_adm@docusnapsports.com
de_scan@docusnapsports.com
dospbck@DOCUSNAPSPORTS.COM
egottlieb@DOCUSNAPSPORTS.COM
ewebster@DOCUSNAPSPORTS.COM
fbrennan@DOCUSNAPSPORTS.COM
f.brettschneider@ DOCUSNAPSPORTS.COM
FarmAdmin@DOCUSNAPSPORTS.COM
function_dev_contributor@DOCUSNAPSPORTS.COM
function_dev_reader@DOCUSNAPSPORTS.COM
h.allen@DOCUSNAPSPORTS.COM
hlawrence@DOCUSNAPSPORTS.COM

Sync Type
In doud
In doud
In doud
In doud
In cloud
In cloud
In cloud
In cloud
In doud
In doud
In doud
In doud
In doud
In cloud
In cloud
In cloud
In cloud
In doud
In coud
In doud
In doud
In doud
In cloud
In doud
In cloud
In cloud
In cloud

In coud

@ Docusnap

Activated
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No

Password Policies

Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires
Password never expires

Password never expires

Fig. 14 - Scan result
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