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1. INTRODUCTION

Active network components such as switches can be captured using the SNMP inventory with Docusnap. In
this document the topic SNMP is described comprehensively, so that not only a complete inventory, but also
an appropriate preparation of the collected information is possible.

The SNMP inventory supports SNMPv1, SNMPvZ2¢ and SNMPv3. Various predefined MIBs are queried, such
as the Printer MIB or the RFC1213 MIB.

The collected data can then be displayed in the form of reports (text form) or maps (graphic formats such as
topology and VLAN maps).

You can use the SNMP Inventory for the following purposes:

- Inventory and documentation of network components
- Carry out evaluations of which systems can be found on which switch, port and VLAN
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2. INVENTORY

2.1 REQUIREMENTS

The following prerequisites must be fulfilled in order to carry out a successful SNMP inventory.

SNMPv1, SNMPvZ2c or SNMPv3 must be supported and activated on the system to be inventoried.
0 When using SNMPv1 or SNMPvZc at least one Read Community String must be used.
0 When using SNMPv3, appropriate authentication data must be used.
- For a complete representation of the topology, one of the two protocols must be uniformly activated
on the switches:
o Cisco Discovery Protocol (CDP)
0 Link Layer Discovery Protocol (LLDP)
o Fallback - Spanning Tree (STP)
- All relevant IP ranges must be known

If not all systems can be inventoried despite the prerequisites described above, the following must be checked:

- If the requests are blocked by monitoring or other security solutions - e.g. Flooding Protection
- Check IP-address-based access lists
- correctness of the community string

The names of the inventoried SNMP systems are derived from the system name of the devices if this is
maintained on the systems. Alternatively, it can be activated in the inventory options that the DNS name is
used instead of the system name.

If the system name is not maintained, the IP address is used as the name. For this reason, it is recommended
to maintain the system names of the SNMP systems accordingly, since the display with the IP address or the
standard SNMP name of the systems may not be very meaningful.

We recommend using the system name instead of the DNS name.
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2.2 REQUIREMENTS CISCO SNMPV3

For Cisco devices, additional requirements are required if they are inventoried via SNMPv3. If these
requirements are not met, the learned MAC addresses and VLAN assignments may not be read out. This in
turn affects the correct display of the topology- and VLAN-map.

You will find the corresponding information on the following pages:

- https://community.cisco.com/t5/network-management/vlan-bridge-mib-and-snmpv3-contexts/td-
p/1589698

- https://www.netnea.com/cms/2015/01/09/netdisco-with-snmp-v3-and-cisco/

- https://community.cisco.com/t5/network-management/bridge-mib-with-snmp-v3/td-p/1179194

We do not assume any liability for the correctness of the contents of the previously linked websites.


https://community.cisco.com/t5/network-management/vlan-bridge-mib-and-snmpv3-contexts/td-p/1589698
https://community.cisco.com/t5/network-management/vlan-bridge-mib-and-snmpv3-contexts/td-p/1589698
https://www.netnea.com/cms/2015/01/09/netdisco-with-snmp-v3-and-cisco/
https://community.cisco.com/t5/network-management/bridge-mib-with-snmp-v3/td-p/1179194
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2.3 SNMP INVENTORY WIZARD

The inventory wizard for the SNMP inventory is described below. It is divided into one step for SNMPv1 /
SNMPv2c and SNMPv3.

2.3.1 SNMP V1 /V2

For the SNMPv1 / SNMPVZ inventory, the IP areas to be inventoried and a corresponding community string
must be specified. If there are devices with different community strings in the IP range, this IP range must be
added several times. Docusnap will try to ping the system and inventory it with the community string. If the
devices, for example for security reasons, do not respond to a ping, it is possible to deselect this system
availability check.

Inventory <

SNMP Systems

[ Inventory SNMP Systems

[ Inventory device data for individual v1 and v2 systems Inventory topology information for v1 and v2 systems
[]Reduce inventory to minimal amount of data

[]Limit pings executed in parallel during the inventory to 60+

Check system availability with ping

|IP Range
1P from: 192.168.150.1 X 7 IP from IP to Community Timeout
IP to: 192.168.150.254 x D@ 192.168.150.1 192.168.150... public 2500

Community: |public

Timeout: 25001

[[]Use w1 Preferably

New Save Delete
Load List
I. Note: The large number of network requests from the SNMP scans may lead to warnings whe... [ull2 Back Cancel

Fig. 1 - SNMP Inventory - SNMP v2c
For many networks that need to be inventoried, it is recommended to create a CSV file and import it using
Load List.
Extract of a usable CSV file:
The following CSV file describes the following values: IP from, IP to, Community and Timeout

192.168.150.1;192.168.150.254;public;2500
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To avoid problems with ICMP Flooding Protecting, the number of parallel pings can be reduced using the
corresponding function.

Furthermore, the timeout settings should be observed if Cisco devices are in use. If you cannot reach all
systems here, it is advisable to increase the timeout. This is necessary because Cisco devices sometimes do
not respond to requests immediately.

2.3.2 SNMP V3

For the SNMPv3 inventory, the host name or the corresponding IP address must be entered. Additionally, a
corresponding authentication must be used. This authentication data can also be applied to all other SNMP
systems.

Inventory g x

—_— 4

SNMP v3 Systems

Inventory SNMP v3 Systems
Inventory Device Data for Individual v3 Systems Inventory Topology Information for v3 Systems
[[]Reduce inventory to minimal amount of data
SNMP v3 Systems

~MNew /Edit X Delete +llLoad List OLoad Already Known Systems from Database

MName

&

switch03.docusnap.ntern

192.168.178.3

&

192.168.1784
192.168.178.5

B A
¢ 60 o0 60

Back MNext Cancel

Fig. 2 - SNMP Inventory - SNMP v3

For many SNMPv3 systems it is recommended to import them via the Load List. In this CSV file, not only the
hostname or IP address can be transferred, but also the necessary login data.

Note: Unlike SNMPv1and v2c, SNMPv3 does not perform a system reachability check by ping, but immediately
establishes an SNMP connection. The reason for this is that individual systems are specified for SNMPv3 - for
SNMPv1 and v2c, each with ranges.
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Extract of a usable CSV file:
The following CSV file describes the following values:

- System name or [P,
- USM user;

- Auth algorithm;

- Auth password;

- Privacy algorithm;
- Privacy password:
- Context name

- Timeout

switch03.docusnap. intern;Docusnap;SHA;secret;DES;secret;context;2500
192.168.150.3
192.168.150.4
192.168.150.5

In this CSV file only the login data of the first device was stored. This means that the credentials are
automatically used for the other devices if no new credentials are entered.
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3. ANALYSIS

3.7 INVENTORIED DATA

The inventoried data can be viewed via the data explorer / data tree following the inventory. Navigation is via
- Your Company - Infrastructure - Your Domain - SNMP Systems
The inventoried SNMP systems are now listed by device type.

The device type of systems found under General could not be identified by Docusnap. You can manually
assign a type to these systems. Through these assignments all devices will be automatically assigned to the
type in the future - this is described in 4.1 SNMP TYPES.

The inventory of the SNMP systems is carried out via standard MIBs. Since SNMP is based on a standard, parts
of the inventoried information across all systems are the same. For example, general information such as
system name, IP address, location, contact, and description.

In addition to these standard MIBs, device specific MIBs are also used, e.g. for printers and switches, which
retrieve standard information on these device types. For printers it is the printer and toner information.

You can also add manufacturer-specific MIBs to the SNMP information and thus inventory detailed information
on SNMP devices - this is described in 5.1 MANUFACTURER SPECIFIC MIBS INCLUDING.

Below each SNMP system is the report Summary SNMP. This report contains all the information collected
during the standard inventory for a system.

@ Docusnap 11 OSBMmE-?2-— 8 X%
® Inventory
Discovery i
25 Windows (AD) Tr & snmp 14 [ Active Directory 77 @ In{:j:inm T A Azure Service Tt @3 Exchange Server 1t {8 System Groups 17
Inventery Al Wizards
D tat - o e .
ocumentation > @ overview = New i - Data (9) Additional Information
~ [ Docusnap Sports
=) ~ & Infrastructure Snmp
IT Security ~ @ docusnapsparts.com =2 Backup
>
o & PROD.DOCUSNAPSPORTSCO | o oo
) > [ SALES.DOCUSNAPSPORTS.CO
License > [ Werkstations = General
Management > [ servers [N Managementboard
© > [ Linux ¢ Network USB
Al Jobs T ElMac ) Printer
~ & SNMP Systems
) SAN Switch
o ~ ©aBackup -
4 > 2 DOSPSTO = Storage
Somnect >l Firewal = Switch
gl ~ LJ General
>
Physical = DOSPRROT
Infrastructure > & posereoz
> [N Managementkoard
oy > § Network USB
Management ~ 1 Printer
~ 21 DOSPPRLOOT
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» LJ SNMP Network
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> [ Printer Information
> 3 SNMP Explorer [
4 »

Fig. 3 - List of SNMP systems in the data tree
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3.2 TOPOLOGY MAP

Docusnap can inventory the topology of corresponding network devices (switches, routers, etc.). This means
that the direct connections of network devices are read and displayed in the topology map. In addition to the
connections, the speed and the ports used are displayed. This information can be found in the overview map.

In addition, a port allocation map of switches is created using the ARP cache and displayed in the topology
map. You can find this information in the detailed map of a switch.

It is important to note that the topology map only uses the data from the last inventory. Furthermore, the ARP
cache of the switches is volatile. This means that the ARP cache cannot be read from ports where the systems
are not active. Therefore, the inventory of SNMP systems, especially switches, should be done at "peak times".

The following is a list of which systems etc. are listed in the topology map

- SNMP Switch type devices

- SNMP devices with topology information (CDP, LLDP) - e.g. Access Points

- IP systems and MAC addresses recognized by switches via LLDP and CDP information
- Generally, devices which are redundantly plugged into more than one switch

- Router

The topology map can be created and exported ad hoc via the tree structure. In addition, the map can also
be exported automatically and time-controlled (PNG, HTML, VDX, SVG).

Using the tree structure, you can find the topology map in the following places and in the following versions:
Your Company - Infrastructure - Standard Maps - Topology Map

- Company-wide devices are used for the topology map - across domains
Your Company - Infrastructure - Your Domain - Standard Maps - Topology Map

- Only the devices of the domain are used

Your Company - Assets - System Groups - Your Domain - System Group - Standard Maps - Topology
Map

- Only the devices of the selected system group are used
Your company - Locations - Location - Documentation - Topology Map
- Only the devices of the selected and subordinate locations are used

Your company - Infrastructure - Your Domain — Systems (Server, Linux,...) - Documentation - Topology
Map

- In asimple graphical representation it is shown to which switch and port the selected system is
connected

Your company - Infrastructure - Your Domain — SNMP Systems - Documentation - Topology Map

- The detail map of this switch is displayed
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Your company - Infrastructure - Your Domain — System - Documentation - Topology Map
- Topology of the system - Switches to which the system is connected

The following figure shows the topology of the overview map. This map shows the direct connections between
the switches:

@ Docusnap 11

@ Inventory
Discovery i
28 Windows (AD) 17 2 snmp e [F] Active Directory 77 @ Inf:j:nm r A Azure Service ¢ Exchange Server 77 {8 System Groups 17
Inventory - All Wizards
Documentation @) overview New 1} - Analysis
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Fig. 4 — Topology Map Overview Map

Furthermore, Docusnap can also analyze whether it is a switch stack. If this is the case, a larger switch symbol
is used in the overview map. For reasons of clarity, a maximum of a 3-fold stack is shown as symbol image -
further switch details can be taken from the respective detail map.
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To the left of the map you can find more tabs. These tabs stand for the switches shown in the overview map.
The selection of one of the listed switches opens the detailed map:
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Fig. 5 — Topology map - Switch Overview

The detailed map of a switch resolves the learned MAC addresses of the ARP cache, if the corresponding
device has been inventoried and is thus known in Docusnap. If the device is not yet known, only a MAC address
and the manufacturer are displayed on the port - this is done via the manufacturer part of the MAC address.

Note:

IT assets that you have documented with network information (especially the MAC address) are also displayed
in the topology map.
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3.2.1 TOPOLOGY MAP — OPTIONS

After you have opened the topology map, a separate area is available in the action menu.

Within the are you have the possibility to perform further actions regarding the topology map. For example,
you can export the map, filter paths. You also have the following options available, which have a direct effect
on the map:

Special
Show potential Access Points

- Displays potential access points in the overview map. Potential access points are recognized by CDP
or LLDP entries of the switches, which are not available in the Docusnap database.

Show Layer3 Elements

- Layer 3 systems, e.g. routers, are displayed in the overview map.

Show Tunnel Connections

- If a tunnel connection is known via LLDP or CDP, the connection is indicated by this option.

VLAN
Show VLAN Tables

- This option displays the respective VLANS as a table for switches.
- VLAN tables with the same content are colored the same way.

Displaying Ports with VLAN Information

- This option displays the tagged and untagged information for the ports in the detailed maps for the
switches.

Filter for relevant VLANSs

- Only relevant VLANSs are displayed. VLANSs that are active on switches but are not present on any
port are ignored.

Details
Show Details

- Switch details, cable bandwidth and port designation can be displayed.

Virtual
Hide Virtual Structures

- Hides the virtual switches in the overview map.
Virtual Switches

- Detailed maps of the virtual switches are not created.
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Visualization
Visualize Cable Bandwidth

- This option colors the lines of a connection differently depending on the speed.
- Athigher speeds, a thicker line is used.

- If the speed exceeds 10GB, the line is displayed in blue.

- If the speed is less than 1GB, it is displayed in red.

- Inthe other cases the line is drawn in green.

Highlight Missing Data

- This option marks switches where no LLDP, CDP or Spanning Tree information is available.

- Furthermore, devices are marked if no learned MAC addresses are available or the interface stack
data is missing.

- By right clicking on the highlighted object - Display Data, the error message is displayed in an
additional dialog.

Inventory and analysis | ©2022 Docusnap — All rights reserved Page 15 of 41
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3.3 VLAN MAP

In the first instance, you will notice that the VLAN Map outputs the same information that you receive within
the topology map with the option Display VLAN Tables.

The overview map shows the connections between the switches and the VLAN tables belonging to the switch.

You can also create a detailed VLAN map. With this detailed map you select a VLAN. You will then see all
switches of the VLAN. The systems plugged into the switches and the selected VLAN are also displayed.

@Ducusnapﬂ QO BME-?2-— 8 X
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Fig. 6 - VLAN Detail Map
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3.4 REPORTS

In addition to the topology- and VLAN-Map, there are also reports that allow you to analyze information from
SNMP systems. These reports can be found as follows:

Your Company - Infrastructure - Your Domain - Reports - Infrastructure Net
Here you will find the following reports:
Network Devices

- The report lists all SNMP systems with the information inventoried in the standard - among others
0 General information
o Network information
0 Interfaces

Printer

- All printers with printer-specific information
0 Printer information
o Toner

Switches

- This report provides you with detailed information about the switches, including
o VLAN information and its port assignment
0 List of ports and systems plugged into them

- When creating the report, you must first select one or more VLANs
- You will then see a list of all associated systems, grouped by the selected VLANs

- For example:
o VLANID:1
= Switchl
= Switch2
o VLANID:2
= Switch3

= Switch4
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VLAN Overview Switches

- Here, too, you first select one or more VLANs
- The VLANs are then grouped again according to the selected VLANSs
- In addition, the system is now also grouped by switches on which the associated systems are
plugged - specifying the system type, MAC and IP address and port
- For example:
o VLANID:1
= Switch: Switcht
e ServerA - Server — 00-11-22-33-44-55 - 192.168.1.1 - Port 1
e ServerB - Server — 00-11-22-33-44-66 — 192.168.1.2 - Port 2

(]
= Switch: Switch2
e Switch1 - SNMP — 11-11-22-33-44-66 — 192.168.100.1 - Port 1
o VLANID:2
= Switch: Switch
e ServerC - Server — 11-11-11-33-44-66 — 192.168.1.3 - Port 3
o ServerD - Server — 22-22-22-33-44-66 — 192.168.1.4 - Port 4

4. TABULAR VIEWS

In addition to the topology and VLAN map, there are also views with which you can analyze the information
from the SNMP systems. These tabular views are located as follows:

Your Company - Infrastructure - Your Domain — Summary — Topology

- This view gives you information about the used switch-ports

- For example, it can be filtered by MAC address to quickly find out which switch port it is connected
to

Your Company - Infrastructure - VLAN Overview - VLAN Complete Overview

- Inthis view, the VLANs used and the systems they contain can be listed
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4.1 ADJUSTMENTS

4.1.1 EDIT SWITCH - CONFIGURE MANUAL CONNECTIONS

It has already been described in this How To that the data from the switch detail map is inventoried by reading
the ARP cache and that it is volatile again. For a complete documentation, you can also manually assign a
MAC address to the switches and thus permanently document the port assignment of the switch. These
manual adjustments remain even after a new inventory!

For example, you can see from the following figure that ports 36 and 38 are highlighted in green. This means
that a cable is plugged in here, but the ARP cache could not be read.
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Fig. 7 - Active ports without ARP cache

You can now manually assign a system to these ports via the MAC address:

- Change to Docusnap administration

- Select the Inventory tab

- Within the ribbon you will find the category SNMP - select Edit Switch
- First select your company, then the domain and then the switch.

- Now select the port you want to customize and add the MAC address

Inventory and analysis | ©2022 Docusnap — All rights reserved Page 19 of 41
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Fig. 8 - Assign MAC address to a switch port
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IT Security > B8 docusnapsports.com
L_Q > &% VLAN Overview =& pOsPswos Search: X |0
LE=Ea ~ &q Standard Maps o DOSPSWOS
Management L Network Map
o® % Routing Msp =5 DOSPSW10
s £ Topology Map oC DOSPSW11
8a VLAN Map oG DOSPSW12
& > Reports o DOSPSW13
> = Assets
Connect 5 Q Sites oG DOSPSW14
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i i
Physical & Connect oG DOSPSW16
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Fig. 9 - Topology Detail Map with assigned systems
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4.1.2 MAC FILTER

- Store MAC addresses that are to be displayed as device, telephone or not

It can happen that some systems cannot be inventoried correctly because they do not have a SNMP interface,
for example. In the course of this, only the MAC addresses can be found in the topology detail map. An
example are IP phones.

In Docusnap you now have the possibility to make an assignment based on the MAC address. Search for the
corresponding systems within the topology map and check to what extent the MAC addresses match and
write this match down. If you use IP phones of the same manufacturer, at least the manufacturer part will be
the same.

- Switch to Docusnap administration

- Select the Inventory tab

- Within the ribbon you will find the category SNMP - select MAC Filter
- Enter an appropriate MAC filter - * can be used as placeholder

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

E8 INVENTORY

General

soSoftware Search  [fServer Roles  F3Additional Tools  [F] Active Directory [ Assignment Criteria | € SNMP MIBs € SNMP Types EREdit Switch ¢ MAC Filter

Inventory MAC Filter at

Qﬁ MAC Filter |00-1A-EB* Type: Phone
Customizing [ Active

% New Delete Save

IT Assets

MAC Fitter Type Active

ol = oo-1aEs* Phone Yes

Diagrams

IT Correlations

&l

License

Management
Connect Legacy

iy

Options
X

Close Management

Fig. 10 - Activation of the MAC filter
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The following figure shows the effects on the topology map.

® Inventory
Discovery ™
28 Windows (AD) 17 I sump e [ Active Directory 77 X ﬁwim . > A Azure Service 7Y @3 Exchange Server 7¢ B System Groups 17
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PO_ ¥ ®anfrastructure = O ‘“@Layout' | Filter Path o Highlight Path | B Edit Systems  [F]Special = FIVLAN +  [F]Details ~ [[Virtual - [ Visualization ~
IT Security » B8 docusnapsparts.com
0 > §° Communication -
: v = vasronms e
(Feia ~ 8.4 Standard Maps o= DosPswos
Management S Network Map
© Bafoutn Map =€ [posraino
Al Jobs & Topology Map =5 DOSPSW11 HP ¥
a VLAN Map ¢ DOSPSW12 s et
& > il Reports =& DOSPSW13
> B Assets <
Connect > @ stes DOSPSW14
g > [3 Organization G DOSPSW15
> & Connect =& DOSPSW16 Rerohiv amarts by sotuare ioiies 0028
Physical 4P ETHERNET MULT-EN
Infrastructure =3 DOSPSW17 3C52-92-C3-8567
Oy o DOSPSW18 prm—
Management > DOSPSW19 oosrsnes
G DOSPSW20 uv ifySofhare | HP He WIESEMAN & Fa3EL
o< DOSPSW21
o sblade15.intern.local-.
o%  sbladel6.intern.ocal-...
o sesx1dinternlocal-vs...
o sesx15.internlocal-vS.
o% sesxl4internlocal-vS..
o sesx15internlocal-vs...

Fig. 11 - Topology Map - Phones
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5. DATA PREPARATION

The inventoried data can be prepared accordingly. For example, systems can be assigned to the correct type
so that they appear as such in maps and reports. Thus the quality of these increases, since e.g. it becomes
immediately apparent that it is a printer.

5.1 AUTOMATICALLY ASSIGN SNMP TYPES

Here are various SNMP types such as printers, switches, and UPSs. These can be viewed and maintained in
the administration - Inventory - SNMP Types. A corresponding search word must be stored there (see Figure
12).

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

%’ INVENTORY
General
cdSoftware Search  lServer Roles 5 Additional Tools ~ [7] Active Directory  [& Assignment Criteria | € SNMP MIBs | & SNMP Types | E=Edit Switch 57 MAC Filter
Inventory SNMP Types.
c,cl Keyword: | %Backup% Type: Backup
Customizing New Delete Save
@&, Keyword Type -
IT Assets = Safwutm01% Firewall
Q SoBackup% Backup
G [ %Beamerth Beamer
Diagrams
Q %Bridge% Bridge
= %Camera% Webcam
IT Correlations = sElvmnics Server
= %Faxsh Fax
er Q %Fibre Channel Switch% SAN Switch
License
Management L %Firewall% Firewall
& [ %HP MSL G3 Series% Server
Q %HP Onboard Administrator% Managementboard
Connact Legacy
] %HPE_3par% Storage
iy = %HUB% Hub
Options = %integrated Lights-Out% Managementboard
Q %JetDirect% Printer
X L %laseret% Printer
Close Management = ‘%Managementboard% Managementboard
LI SMnhile Nevica% Mnhila Davica -

Fig. 12 - SNMP Types

In Figure 12, for example, the search word %Switch% is defined. If this is recognized in the description of an
SNMP system, it is categorized as a switch. The description of an SNMP system can be found in the General
section.

Furthermore, it should be noted here that incorrect assignments can occur if the search words overlap. For
example, you can see the search word %HUB% in Figure 12. In practice it is noticeable again and again that
Konica BizHub devices are recognized as hubs. Such overlaps should be resolved.
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® Inventory
Discovery "
25 Windows (AD) Tr J snmP e [ Active Directory 77 Inﬁ:‘::idm ~ A Azure Service T @3 Exchange Server 7¢ B System Groups 17
Inventery - All Wizards
Documentation ;@) Gyapyiew - New - Data (8)
~ s Docusnap Sports
=3} v & Infrastructure ‘ Description Value
IT Security ~ B docusnapsports.com & System Name DOSPSTO1
>
0 & PRODDOCUSNAPSPORTSCOM | © 10 1y 192168858
] » B SALES.DOCUSNAPSPORTS.CO e
License > [ Worketations Uptime 10473 h
ianagene > [ servers 4 Interface Number 0
®© > [ Linux & Location X0000C
Al Jobs 3= Mac 2 Community secret
~ J SNMP Systems .
& Contact support@docusnap.com
o ~ 3 Backup
& © &2 DOSPSTO ] Description HPE StoreOnce 2700 Backup CZJ4500GZ4 HPCZJ4500GZ4
Connect ~ 3 08/04/2020 11:0906
gl » &J General
>
- 5 SNMP Explorer
Infrastructure - bl Reports
> B3 07/04/2020 09:3605
g > 3 01/04/2020 16:4523
Management > &5 Documentation
> wf Firewall
> J General
> FH Managementboard
> § Network USB
> @ Printer
> @ SAN Switch
> £ Storage
> @ Switch
> & Thin Clients -
4 »

Fig. 13 - Hierarchical Structure - SNMP - General
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5.2 MANUALLY ASSIGN SNMP TYPES

In addition to automatic assignment using search words, you can also assign SNMP systems manually. This
may be necessary if an SNMP system does not provide a description or this cannot be used for a unique
assignment. The manual assignment is not overwritten by the use of search words!

The manual assignment can be done directly in the data area or in the context menu.
Data area

In the data area, several devices can be assigned to an SNMP type using the checkboxes. After selecting the
devices, you can assign them to an SNMP type. You can also remove the manual assignment.

The column Fixed SNMP Type informs whether this device was assigned to the SNMP type via an automatism
or via manual assignment.

@ Docusnap 11

@ Inventory
Discovery
25 Windows (AD) J snmp [F] Active Directory Veeam @ Exchange Server B z‘;‘;:mem - All Wizards
Inventor o . N - .
v > @ Overview New 1§ - Data (3) Analysis Additional Information
~ [ Docusnap Sports
%] O Information azout Demo Company L Assign SNMP Type Lt Remove Manual Assignment
Documentation  ~ & Infrastructure
> [l Reports Name Fixed SNMP Type Numbel v | Assi Of SNMP T o x
M anual Assignment of ypes
5 23 DOCUSNAPSPORTS.COM O 2 poserwor No
IT Security > [ Reports o DOSPRROT N
> [L Workstations ° T~ Create Base Type
& > [ Servers & DOSPRRO2 No Name Value e~
License > [ Linux O & Hub 50
Management > TIMac
I SNMP Systems [0 & Load Balancer 74
5 =2 Backup O & Managementboard 73
Al Job: 5
0% > WP Firewall O & Mobie Device 72
ﬁq 3 %GE”W‘ O & Network COM 63
> FN Managementboard
O & Network USB 62
Gongech > ¥ Network USB
> (3 Printer O & Phone 55
ohcical > 1 SAN Switch O = Printer 57
ysica N :
Infrastructure e orage 0 & Projector 56
.Swnch J  Router 59
s > & Thin Clients
S D HP-UX O & saNHub 71
Management -
> @ars O & SAN Switch 70
> B Virtualization 0 & Scanner 54
> .E];IP Systems O & Server 66
> Active Directory
O Storage 61
> B Network Services = 9
> [ Application Sarvers L Switch 58
> [ Database Server Row Count; 26 of 20 -
> £ Storage
> A Azure | Roweount 3073 Save Cancel
< DK

Fig. 14 - Assign SNMP Types Manually from the Data Pane
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Context menu

From the context menu (right click on the system in the tree structure) a specific system can be manually
assigned to an SNMP type.

Docusnap 11

@ Inventory
Discovery Syen
22 Windows (AD) J snmp [E] Active Directory Veeam Exchange Server ] A!;Z\:nmment - All Wizards
A
Inventor N Y . . - - -
Y > @ Overview New : - Data (1) Editor Analysis Additional Information
~ [ Docusnap Sports
@ (@ Information about Demo Company || | Drag a column header here to group by that column
Documentation ~ & Infrastructure o L nes : _—
can Date
> | Reports Manual Assignment of SNMP Types
=) ~ B3 DOCUSNAPSPORTS.COM © 16042022 12:2237
1T Security > [ Reports -} Create Base Type
> [1 Warkstations ‘ Name Value &
Qr_j > Bl servers O & Backup 69
License > (A Linux
Management s TIMac O & eridge 51
~ L) SNMP Systems O & rax 53
> ©2 Backup LI Firewall 52
Al Jobs o
EF"E‘”” 0 & General 1
~ I General
< O Hub 50
4 > I DOSPFWO =)
Connect > [H Management| _Actions O = Load Balancer 74
=
> 9 Network USB| seve 0 & Managementboard 73
Phacal > 13 Printer X Delete.. O I Mobile Device 72
vsica > & Router [ Compare..
Infrastructure i O & Network COM 63
> @ SAN Switch Move...
By > = Storage Merge with .. O & Newworkuss 62
Management > @ Switch Customize Company Seftings ... 0 & Phone 55
> &= Thin Clients 2 Add to Search Index O L printer 57
I g“""’x [91 Assign SNMP Type I O 2 Projector 56
> Wars ——
5 Temove Manual As Rout sa
> B Vinualization | O & Router
> 8 1P systems L eann .
> [F] Active Directory| Apply Filer Row Count: 26 of 26 =
> % Network Service Fremove Filter
> k= Application SV Rmove al Filters -
> [ Database Server =
] — ¥ Row Count: 10of 1
|

Fig. 15 - Assigning SNMP Types Manually from the Context Menu
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5.3 DEFINE OWN SNMP TYPES

You also have the possibility to create your own SNMP types - in case the predefined SNMP types are not
sufficient.

Own SNMP types are created and managed in Administration - Inventory - SNMP - SNMP Base Types.

With the button New you can give the type a name as well as a German and English text. Furthermore, a
value is needed. Here it is recommended to use an own number range, for example starting from 1000.
However, this is not mandatory.

Subsequently, as described in the previous chapter, the assignment to this SNMP type can take place.

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

=54 Inventory
General
@ SNMP - | éoSoftware Search  OlServer Roles e Additional Tools  [F] Active Directory [ Assignment Criteria == AWS Regions B Azure Apps | @ Private Key Management | ¢)Wizard Configuration
inventory SNMP Basis Typen
thy Name: NewSNMPType
Customizing Wert 10012
@ German Text: | Mein Neuer SNMP Typ| English Text: | My New SNMP Type
IT Assets
o New Delete Save
Diagrams
Neme Value System Value -
Backu 69 Yes
P
IT Correlations 3 Bridge 51 Yes
2 2 Fax 53 Yes
e.
License I Firewall 52 Yes
Management I General 1 Yes
& ' Hub 50 Yes
Connect Legacy L Load Balancer 74 Yes
LI Managementboard 73 Yes
Py LI Mobile Device 72 Yes
Options LI Network COM 63 Yes
LI Network UsB 62 Yes
LI NewSNMPType 1001 No
J Phone 55 Yes
CJ Printer 57 Yes
L Projector 56 Yes
J Router 59 Yes
CJ SAN Hub 71 Yes
] SAN Suitch 70 Yes
X LI Granner 54 v
Close Management Row Count: 27 of 27 =

Fig. 16 - Define own SNMP Types
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In the next step, an icon should also be stored for the newly created SNMP type. This is done in Administration
- Customizing - Icons - Icons.

Select New and then the SNMP as group. Afterwards, you can either enter the previously assigned value
manually or determine the value using the Reference Value button.

In the next step you need the icon in duplicate. The standard icon should have a size of 16x16 and the preview
icon a size of 100x100. The preview icon is also used within the plans and diagrams, for this reason the size
should be absolutely kept!

Furthermore, it is recommended to use the icons in PNG format, with transparent background!

You can find the Docusnap Icon Pack for download in our Community, in the section Benefits, Customizing
- Docusnap Icon Pack.

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

[2c4 Customizing
General
<,Layout (CI) | [l Manage Reports & jimport Reports [ Report Differences | ElManage Tables J Manage Objects  Edlcons = ©iSchema Export/Import ~
&
Inventory lcons
S Value: Reference Value |  Group: SNMP - [&
Customizing Standard Icon:  |..| [X] B Preview lcon:  |...| [X B
[F&=s Save Delete
Select Reference Value B ox =
oG - Group Name
Dagiens B Value Text =
Value Group Name | e B
<null> O 62 Network USB
IT Correlations <New entry> O e3 Network COM
g'_j ADGroupType O 64 Thinclient
License & 2 ADGroupTyp | 63 ups
Management
g ADSObjectComputer [l 66 Server
;5’ oo ADSObjectCe 1 67 Workstation
Connect Legacy ADSObjectData O es WLAN
0 &9 Backu
. 8 o0 ADSObjectDz 4
0 70 SAN Switch
& EJ  builtincontainer ADSObjectD:
CEias 07 SAN Hub
EJ  builtinDomain ADSObjectD:
072 Mobile Device
[L computer ADSObjectDz
73 Managementboard
= contact ADSObjectD: o o
74 Load Balancer
EJ1  container ADSObjectD: o
B 1001 My New SNMP Type}
H  foreignSecurityPrincipal ADSObjectD:
A group ADSObjectDs | Fow Count: 27 0f 27 -
& inetOrgPerson ADSObjectD:
#8  meDS-GroupManagedService.. ADSObjectDz oK Cancel
X B3 msExchSystemObjectsContain... ADSObjectData
Close Management Row Count: 261 of 261 =

Fig. 17 - Create an icon for the new SNMP type
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5.4 INTEGRATING MANUALLY CREATED DEVICES

Both manual systems (Windows, Linux, Mac, SNMP) and other assets can be included in maps (topology- and
network-maps).

The following requirements must be met.

- Other assets - completed network information
- Manual systems - created network or interface

For the representation in the network map the IP address and subnet mask are necessary and for the
representation in the topology map the MAC address.

@Docusnapﬂ QB W-?2-— 8 X
@ Inventory
Discovery e
22 Windows (AD) 17 = snMP e [ Active Directory 17 @ e W A Azure Service  TT Exchange Server 17 8 System Groups ¢
&
Inventory = All Wizards
Documentation v Ll SNMP Systems . . " .
\’gﬁ DOSPyROuTEE - New - : - Data (1) Editor Additional Information
) ~ 3 01/04/2020 10:08:15 s
ol save
IT Security ~ & General
[+ Ll Network
grj 11002541 General Organization v
License 12712700 General
Management J172.31.00
172312520 Model Name: Galaxy 520 Plus 5G Model Code: G986B
A Tobs % 17231.2530 Serizlnumber; 123582458 Name: Galaxy AFA
192.168.962
. 192,168,100 Memory: 256 Display: Galaxy AFA
& ! 192.168.1020) 05 Version: Software Number:
Connect J192.168.1032}
I 102.168.1280];  Network Operstor IMEL: 151415161
gl > - Interface i IcCID: Bluetooth:
vees > [ ARP Cache
Infrastructure > [®Rauting Table User: DOCUSNAPSPORTS\a.faber .| AssetTag: DOSP100008-AT
O > il Reports
M > §a Documentation Extended
anagement
> Bars D
escription:
> &2 Thin Clients
> @D HP-UX
> (& Software
3 ‘% Other Assets WLAN Address; |IP Address: 172.31.252.55
~ 3 Mobiles Subnet Mask: |255.255.255.0
> @ iPhone MAC: 1ZAFASACTZAA)
~ & Samsung
& Galaxy AFA -
4 »

Fig. 18 - Manual Systems - Other Assets

5.5 EFFECTS OF ADJUSTMENTS

The described adjustments result in a better representation of the systems in Docusnap. The adjustments can
be seen in the following areas:

- Hierarchical Structure (Icons) - SNMP Types
- Network Map (Icons) - SNMP Types
- Topology / network map - manually added systems (systems, other assets)
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6. EXTENSION

The SNMP inventory can be extended by the integration of manufacturer MIBs. This allows additional OIDs to
be read during inventory. It should be noted that this additional information must be prepared accordingly
(view, report), since these are only visible in the SNMP Explorer.

6.1 INTEGRATE MANUFACTURER-SPECIFIC MIBS

The following example describes how manufacturer specific MIBs can be integrated. The Entity.mib was used
to read additional information of a switch (model, serial number). Further MIBs can be imported in the
administration (Figure 15).

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

B INVENTORY

General
6> Software Search  HdServer Roles #3Additional Tools  [F] Active Directory By Assignment Criteria | & SNMP MIBs & SNMP Types  EREdit Switch 7 MAC Filter

Inventory Manage MIBs Search MIBs
ey Import Save 7 org =
Customizing v ded
~ [ SNMPv2-5MI SNMP System Type - ~ internet
4| Printer-MIB Al directory
% [ BRIDGE-MIB O ~ mgmt
IT Assets 7 Q-BRIDGE-MIB e mib-2
<|RFC1213-MIB 1 Beamer ~ 23 system
D<g [ Bridge #] [ sysDescr
Diagrams O e 7| & sysObjectlD
[ Firewall
IT Correlations 0 Genera
O Hub
'S O Load Balancer 71 & sysServices

transmission

License

Managementboar
Management [0 Managementboard

4= snmp

Mobile Devi
] Mobile Device 412 dot1dBridge

& O Net

s rk COM 715 interfaces
onnect Legacy ] Network USB 5 at
2 0 Phone 1S B
Ry O Printer =
Options ! Label Value
[ Router Name RFC1213-MIB
O SAN Hub Oid 13.6.1.2.1.1
[ SAN Switeh Oid Path iso.0rg.dod.nternet mgmt.mib-2 system
X [ Scanner Type Objectldentifier
Close Management 0 server
s Syntax -

Fig. 19 - SNMP MIBs

MIBs can have various dependencies to other MIBs. If you import a MIB, an error message may appear if the
dependency has not yet been resolved. Importing the Entity.mib causes the following error (Figure 16). How
to resolve these dependencies is described later.
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The following error message appears after importing the Entity.mib.

@ Docusnap

Docusnap 11 - Mar

INVENTORY

General

~
Inventory

QQ Manage MIBs

Customizing

% ~ [ SNMPv2-SMI

IT Assets

Printer-MIB
~ |« BRIDGE-MIB

o Q-BRIDGE-MIB
Diagrams RFC1213-MIB

%o

IT Correlations

8

License
Managemert

&

Connect Legacy

ey

Options

X

Close Management

tomizing and Extendir

4P Search MIBs

G>Software Search  OServer Roles  FAdditional Tools  [7] Active Directory  E Assignment Criteria |g_5NMP MIBs 2 SNMP Types E€Edit Switch 7 MAC Filter -

@ Import failed because the following dependencies are missing: SNMPV2-5MI, SNMPV2-TC, SNMPV2-CONF, SNMP-FRAMEWQORK-MIB

Save

Additional Messages

Import failed because the following dependencies are missing: SNMPV2-
SMI, SNMPV2-TC, SNMPV2-CONF, SNMP-FRAMEWORK-MIB

Managementboard
Mobile Device

Network COM

LI

)

O

[ Network USB

|:| Phone Label Value Y
01 erinter Name SNMPv2-SMI

O Router Oid 1.3

1 SAN Hub Oid Path iso.0rg

] SAN Switch Type Objectldentifier

= h Syntax -

Inventory and analysis

Fig. 20 - MIB Import Error
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After the successful import (Figure 17), the MIB can be searched and the system type for which this MIB is read
can be selected. Since the Entity.mib is a generally valid MIB, it should be read for all systems. It is therefore

advisable to select the relevant types.

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

a INVENTORY

General

Inventory
~/ Import successful.
Q{) Manage MIBs
5 i
‘ Import ‘ | Remove | ‘ Save
% ~ [ SNMPv2-SMI
IT Assets Printer-MIB
~ |4/ BRIDGE-MIB
o Q-BRIDGE-MIB
Diagrams RFC1213-MIB
[] SNMP-FRAMEWORK-MIB
ENTITY-MIB
I SNMPv2-TC

IT Correlations

&l

License
Managemert

e

Connect Legacy

[ SNMPv2-CONF

ey

Options

X

Close Management

G>Software Search  OdServer Roles  FAdditional Tools  [7] Active Directory  E Assignment Criteria |g_5NMP MIBs 2 SNMP Types E€Edit Switch 7 MAC Filter

Search MIBs v
- org a
v dod
SMMP System Type ~ internet
All directory
he mgmt
[ Backup 9 oo
- mib-
(1 Beamer > ES system
[ Bridge transmission
1 rax > 43 snmp
> 4
0 Firewsl [“1 5 dot1dBridge
» [ interfaces
O General D at
1 Hub > DB ip
[ Load Balancer printmib
1 Managementboard entityMIB
icm)
] Mabile Device Icpp
O Metwork COM 5 udp =
O Network USB =
1 Phone Label Value
O erinter Name ENTITY-MIB
1 Router Oid 1.3.6.1.2.1.47
1 SAN Hub Qid Path iso.org.dod.internet mgmt.mib-2.entityMIB
0 San suien Type Moduleldentity
Syntax -

Fig. 21 - SNMP MIB - Entitiy MIB

If an import error occurs when importing a MIB because dependencies are missing, they can be resolved as

described below.
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The following error occurs when importing the Entity.mib:

@ Docusnap

Additional Messages

® Import failed because the following dependencies are missing: SNMPV2-
SMI SNMPV2-TC, SNMPY2-CONF, SNMP-FRAMEWORK-MIB

Close

Fig. 22 - Error Message - Missing Dependencies

To resolve the dependencies, the required MIBs must be stored in the Docusnap settings path in the directory

of the same name.

I = | Mibs
Home Share Wiew
“« v P » ThisPC » SYSTEM(C:) » Docusnap » Settings » Mibs v

o~
MName

3 Quick access
[ ] RFC1155-5MLmib

B Desktop [ recr2rzmie

¥ Downloads 4 1y peciotamiBmib
Documents & [ sNMP-FRAMEWORK-MIB.mib
=] Pictures # [7] SNMPv2-CONF.mib

Csv [ SNMP2-5MILmib

Screenshots_EN L] SNMPv2-TC.mib

Shapes

Sonstiges
@ OneDrive
E This PC

I:_" Metwork

7 items

Date medified

2/18/2020 9:32 AM
2/18/2020 9:32 AM
2/18/2020 9:32 AM
5/6/2020 3:19 PM
3/6/2020 3:18 PM
5/6/2020 3:18 PM
5/6/2020 3:18 PM

Fig. 23 - Setting Path - MIB Tray
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— | *
)
2 Search Mibs
Type Size
MIB File 4 KB
MIEB File JKB
MIB File 92 KB
MIB File 22 KB
MIE File T0KE
MIB File 11 KB
MIEB File 39 KB
f= =
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6.1.1 EVALUATE DATA

The additional information that is read by the MIB import can be found in the SNMP Explorer. This information
can be formatted to appear in a report or in a new node in the hierarchical structure.

The following information is formatted in the following example:
- Product information such as model, serial number, software version, etc.

To display the information in the hierarchical structure, a new view was created - xvSNMPMibSophosFirewall

@ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)

EB CUSTOMIZING
General
[l Manage Reports ~ &;Layout (CI) L Report Differences |EiManage Tables [ Manage Objects > Export Schema  </Import Schema
&
iwentory Metatables Fields
QQ Table Type: 2 - | Table Name: xv |SNMPMibSophasFirewall Field Name: ApplianceModel Data Type: String
Customizing Primary Key: D ~|  Foreign Key: no ent - Field Length: Reference:
% Display Field ApplianceKey «|  Compare Field: | <no entry> . Sort Order: 0 Display Size:
[Fe5ss Primary Table: Import Lookup: Factor:
o8 SQL Statement:  |SNMP-Single: Number Format: Icon: X
(1.3.6.1.4.1.21067.2.1.1.1.0,ApplianceKey:1.3.6.1.4.1.21067.2.1.1.2.0,ApplianceModel; 1.3.
Diagrams
6.1.4.1.21067.2.1.1.3.0,Firmware) Icon Preview: X
T Correlations []Do not Compare No Display if NULL
g'_j Field Visible in List Field Visible in Webclient
License
Managemers German Name: | Appliance Modell English Name: | Appliance Model
éf German Name:  |Docusnap Deme Customizing - Sophos Firewall Informationen German Text: English Text:
Connect Legacy English Name: | Docusnap Demo Custamizing - Sophos Firewall Infarmation
(ka New Delete Save New Delete Save
Options
Name Primary Table Foreign Table Display Field ID Primary Field | Field Name Data Type Field Length Display Length Sort Order
xvsnmp’ ApplianceKey String 0 0 0
' ? [
FH xSNMPMibSophosFire... ApplianceKey ID 1 ApplianceModel String 0 0 0
X EJ Firmware String 0 0 0
E3 D Int 0 0 0
Close Management R P 5

Fig. 24 - Create SNMP MIB View
The following statement was used:

SNMP-Single:
(1-3.6.1.4.1.21067.2.1.1.1.0,ApplianceKey;1.3.6.1.4.1.21067.2.1.1.2.0,ApplianceModel;1.3.6.1.4.1.21067
.2.1.1.3.0,Firmware)
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To ensure that the view is also visible in the hierarchical structure, new headings and data objects have been
added.

ocusnap 11 - Man. stomizing and Extending of Docusnap)
B CUSTOMIZING
General
[| Manage Reports &, Layout (Cl) [ Report Differences | EEManage Tables [ Manage Objects - Export Schema  +/import Schema
Inventory ?Edit Metaobject Relsted Objects an
- |Invenlm’y B\ Parent: SNMPSophosMib Object Name:  EXP_U_ SNMPSophosMib_Data |
el
- s .
CUEEE) “New [Hlsave X Delete| Category: |Da|a D‘ Table: xvSNIM PMibSophosFirewall
> if -
% :VENIE‘:’ al Filter Field: |Appham[gKgy D‘ Filter Value: ‘<> " |
~ [y Accoun
IT Assets M %&eéwnrkl{nwm;sm B Sort Field: |<nu entry> D‘ Sort Direction: ‘Dgscgndmg |
~ omain
o8 > [ Workstation I Altern. FK: |<no entry> B‘ Object Type ID: | 1000006 |
Diagrams > server [0
9 i E soer Aignmeat|Horzonta [] ot \ o]
> EMac @ Recursion Field: |<no entry> D‘ Icen Filter Field: ‘(mo entry> E“
IT Correlations ~ Gl SNMP Systems [ X
Linked Object: |\ no entry> .| Diagram Type:  [nos = B |
g'_j — Standard lcon: X| % Preview Icon:
License ~ B3 SNMPDocu_Data -] = ] @
Managemert > LJ SNMPGeneral [F Document Path: | ‘
> L SNMPNetworkmig [E
,‘5’ > & SNMPInterfaceMs [ [ Editable []Drag & Drop Allowed
Connect Legacy > [ SNMPARPCachemiB ] v Do ot Cont
> [& SNMPRoutingTableMis [ [ Unique [JDo not Create
£, .
i3 > (51 SNMPPrinterMiB [F] [] Static Object []De not Compare
Options > 51 SNMPTonerMIB [0
% SNMPSophosMib | [ Show Without Subnodes [JReport Title
> & SNMPSophosMib_Data
> & SNMPEplorer B [ Show as IT Asset
> bl SNMPReports (] German Text Demo Customizing - Sophos Firewall English Text: Demo Customizing - Sophos Firewall
> $o SNMPDocumentation ]
x > & ThinClient © Description Description
Close Management > @ upux B . German: English:
|

Fig. 25 - Extend Hierarchical Structure

When viewing the hierarchical structure, additional information is now displayed.

@ Inventory
Discovery i
22 Windows (AD) 1 = snmp Tr [ Active Directory ¥ @ Imﬁ:“::dm T A Aaure Service 1 @2 Exchange Server ¥ = System Groups 17
&
Inventery -+ All Wizards
Documentation ;@ oueniew s New - Data (1)
il Docusnap Sports
=) ~ & Infrastructure Applisnce Key Appliance Model | Firmware
IT Security ~ Wl docusnapsports.com & 123456789 SFVH_VMO1  SFOS 17.5.9 MR-9
> B PROD.DOCUSNAPSPORTS.CC
2 > G SALES.DOCUSNAPSPORTS.CO
License > [ Workstations
Management > O Servers
> A Linux
>
All Jobs 1 Mac
~ LJ SNMP Systems
> 2 Backup
9
& ~ i Firewall
Connect > WP DOSPFWO1
El ~ ¥ DOSPFW02
Physical ~ [ 07/04/2020 13:1840
Infrastructure > & General
» LJ SNMP Network
ey > < SNMP Interfaces
Management
> 5 SNMP Explorer
> ] Reports
> &4 Documentation
> w¥ DOSPFW03
> wi DOSPFW04
> u¥ DOSPFWO5
> CJ General ~
4 »

Fig. 26 - Extended Hierarchical Structure
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7. SNMP TROUBLESHOOTING - CHECKLISTS

Often the same errors occur with the SNMP inventory. To provide you with an opportunity for quick analysis
and troubleshooting outside the classical support, two checklists are available for SNMP inventory. Docusnap
Support first checks the same points for SNMP problems.

The first checklist deals with the solution of the SNMP inventory itself. The second checklist covers
troubleshooting for missing topology information.

The checklists speak of SNMP agents and SNMP managers. These two terms essentially describe the function
of the respective system.

SNMP Manager
Query system, e.g. Docusnap Server or Docusnap Client.
SNMP Agent

The queried system (to be inventoried). E.g. printer, switch, router, or other SNMP capable network devices.
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7.1 CHECKLIST - SNMP INVENTORY NOT POSSIBLE

1. I Supports SNMP target system
a. [ Yes: continue with next step
b. 0 No: SNMP inventory is not possible. Device must be recorded manually
2. [ ls the SNMP protocol enabled on the agent?
a. [ Yes: continue with next step
b. O No: Activate SNMP
3. [ Is communication via ping between SNMP agent and manager possible?
a. [ Yes: continue with next step
b. [J No: Check network connection or do not check system availability during SNMPv1/v2c scan
4. U Does the communication between SNMP agent and manager take place via an additional network
device, e.g. a firewall?
a. [ No: continue with next step
b. O Yes: Check firewall log. If necessary, this blocks the connection.
5. [ Which SNMP version is supported?
a. O SNMP v1/v2
i. 0 Is the correct community string used?
1. U Yes: continue with next step
2. [J No: Customize Community String
b. L SNMPv3
i. [ Authentication data correct?
1. 0O Yes: continue with next step
2. [ No: Adapt authentication data
6. U Check if there is a Backslash or an @ in the Community String / Username / Password
a. [ No: continue with next step
b. [ Yes: Change password. Many systems have a problem with special characters
7. O Is the SNMP Manager (querying system, Docusnap client or server) authorized for SNMP queries?
a. [ No: Authorize SNMP Manager to SNMP Agent for SNMP Polling.
b. O Yes
i. O Isthe right SNMP manager querying the right system?
1. 0O Yes: continue with next step
2. [ No: Select the correct SNMP manager-system
8. [ Does the configured access have to be authorized to the OID tree?
a. [ Yes: continue with next step
b. [ No: Assign permissions to the community or group.
9. [0 If the query is blocked by (monitoring) firewalls or security solutions (flooding protection, intrusion
protection), if necessary
a. [ No: continue with next step
b. [0 Yes: configure appropriate exceptions
10. O Check if Docusnap can perform an inventory.
a. [ Yes: Checklist successfully completed
b. 0 No: check if SNMP Agent is part of the configured IP segment
i. [ Yes: continue with next step
i. [JNo:Add IP segment
11. I Check if 3rd party tools, like the Paessler SNMP Tester, can read the data (Description, Interfaces)
a. [ No: continue with next step
b. [ Yes: Contact Docusnap Support

Inventory and analysis | ©2022 Docusnap — All rights reserved Page 37 of 41



SNMP | Docusnap GmbH @ Docusnap@

12. O Is the firmware of the SNMP agent up to date?

a. [ Yes: continue with next step

b. 0 No: Check update for current version. (no warranty on the part of Docusnap Support)
13. O Contact Docusnap Support

7.2 CHECKLIST - MISSING TOPOLOGY INFORMATION
LLDP

Link Layer Discovery Protocol

CDP

Cisco Discovery Protocol

1. O Supports SNMP system neighborhood protocols (CDP, LLDP)
a. [ Yes: continue with next step
b. [ No: Topology only possible via manual configuration
2. O Is LLDP or CDP activated?
a. [ Yes: continue with next step
b. [ No: Activate LLDP or CDP
3. O Is a uniform neighbourhood protocol used?
a. [ Yes: continue with next step
b. [ No: Configure uniform neighborhood protocol
4. U Does the configured access still have to be authorized on the OID tree?
a. U No: continue with next step
b. [ Yes: Assign permissions to the community or group.
5. [ Is the firmware up to date?
a. U Yes: continue with next step
b. U No: Check update for current version. (no warranty on the part of Docusnap Support)
6. [ Contact Docusnap Support
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