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1. Introduction

With the release of Docusnap 12, some new features and changes are introduced to Docusnap. This document
is intended to present these new features and changes. It also describes how to upgrade from Docusnap 11to
Docusnap 12.

With Docusnap 12, .Net Framework version 4.8 or higher is mandatory. This
applies to the Docusnap Client systems, the Docusnap Server and the systems the
Docusnap Discovery Service is installed on!

When you run the Docusnap 12 setup, .Net Framework version 4.8.1 is automatically installed. However, the
update of .Net on the DDS systems cannot/will not take place automatically, as this "only" exchanges files and
does not perform an installation routine. If you run the setup of the DDS again, .Net Framework version 4.8.1
will also be installed. The setup file can be found in the installation directory: C:\Program Files\Docusnap
12\Setup

With Docusnap 12, systems are now automatically moved between sites. This means that systems are
assigned to another location, even if you have assigned this system to a room, etc. The movement of
systems between the sites is carried out using assignment criteria and inventory via Docusnap Discovery
Services. Further information can be found in the chapter — Changes in the automatic site assignment.

Cloud inventories (Azure, Office365, AWS and Exchange Online) can now be stored in a new node within
the tree structure — cloud infrastructure. This node is located directly below the company. The data of the
already inventoried cloud environments are not automatically found there. New inventory orders must be
scheduled.

There are new features in DNS and DHCP inventory. As a result of these changes, the DHCP and DNS
services must be running at least on systems running the Windows Server 2012 operating system.
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Innovations

New node in the tree structure — cloud infrastructure
Microsoft 365 Inventory
0 Azure Active Directory

0 Exchange Online

o Office365 / Microsoft 365 (licensing and usage)
0 OneDrive

o0 SharePoint Online

o Teams

The date of the first inventory is now recorded

Namespaces for Customizing — Targeted Export of Customizing
Script files used by DDS are now updated in the application directory
Scheduled CSV-Import

Changes

.Net Framework 4.8 or higher is mandatory
Changes to Automatic Site Assignment

o Systems that have already been assigned to a site can now be automatically reassigned
DNS

0 DNS servers must be running at least Windows Server 2012

o New data is inventoried

0 New reports are available

0 DHCP servers must be running at least Windows Server 2012
o0 New data is inventoried
0 New reports are available

Upgrade

Active service contract / rental available

Install .Net Framework 4.8 or higher on all participating Docusnap systems
Docusnap Server, Docusnap Client Systems, Docusnap DDS Systems

Start upgrade on the Docusnap server

Download setup file — Run — Install

Customize links with central configuration file -UseConfig

Program path to Docusnap.exe is now ..\Docusnap 12\...

Perform database update

Check in advance when the last database backup was performed
Exchange used script files / adjust share path

DocusnapScript.exe, DocusnapExchangel3.exe, Scan-ADDS/DNS/DHCP.exe etc.
Check status and plugin versions of DDS

Updating Docusnap Client Systems

Docusnap 12 | ©2023 Docusnap GmbH — All rights reserved Page 5 of 17
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2. Perform Upgrade

For the free upgrade to Docusnap 12, an active service contract or rental is required! The existing
activation key remains valid.

Check .Net version on DDS systems

The first step is to check that all Docusnap systems involved have .Net Framework 4.8 or higher installed. This
applies in particular to the systems that have installed the Docusnap Discovery Service (DDS).

You can check which .Net version is present on the systems as follows:

e Docusnap icon in the title bar — Docusnap Discovery Service Configuration
o Check the existing columns DDS Hostname and .Net Framework Version

When you re-run the Docusnap Discovery Setup from the installation directory (C:\Program Files\Docusnap
12\Setup) on the systems, the DDS is fully updated and .Net Framework version 4.8.1 s also installed. The
complete update will also provide the function for storing the inventory modules / script files.

[ Docusnap Discovery Service Configuration
63 Inventory '@ Docusnap Server Configuration
: : - : .
Discovery Service B x
Inv O —l - G‘@ Server Connection Show Deactivated Discovery Services Show all Client Discovery Services
Name: DDs DDS-Mame  |Status DDS Host Name NET Framework Version Enabled DDS-Plugin Version Last Connectien Establis
Company: Docusnap GmbH | %@ DDS > VPC-KRE 48 12.0.162.22347 14.12.2022 10:25:07
Docur N
S Server > VPC-KRE 48 12.0.162.22347 14.12.2022 10:25:07
Site: 9 Frankfurt A - . .
T Client > VPC-KRE 48 12.0.162.22347 14.12.2022 10:29:45
s Mazx. Threads: 304
Description: "
Lit
Mang
| Activate Discovery Service
Al IP Segments: Edit
Discovery Service! Mew Registration
Ca
New Save Delete
PH
Infra
Man
Row Count: 3 of 3
4 3
Close
5 [i= Application Servers - z

Figure 1 - Checking the .Net version on the DDS systems
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Start upgrade on the Docusnap server

The next step is to start the upgrade on the Docusnap Server. To do this, download the setup file from the
homepage and run the installation.

Customize the central configuration file (-UseConfig)

If you use a central configuration file where you use the variant with the -UseConfig parameter in the desktop
shortcut, it must be adapted. Within the link, adjust the paths for Target and Run in — Docusnap 11 becomes
Docusnap 12.

Check / perform database backup
Before you perform the database upgrade, you should perform a database backup if it does not already exist.
Upgrading the database

If you now start Docusnap, you need to run the database upgrade. If there is still an active connection to the
Docusnap database, you will be noticed. Close all Docusnap Client applications and then run the database
upgrade. The upgrade on the Docusnap Server is completed now.

Replace used script files / adjust share path

If you perform inventories using one of the script variants, it is now essential to exchange them at their storage
location. You should perform this exchange after each update / upgrade of Docusnap.

The script files used are located in the following folders in the Docusnap installation directory:

e C:\Program Files\Docusnap 12\Tools
o0 DocusnapScript.exe, DocusnapExchangel3.exe, Scan-ADDS/DNS/DHCP exe

e (C:\Program Files\Docusnap 12\Bin
o DSMac, DSLinux

If you have not saved the script files to a central location, but have directly shared the Bin and/or the Tools
folder, the sharing must be adjusted accordingly.

Check status and plugin versions of the DDS

In the course of the upgrade, you should check the plugin versions and the status of the DDS. Please note
that updating the DDSs can take up to two hours, depending on the number of DDSs in use and the available
bandwidth.

Upgrade Docusnap Client Systems

Now you can perform the upgrade on the remaining client systems. When Docusnap is started there, the
message that an update is available appears automatically.
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3. Cloud Infrastructure

If you are doing a previous cloud inventory in Docusnap, the information can be found below your domain.
In Docusnap 12, there is now a Cloud Infrastructure in addition to the Infrastructure.

Here, the infrastructure primarily maps the OnPremise environment and the cloud infrastructure maps the
cloud services.

In order for the inventoried cloud data to end up in the cloud infrastructure, the new inventory wizards must
be used:

e Microsoft 365
e Azure Service
e AWS

The permissions, or the app created for Azure inventory as well as the policies created for AWS inventory
can still be used.

The old cloud services inventory wizards are now designated as legacy. If the inventories continue to be
performed using them, then the data will also continue to be found under the domain. The inventory jobs
that have already been scheduled do not need to be adjusted:

e Exchange Online

e Azure Service - Legacy
o AWS - Legacy

e Office 365 — Legacy

Exchange Online takes a special role here. The existing wizard has not been designated as legacy. However,
the inventoried data is still stored under the domain. Further, data that is not inventoried via Microsoft 365 is
inventoried via this wizard:

e Permissions
e Public folders
e Mobile Devices
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4. Microsoft 365 Inventory
With Microsoft 365 inventory, the following cloud services are combined in one inventory wizard:

e Azure Active Directory
e Exchange Online
e Microsoft 365 / Office365 (licensing and usage)

e OneDrive
e SharePoint Online
e Teams

The Microsoft 365 inventory requires an Azure app. This forms the interface between Docusnap of Microsoft
365. As you already know it from Exchange Online inventory, the required app is simply created from
Docusnap. The prerequisites for creation are:

e The user used must be a Global Administrator
0 Only necessary for the creation of the app
0 The app to be created will not have this permission!
e C(lear the browser cache before creating the app!
0 Microsoft itself uses Internet Explorer for part of the app creation. Therefore, it is important
to clear the cache of as many browsers as possible (at least Default Browser and Internet
Explorer) before creating the app.
e Internet Explorer security settings - the Internet zone should be set to "medium to high"

The following also applies to the creation of the app:

e The Azure App Name is automatically generated from entering the Azure tenant and the name of
the global administrator used

e Azure App generates a key that is valid for two years

e If the Azure App is deleted in Docusnap, the app is not deleted in Azure at the same time

After the inventory, the data is available in the cloud infrastructure.
You can use the inventoried data

e Getan overview of all users with the Microsoft 365 licenses used
e Get a listing of critical roles (such as global administrators) in Azure Active Directory
e Check for teams that are no longer active or for users' memberships to teams
0 thus "grown team structures" can be prevented
e Detect OneDrive drives that are reaching their capacity limits
e Analyze the use of SharePoint Online websites



New features, changes, and upgrade of Docusnap 12 | Docusnap GmbH

Docusnap 12

@ Docusnap

5

Discovery

Inventory

i

Documentation

LS
IT Security

2

License
Management

®

All Jobs

ﬁq

Connect

Physical
Infrastructure
iy

Management

Inventory
} DHCP Server L DNS Server A Microsoft 365 A Azure Service 5 AWS
Azure Service - o AWS - Legacy Office 365 - e 1 Syst_em o Al Wizards
Legacy Legacy Assignment
> @ overview New i - | Data(s)
v Docusnap GmbH
3 ?‘! Infrastructure Drag & column header here to group by that column
~ @ Cloud Infrastructure - i | ‘ o
Name Standard Channels |Private Channels Qwners Guests Description
v Gy DocusnapSports
w ﬁa Management Services lﬂ GLO-Accounting 3 1 7 3 0 All members of the Accol
» ﬂ Microsoft 365 i LON-Accounting 2 1 6 2 0 All members of the Acco
= S?rvices @i MUN-Accounting 2 1 4 2 0 All members of the Acco
1 ‘b;eams @i PRO-Alpha 4 2 3 2 1 Project group for project
~ [@13.12.2022 10:20:56
> o All Teams @ PRO-Beta 3 2 6 2 0 Project group for project
> {08 Teams Activity @ PRO-Gamma 3 2 2 2 0 Project group for project
> 2 All Users
> '&( Deleted Teams
> B Al Apps
> B313.12.2022 10:1045
> 8 13.12.2022 08:5220
> (3§ Exchange Online
> @ OneDrive
> ® SharePaint Qnline
b P@ Identity Provider
> 4 Azure Active Directory
> & Assets
> @ Sites
3 Organization Row Count: 6 of &
> & Connect 4 I, »

Docusnap 12

Figure 2 - Micrososft365 Inventory

©2023 Docusnap GmbH — All rights reserved

Page 10 of 17



New features, changes, and upgrade of Docusnap 12 | Docusnap GmbH
@ Docusnap

5. Date of initial recording of systems and applications — First Record

In the course of inventories, except Active Directory and Microsoft 365, the date of the first inventory is now
stored.

This makes it possible to see how long a system has been known in Docusnap. Furthermore, queries can be
created, for example, with Docusnap Connect about which systems were newly inventoried in the last week.

You can find the First Inventory column in the respective overviews:

@ Docusnap 12

63 Inventory
Discovery
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Figure 3 - Initial recording of servers in Docusnap
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6. Customizing — Namespaces

Namespaces in customizing mean that each extension of the metaschema (tables, views, data tree objects)
can be provided with a namespace.

This way, all objects belonging to a larger customizing can be related to each other. This is especially useful if
a specific customizing is to be exported and further customizing exist in this database.

In the course of the export, the specific namespace can now be selected, and the associated tables, views and
data tree objects exported.

The namespaces can be specified or selected when creating a new view, table, and meta objects.

e The namespace may have a maximum length of 10 characters
e Special characters, umlauts and spaces are not allowed!

For new tables, views and data tree objects the namespace can be assigned in the properties. For standard
tables of Docusnap, the namespace can be specified in the context menu.

@ Docusnap 12 - Management (Configuring, Customizing and Extending of Docusnap)

B Customizing

General
&y Layout (Cl) | [ Manage Reports & /Import Reports [ Report Differences | EManage Tables () Manage Objects  Edlcons - S

&
Inventory Tables

N | New % PEdit F\e\d Table - t Hosts

Customizing Name | Primary Table Displa HostID . DomainlC .
A\ thosts
& B tHosts Namespace dndern

IT Assefs
Namespace: | [JETRITeRtas] -
D(g Hosts

Diagrams

3o

IT Correlations Speichern Abbrechen

&)

License
Management

s

Connect Legacy

£ Edit Fields

o . . N
o4 Field Name Data Type Field Length Display Length Sort Order

Options

X

Close Management

ActualScan Int 0 0 0

Row Count: T of 1654 ADobjectGuid GUID 0 0 0

ADSContainer String 900 150 11 -

Figure 4 - Default Table Namespaces
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7. Distribute and update script files / inventory modules via DDS.

If you are now upgrading Docusnap Discovery Service (DDS) installations to version 12 through the installer, a
new option is available: Deploy Inventory Modules.

This option causes that all files needed for the inventory can be stored in this additional folder.

Especially when using the script variants, for example for the Windows inventory, this is an advantage. Thus
you can automatically keep the used files up to date.

@ Docusnap Discovery Service Configuration - DDS

EB Settings
General Prosy
Qﬁ 7| Use system settings Do not use proxy Set up manually
LEifEe Host:
@ Usen: Password:
Log
Discovery Service - Account Logon
@ s| Local System Account
Register This Account User: Password:
Apply
Others
Extended Logging
Mumber of Discovery History Log Files: 2=
Store Inventory Modules
Directory: | CA\DDS_Skriptdateien @
Save Close

Figure 5 — Store Inventory Modules for the DDS
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8. Scheduled CSV import

With Docusnap 12, CSV files can now be imported on a scheduled basis. The already known wizard has been
extended with the additional step of scheduling.

You now save the CSV files at the path defined in the job and Docusnap performs the import automatically.
The imported CSV file is then moved to a subfolder.

If no new CSV file is stored in the defined path at the time of the CSV import, nothing will be imported. This
can be seen in the summary of the job (Successfully completed - no files had to be imported).

A HowTo regarding the CSV import can be found in our Knowledge Base - CSV Import.

9. Changes in the automatic site assignment

Systems can be automatically assigned to a site using assignment criteria (network address, systems name,
ADDS container) and inventory via a Docusnap Discovery Services (DDS). Furthermore, this is also possible
manually.

Until Docusnap 11, systems were only automatically assigned to a site if they were not yet assigned to a site.
The automatic assignment of a system to a site always takes place during the inventory.

With Docusnap 12, you can now decide whether systems should be automatically moved between sites or not.
In the editor of a system you can now define this via the option Automatic site assignment.

By default, the option is active and causes systems to be moved automatically between sites, even if you have
manually assigned them to a site.
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10. Changes in DNS and DHCP inventory

Changes are made to the inventoried data in both the DNS and DHCP inventories. The inventory itself does
not have to be adapted.

It is now assumed that the services are operated on servers with at least the Windows Server 2012 operating
system.

In the DNS area, the inventory now serves the following topics:

e Service configuration
e Security settings
e Recursion and forwarding settings
e Static data
e Zonedata
o Primary, secondary, stub, Active Directory integrated, reverse lookup zones.

In the DHCP section, the inventory now provides the following data:

e IPv4 ranges including multicast ranges.
e IPv4 range exclusions

e DHCP clustering

e Policies and classes

e Option definitions

e server configuration

e various statistics functions

For both inventories, the existing reports have been revised. As usual, you can find them directly below the
inventory (Your company - Infrastructure - Your domain - Network services - DNS / DHCP).
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