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1. Additional information in Docusnap X — A brief overview

To fully leverage Docusnap as the key application for IT documentation, it must be possible to easily extend
database objects by adding any desired information to them. Not only organizational objects, such as the
company (tenant) or the location, but also inventoried systems or existing license definitions can be
enhanced with additional information.

Such additional information (e.g. server maintenance contract) can be assigned to a single server or to any
desired number of servers (n:m relation).

The following types of additional information can be added in Docusnap:

e Comments

e Financial Records
e (Contracts

e Passwords

e Tasks

d
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Fig. 1— Additional information — Overview of features
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2. Description of features — Common additional information items

2.1 Features applying to all types of additional information
2.1.1 Adding additional information — Method 1

In the new, redesigned Docusnap X user interface, additional information is listed in two different places. At
startup, Docusnap X displays a new panel for additional information at the right-hand side of the user
interface. You can hide this panel, if desired.

Click New Element and select the desired option to create additional information of the desired object type.
Existing additional information can be deleted or edited.

snap X - & x
INVENTORY | DOCUMENTS  SCHEDULING  EXTRAS
EFE 22 Windows (AD) 8 CFs (D HP-Ux GRS @ Backup Exec [ Active Directory £ DNS  (@vMware  [FuSQL Server A Azure & Docusnap Tools g Options
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Fig. 2 — All additional information types — Adding additional information — Method 1
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2.1.2 Adding additional information — Method 2
There is a second method for entering, deleting, or editing additional information which is described below.

First, select the object for which you want to create additional information from the hierarchy and then click
the Additional Information tab. The Organization tab appears on the ribbon. On this tab, select the option
for creating the desired type of additional information.

In the General group, you can edit, delete, and assign existing additional information, grant permissions to it
and save additional information that is currently being edited.

@ | Docusnap X -0 x
INVENTORY DOCUMENTS SCHEDULING EXTRAS ORGANIZATION
# Edit Selected [ Add Comment [ Add Contract
X Delete Selected S Assign Additional Information | 0 Add Password © Add Task
Ial Save Additional Information 3 Add Financial Record
General New
“INew v WllSave X Delete| 2 @ Information  Data  Editor  Analysis
0 & Overview NAME ¢ TYPE
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Fig. 3 — All additional information types — Adding additional information — Method 2
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2.1.3 Additional information — User interface

Activities such as creating, naming, granting permissions, and assigning additional information are identical
for all types. The common fields are explained in the following sample procedure (Comment type):

e For the Title, enter MS SOL Server Installation Procedure (required field).
e (Optional step:) In the User Management, you can optionally assign Docusnap users to categories. If
a Category (here: Administration) has been set for a particular additional information item, only users

assigned to that category may access this information.

e The Description field allows you to enter a formatted description text with UNC and URL links. You
can drag & drop text files into this field.

e You can then assign this additional information item to any object in the Hierarchy (n:m relation).

e After saving the additional information, any attachments can be assigned to the additional
information item (please refer to section 2.1.4 — Attachments — Description of Features).

e Tosave and/ or close the dialog, click the corresponding button at the lower right of the dialog.

Create title . .
Restrict access to this
’\\ additional information
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Fig. 4 — Additional information — User interface — Common features
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2.1.4 Attachments — Description of features

Additional information can be used to easily provide Docusnap users with required files, such as
maintenance plans, manufacturer documentation, or the firmware of a switch, as attachments that reference
the corresponding objects.

After saving an additional information item, you can link it with attachments. These can be files of any type.
Basically, there are two ways to add attachments:

e C(lick the New button to open the Add Attachment dialog. There, you can enter a name for the
attachment. Next, click L= to select the file. Optionally add a description. Then, click the Save button
to save the attachment in the database.

e Another way to associate files with an additional information item is by using drag & drop. Just drag
the desired file to the list of attachments (see figure 5).

The files are stored directly in the database as BLOBs (binary large objects), so that the Docusnap database
grows in size with every additional information item added. As a new feature in Docusnap X, you can now
select multiple files in the Explorer and add them to the Attachments panel by drag & drop.

2.1.4.1 Checking in / checking out attachments

Attachments you added can be saved back to the file system directly from Docusnap. After completing your
edits, you can check the file back into the Docusnap database. For these actions, corresponding buttons are
available in the attachments panel. Select the desired attachment and click Open to load it and open it in the
associated application (depends on the file type).

M Mew # Edit X Delete | D Open ¥ CheckCut &

TITLE FILE MAME PATH FILE SIZE USER
E SCL Server - OS5 maintenance plan.xlsx SQL Server - OS5 mainten... 6.03 kB

Fig. 5 — Managing attachments — Buttons

By specifying the check-out path (under Options > General Options > System Paths / Files), you can set the
directory to be used for saving the attachment to the file system. If multiple users work with Docusnap, make
sure to select a directory for which all Docusnap users have the appropriate permissions.
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2.2 Comments

2.2.1 Comments — Features and examples

Comments are the most common type of additional information and can be used universally. The
Description field allows you to create formatted comments that may include URL and UNC links. Typical
examples are maintenance plans, system change logs, installation instructions, and documents related to
data security.
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Fig. 6 — Additional information — Comments

Special case: License Management — Creating Comments

Besides the method described above, it is also possible to create comments in the License Management
module when creating a new license. The comments you write there are automatically linked with the
newly created license.

2.2.2 Special fields for comments
2.2.2.1 "Show in Report” special field for comments

A Docusnap datasheet is a highly detailed report on a system. For this specific report type, you can use the
options under Show in Reports to specify whether this comment will automatically be included in the report
and if so, whether it will be displayed at the beginning or at the end of the report.
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2.2.3 Customizing the comment type data field

You can add, delete, or edit values displayed in the Comment Type list box. To access the corresponding
dialog, select Options > Management > General:

@ ‘ Docusnap Management (Configuration, Management and Customization of Docusnap) - 0 X

GENERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICENSE MAMAGEMENT

@ -] Docusnap User [ Management Tocls @© Task Types [ Contract Types # Packages & Export Package 4 & Color Scheme
Des. "5.., Docusnap Roles ,E, MNumber Server [J Comment Types O Financial Record Types  §&) Edit Package % Import Package 5 ED Element Properties
esigns ite
N B Permission Categories 2 Password Types Types
Layout Permissions Tools Additional Information Docusnap Connect Sites IT Documentation Framework

Comment Types

Miscellaneous

Technical Decumentation

Marre: | |
German Text: | |
English Text: | |
Delete Sawe
[ namEe
[J User Manual
[J  Datasheet
[J  additional Information
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[J Manufacturer Information
[J  Contact Information
LI invoice
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(]
]
]

Technical Specification

Fig. 7 — Customizing the Comment Type data field
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2.3 Financial records

2.3.1 Financial records — Features and examples

This type of additional information allows you to add business information to objects. Default data fields for
purchasing data, depreciation, and costing are available.

& | Additional Information o ox
Assigned Objects
Special field Cost Type Title: [ |
P yp \ [ @ Inventory
Cost Type: |DirectC05ts E‘ Document Nurmber: | ‘ & Overview
= [ B Docusnap
Useful Life [Months]: | 35\ Date of Purchase: |7f11f2017 E‘ £ [4] & Infrastructure
Amaunt: [ | Depreciation Method: | Degressive -] £ 97 docusnapintern
[ §¥ docusnap.internal
Special Deprecistion: | ‘ Cast Center: | ‘ [) BE docusnapworkgroup
[ ¥ dsralocal
Payment: |Da\|y E‘ [ Low-Value Asset o2 Communication
#3 Standard Maps
Categary: <Mo Selection> Showrin Reports: Don't Shi
oy [ o Selection [ b [pont s [ o
Descriptian: : U see | A avial e Bl ==92 Q¥ DI Assets
ey e [B===>c%; 0012 e
[1[A Orgenization
[ B itelio GmbH
& License Management
& 1T Security
# Documentation
0 New # =dit X Delete en W CheckOut & Checkln
[ Time FILE NAME PATH FILE SIZE USER
a0 0000000000000 | »

Fig. 8 — Additional information — Financial records
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@ Docusnap

2.3.2 Customizing financial record types (cost type data field)

You can add, delete or edit values of the Cost Type data field.

@ ‘ Docusnap Management (Configuration, Management and Customization of Docusnap) - 0 x
GENERAL | INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICEMSE MANAGEMENT
@ -] Docusnap User [ Management Tocls @© Task Types [ Contract Types # Packages & Export Package 4 & Color Scheme
i l',",‘, Docusnap Roles ,E, MNumber Server [ Comment Types G Financial Record Types  £3] Edit Package % Import Package . ED Element Properties
Designs B Permission Categories 2 Password Types Til:as
Layout Permissions Tools Additional Information Docusnap Connect Sites IT Documentation Framework
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Fig. 9 — Cost Type special field - Customizing financial record types
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2.4 Passwords

2.4.1 Passwords — Features and examples

The Password additional information type allows you to store sensible passwords that refer to objects, such
as system, user, or domain passwords, in encrypted form in the Docusnap database. For this type of
additional information, it makes particular sense to use the Category data field to restrict the access to a
password to Docusnap users with the corresponding permissions.

customizable data field Show plain password Check for validity by
Passwort Type in interface using notifications

/
al Information /

Password Type: |User Passwenrd

|

Assigned Objects

»

[ @ Inventory
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[ B sMFso003
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Fig. 10 — Additional information — Passwords

Docusnap X — Additional Information | ©2018 Docusnap — All rights reserved Page 13 of 25



Adding Additional Information to Docusnap | itelio GmbH @ Docu Sna p@

2.4.2 Encryption module — Description of features

Passwords are double-encrypted. The first encryption method uses the Rijndael 256-bit key. The resulting
data is then encrypted for a second time using the customer’s encryption key. This key has either been
created in the Create Database dialog when setting up Docusnap or can be created later under Options —
General Options — Database. Every Docusnap database can only be associated once with a customer
encryption key. If this key is lost, even itelio is no longer able to decrypt the passwords recorded in the
database. You can use a customer key for multiple Docusnap databases.

2.4.2.1 Creating the encryption file for the Docusnap database

Customer keys are created in the dialog shown below. You can do so either during the basic installation or
at a later time by selecting Options — General Options — Database.

SYSTEM PATHS  LICENSING  DATABASE  CONNECTIONS

Microsoft SQL Server Database

Use Local Database Authentication | 50L Server-Authentication -
o] 1 72.31.3.132\ DO CUSNAP ~| User Marme: sa
Database: Docusnap Password: B
Connect Create
Settings
Query Tirmeout in Seconds: 60 Database Archive Wersions: 415
Suppress Automatic Database Optimization Optimize Database Manually: Start
Last Database Optirnization: 09102018 10:11:49 Check Database Integrity: Check
Encryption Module
Encreption: Disabled Select Existing File ®) Create Mew File
Encryption File: M\Docusnaph\Crypto\DocusnapCrypt.der|
ok Cancel

Fig. 11 — Creating a customer encryption key
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2.4.2.2 Docusnap Server — Updating the database configuration

After creating a customer encryption key, make sure that this change is also registered in the Docusnap
Server configuration dialog. Options > Docusnap Server

& | Server Configuration - o x

Server Database

Microsoft S5QL Server Database

Authentication | SQL Server-Suthentication -

SOL Server:  [172,31.3.132\DOCUSNAP | User Marne: ca
Database: Docusnap Password: J—
Settings
Query Timeout in Seconds: gols

Encryption Module

Encryption: Dizabled ®) Select Existing File

Encryption File:  |D:\DocusnaphCrypto\DocusnapCrypt.der

@ Database opened successfully Back Cancel

Fig. 12 — Docusnap Server — Configuring a customer encryption key

2.4.3 Special fields for passwords
2.4.3.1 Special fields for passwords — Password validity

By selecting Inventory > Scheduling > Define Notifications, you can configure a scheduled job to check, e.g.,
which passwords will expire within the next three months. This information is sent automatically to the
specified recipients by e-mail.

We created a detailed HowTo document that describes how to define these notifications in Docusnap.

Download the "Defining Notifications” HowTo document


https://media.docusnap.com/media/doc/howto/DocusnapX_DefiningNotifications_EN.pdf
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2.4.3.2 Special fields for passwords — Displaying a password in plain text

Click the "key and text” button to the right of the Password data field to toggle the display of the password
entered between asterisks and plain text.

2.4.4 Customizing the password type data field

You can add, edit or delete values displayed in the Password Type list box. To access the corresponding

dialog, select Options > Management > General:
&

Docusnap Mana nt (Configuration, Management and Customization of Docusnap) - 0 X

Close Management GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICEMSE MANAGEMENT

@ "2 Docusnap User s Management Tools (D Task Types [ Contract Types # Packages & Export Package * o Color Scheme
&, Docusnap Roles F,, Number Server (] Comment Types & Financial Record Types 8] Edit Package % Import Package B Element Properties
Designs Site
g B Permission Categories 8 Password Types Types
Layout Permissicns Tools Additienal Information Docusnap Connect Sites IT Documentation Framework

Password Types

NAME

User Password
Systemn Password
BIOS Password
WEP

WPA

1303 301

Fig. 13 — Customizing the Password Type data field
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2.5 Contracts
2.5.1 Contracts — Features and examples

This type of additional information allows you to manage contracts in Docusnap X. The corresponding
dialog contains special data fields for the contact data of the contracting partner, the contract number, the
start date, and the end date of the contract. Maintenance contracts for servers are a typical example. Due to
the fact that n:m relations can be defined in Docusnap X, each maintenance contract that is valid for multiple
servers only needs to be created once. It can then be assigned to multiple servers in the hierarchy.

" Additional Information O x
Contract Hierarchy
Title: Cantract Type: Sales Contract -
Contract Murnber: Custorner Murnber:
Contracting Partner: Street:
ZIp: City:
Country United Kingdom hd Phone Mumber
Ernail; Website:
Start Date: 20.09.2016 - End Date: -
Post Office Bow Cateqone: <Mo Selection > -
Description: B | U se|A - aal 10 === .;.
Assigned Objects
@J Inventory -~
@ Overview
B itelic GmbH
&4 Infrastructure
EE 2k12.local
B8 2k16.dslocl
rm New X ii docusnap.intern
TITLE FILE NAME PATH FILE SIZE USER. 54 bulkdocusnap.intem
rd.docusnap.intern
5 rdd P
B~ Workstations
i Servers
/] B BE2014
B BE2015
B smocooot
B smbcoooz
B sMocooo3
B N B smocooos -
Sawe Close

Fig. 14 — Additional information — Contracts

Special case: License Management — Creating Contracts

Besides the method described above, it is also possible to create contracts in the License Management

module when creating a new license. The contracts created there are automatically linked with the
corresponding license.




Adding Additional Information to Docusnap | itelio GmbH @ Docu Sna p@

2.5.2 Special fields for contracts
2.5.2.1 Special fields for contracts — End date

By selecting Inventory > Scheduling > Define Notifications, you can configure a scheduled job to check, e.g.,
which contracts will expire within the next three months. This information is sent automatically to the
specified recipients by e-mail.

We created a detailed HowTo document that describes how to define these natifications in Docusnap.
Download the "Defining Notifications” HowTo document
2.5.3 Customizing the contract type data field

You can add, edit, or delete values displayed in the Contract Type list box. To access the corresponding
dialog, select Options > Management > General:

ent (Configuration, Manage Customization of Docusnap) - 0 X
Close Management GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICEMSE MANAGEMENT
@ 22 Docusnap User ke Management Tools | (D) Task Types [ Contract Types & Packages & Export Package * o Color Scheme
. - Docusnap Roles B, Number Server (] Comment Types & Financial Record Types  f8l Edit Package % Import Package . =01 Element Properties
Pesians B Permission Categories 8 password Types -;I;EES
Layout Permissions Teols Additional Information Docusnap Connect Sites IT Documentation Framework

Contract Types

Mew |

NAME

Service Level Agreement
Operational Level Agreement
Underpinning Contract

Sales Contract

Service Contract

Leasing Contract

Employment Contract

PEOEODEDEE

SoftwareMaintenancefigreements

Fig. 15 — Customizing the Contract Type data field
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2.6 Tasks

2.6.1 Tasks — Features and examples

The Task additional information type is ideally suited to store tasks (with the required documents as
attachments) in Docusnap. If you have defined your notifications accordingly, you will be notified

@ Docusnap

automatically each time a task is due. A typical use case is the periodical maintenance of UPS equipment.

@ | Additional Information

Title

Rerinder Type:
Priority:
Show in Reports:

Description:
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High
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FILE NAME

PATH

FILE SIZE

USER

B Overview
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Fig. 16 — Additional information — Tasks

2.6.2 Special fields for tasks

2.6.2.1 Special fields for tasks — Reminder date

By selecting Inventory > Scheduling > Define Notifications, you can configure a scheduled job to check, e.g.,
which task is due within the next month. This information is sent automatically to the specified recipients by

e-mail.

We created a detailed HowTo document that describes how to define these natifications in Docusnap.

Download the "Defining Notifications” HowTo document


https://media.docusnap.com/media/doc/howto/DocusnapX_DefiningNotifications_EN.pdf
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2.6.3 Customizing the reminder types data field

You can add, edit, or delete values displayed in the Reminder Type list box. To access the corresponding
dialog, select Options > Management > General:

@ ‘ Diocusnap Management (Configuration, Management and Customization of Docusnap) - M X%

Management GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICENSE MANAGEMENT

@ ¥& Docusnap User [ Management Tools | (D Task Types [ Contract Types # Packages & Export Package 4 @ Color Scheme
l‘,",,, Docusnap Roles E, Number Server (] Comment Types (3 Financial Record Types | §8 Edit Package ' Import Package

Designs Site
b B Permission Categories 98 Password Types Types

Layout Permissions Tocls Additional Information Docusnap Connect Sites IT Documentaticn Framework

EL Element Properties

Task Types

Marne: | |

Gerrnan Text: | |

English Text: | |

Delete Save

[ NAME

Inquiry
E-Mail
Reminder

Fax

Meeting
Privat
Miscellaneous
Phone Call

Revision

ciciciiciciclclclclc)

Service

Fig. 17 — Customizing the Reminder Type data field

Docusnap X — Additional Information | ©2018 Docusnap — All rights reserved Page 20 of 25



Adding Additional Information to Docusnap | itelio GmbH @ Docu S na pc

3. Docusnap Web

Docusnap X is the first version of Docusnap that provides read access to the Docusnap database contents
without the need to have Docusnap installed. Provided that a corresponding browser is available and the
Docusnap Server system is reachable, you can use Docusnap Web to access the database from any terminal
device.

A HowTo document called “Docusnap X — Docusnap Web Installation” covers this topic.

This document and further HowTo documents are available from the HowTo area of our website.

- [m] x
@ Docusnap Web x +
< C @ localhost:3001 B o
For quick access, place your bookmarks here on the bookmarks bar. Impart bookmarks now...

Inventory ~ DSFS01 Additional Information

Infrastructure _
B Additional Information Reporis F13 Documentation B8 Excel Export umns Print

Assets

i Filter tems
- B Overview
«I* Connections
TITLE TYPE SYSTEM NAM... DATE CREATED  DATE MODIFIED

@ Server Lease Direct Costs 08/19/2018 06/19/2018

Organization
9 B General

License Management [ Roles

B Server Roles

IT Security

#= Server Features
& Documentation #= Optional Features
[ OS Products

(% Software

2= Hotfixes

== Volumes

Network

kg

o

o

NIC Teaming (Windows) ~

v

Additional Tocls

Page File

Partitions

Hardware v

Printers

oD% e

Printer Ports

H

Network Printers
. Shares

 Services

Fig. 18 — Docusnap Web — Accessing additional information


http://www.docusnap.com/support/how-to

Adding Additional Information to Docusnap | itelio GmbH @ Docu S na pc

4. Additional information — Migration from Ver. 6.x (Customizing and Reporting)

4.1 Introduction

In Docusnap X, it is possible to assign additional information to more than one node. This means that an
object may contain multiple additional information items and any additional information item can in turn be
assigned to multiple objects, This is called an n:m relation. To enable this functionality in the new version, it
was necessary to modify the data structure for additional information.

During the update from Docusnap 6.3 to Docusnap X, all existing additional information items are copied to
the new data structure and therefore are preserved. Reports supplied by Docusnap were adapted for
Docusnap X.

The statements for any views customized either through the Docusnap Customizing module or created by
the users themselves cannot be accommodated automatically. This means that you need to adapt them
manually.

4.2 Data structure

The tExtensions table is used to group all additional information items in a single table and to add
attachments. In Docusnap version 6.3, the ObjectID and ObjectType columns are used to define for which
object each additional information item was created. The ObjectType column contains the ObjectTypelD of
the respective object and the ObjectID column holds the primary key of the assigned object.

tExtensions tExComment
7 ExtensionlD F CommentlD ~
ObjectiD e CoTitle
ObjectType CoDetail
§ ExtensionType ¥ ExtensionType
AccountlD TypelD
DsGUID DsGUID
OMC ReportPosition
CreationDate
LastModDate W
< >

Fig. 19 — Data Structure in Docusnap 6.3

Docusnap X creates another table, tExtensionsMapping, to enable the assignment of additional information
to multiple objects. The tExtensions table is used in Docusnap X to group the additional information items
and to add attachments.

The ObjectlD and ObjectType columns were moved to the tExtensionsMapping table. The
tExtensionsMapping table is used to assign the additional information items to multiple nodes. Moreover,
the AccountID column has been moved to the tExtensionsMapping table.
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tExtensionsMapping
% MappinglD
ExtensionlD
ExtensionType
ObjectiD
ObjectType e
OMNC

tExtensions
7 BExensionlD

7 ExtensionType
D=GUID

Parent

AccountlD

Fig. 20 — Data Structure in Docusnap X

4.3 Modifying statements

tExComment

% CommentlD
CoTitle
CoDetail

% ExtensionType
TypelD
DsGUID
ReportPosition
CreationDate
LastModDate
CategorylD

Any SQL statement used in Docusnap 6.3 that included the ObjectlD, ObjectType, or AccountlD columns,

must be modified accordingly.

Between tExtensions and the additional information item, there is a 1.1 relation. The primary key of the
additional information item and the ExtensionID are therefore identical. This means that, in most SQL
statements, the tExtensions table can be replaced with the tExtensionsMapping table.

If the statements were used for a report, remember to modify the SQL statement in the report. The data
sources were created within the dictionary of the report. By right-clicking the respective data source and
then clicking the Edit button, you open the Edit Data Source dialog where you can modify the statement.

4.4 Example

The following example displays all contact comments (ObjectTypelD = 3) associated with a particular contact

(FilterID).

SQL Statement 6.3:

select tExComment.* from tExtensions, tExComment where tExtensions.ObjectType = 3 and
tExtensions.ExtensionID = tExComment.CommentID and tExtensions.ObjectID = {FilterID}

SQL Statement X:

select tExComment.* from tExtensionsMapping, tExComment where tExtensionsMapping.ObjectType = 3
tExComment.CommentID and tExtensionsMapping.ObjectID =

and tExtensionsMapping.ExtensionID =
{FilterID}
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VERSION HISTORY

@ Docusnap

Date

Description

August 15, 2016
September 05, 2016
September 15, 2016
October 24, 2018

Version 0.1 — First draft
Version 1.0 — Screenshots adapted to the RTM version
Version 1.01— Reference to section 2.1.4, Attachments corrected

Version 1.2 — Screenshots updated
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