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1. About this document

The Amazon Web Services scan was implemented as an extension in October 2019 and provides the ability to
inventory core areas of your AWS infrastructure. This HowTo describes the necessary steps and prerequisites
to perform a successful AWS inventory.

The core areas that can be read out in this extension are:

e Elastic Compute Cloud (EC2)

e Identity and Access Management (IAM)
e Simple Storage Service (S3)

e Relational Database Services (RDS)

e Batch orders (batch)

Chapter 2 describes the preparations within AWS to perform the inventory with Docusnap.

e (Creating a policy
e Assign this policy

Chapter 3 then describes the inventory with Docusnap.

The last revision of this HowTos and the screenshots took place on 27.09.2019. Please note that some
information on the screenshots may not exist anymore. However, the basic steps remain valid.

1.1 Licensing requirements

For the AWS Inventory to be available, an Edition Docusnap X Basic or higher is required. The prerequisite
for using the AWS Inventory is a service contract that is valid at the time of publication of this module.

If you have any questions regarding the licensing requirements, please do not hesitate to contact our sales
and support team.

1.2 Important Information

The Amazon Web Services are regionally bound. If you use these services in different regions, you must ensure
that a separate user and policies are created for each region.
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2. Prepare your AWS environment for Docusnap

In this chapter we will describe what needs to be prepared in your AWS Identity and Access Management to
be able to perform an inventory with Docusnap X.

Within the Inventory Wizard, the following information is required:
- display name

- access key ID
- Secret access key

- region
Inventory m
3
Company Selection Domain Selection Amazon Web Services Summary Scheduling
7| Inventory Amazon Web Services
Display Marne: DocusnapAWSlnventory 7 [ DispLAY NAME [ ReGioM

™% DocusnapAWSInventory  eu-central-1

Arcess Key Dt HOOOOOO0O0COCORON0N0NN00000H

Secret Access Key:

Region: ELJ {Frankfurt) -
Mewr Sawve Delete
(i ] Information: Completed successfully Back Mext Cancel

Fig. 1 - AWS Inventory Wizard

Please make sure to use a sufficiently authorized user. The latter must be allowed to make the following
changes:

e Create policies
e Creating a user and assigning the created guidelines
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2.1 Create policy

This paragraph uses EC2 as an example to describe how to create a dedicated policy for inventorying your
AWS in Docusnap. This procedure must then be carried out for the other AWS core areas (RDS, S3, IAM and

Batch).

Open the services and select IAM.

Resource Groups ~

Global ~

Support v

History

Billing

IAM

I Group

@ Compute

Robotics

Control Tower

A Close

Analytics

Business Applications

AWS Organizations EC2 AWS RobolMaker Athena Alexa for Business
Lightsail & EMR Amazon Chime &
ECR . CloudSearch WorkMail
ECS ’3‘ Customer Enablement Elasticsearch Service
EKS ANsIa @ Kinesis
Lambda Support Quicksignt 7 &5 End User Computing
Batch Managed Services Data Pipeline WerkSpaces
Elastic Beanstalk AWS Glue Appsiream 2.0
Serverless Application Repository AWS Lake Formation WorkDocs

ome Blockchain MSK WorkLink
Amazon Managed Blockchain
) Storage
s3 N @ Security, ldentity, & Comp;iance@ Internet Of Things
EFS & Satellite 1AM 10T Core
FSx Ground:saton Resource Access Manager Amazon FreeRTOS
$3 Glacier Cognito loT 1-Click
Storage Gateway Ej T B v Secrets Manager :oTAna!yl\cs
AWS Backup s GuardDuty 0T Device Defender
AWS Organizations Insiegtor T Device Management
cloudwaien Amazon Macie [ loT Events
Database AWS Auto Scaling AWS Single Sign-On loT Greengrass
RDS ClouaFormation Certificate Manager loT SiteWise
DynamoDB Cloudreail Key Management Service loT Things Graph
ElastiCache Contig CloudHSM
Neptune OpsWorks Directory Service
Amazon Redshift Service Catalog — gy Game Development
Amazon QLDB Systems Manager r— Amazon GameLift
Amazon DocumentDB Trusted Advisor Secuty Hub

A-Z

Fig. 2 The configuration of the policies and users takes place in the IAM area.
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Now select Policies and create a new policy.

Global ~  Support ~

Identity and Access Policy actions v F I - B 7 )
Management (IAM) 1
« AWS Account (378903388730) Fiter policies v | Q Search Showing &
Dashboard
i Policy name ~ Type Used as Description
Users b BE AdministratorAccess Job function Permissions policy (1) Provides full access to AWS services and resources
Roles » Il AlexaForBusinessDeviceSe AWS managed Provide device setup access to AlexaForBusiness services
3 1P AlexaForBusinessFullAccess AWS managed Grants full access to AlexaForBusiness resources and acces:
leenifypraders » WP AlexaForBusinessGateway AWS managed Provide gateway execution access to AlexaForBusiness serv
Account setfings ? 5
» NP AlexaForBusinessNetworkP. AWS managed This policy enables Alexa for Business to perform automated
Credential repart
» I8 AlexaForBusinessReadOnly...  AWS managed Provide read only access to AlexaForBusiness services
" b BE AmazonAPIGatewayAdmini.. AWS managed Provides full access to createfedit/delete APIs in Amazon AP|
~ AWS Organizations » BF AmazonAPIGatewaylnvoke. AWS managed Provides full access to invoke APIs in Amazon AP Gateway.
Organization activity »  BI AmazonAPIGatewayPushTo. AWS managed Allows API Gateway to push legs to user's account
Service control policies (SCPs) » W AmazonAppStreamFullAccess  AWS managed Provides full access to Amazon AppStream via the AWS Man
3 I AmazonAppStreamReadOn AWS managed Provides read only access to Amazon AppStream via the AW
» WP AmazonAppStreamsService.. AWS managed Default policy for Amazon AppStream service role.
» WP AmazonAthenaFullAccess AWS managed Provide full access to Amazon Athena and scoped access io
» ¥ AmazonChimeFullAccess AWS managed None Provides full access to Amazen Chime Admin Console via the
» BF AmazonChimeReadCnly AWS managed Provides read only access to Amazon Chime Admin Console
» NP AmazonChimeServiceRole. AWS managed Enables access 1o AWS Resources used or managed by Ami;
» NP AmazonChimeUserManage. AWS managed Provides user management access to Amazon Chime Admin
» AP AmazonChimeVoiceConnec. AWS managed None Managed policy for Service Linked Role for Amazon Chime V|
» ¥ AmazonCloudDirectoryFullA...  AWS managed Provides full access to Amazon Cloud Directory Service.
1 L3

@ Feedback @ English (US)

Fig. 3 - Amazon Web Services Policy Management
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The Service, Actions and Resources areas are then defined one after the other using the visual editor.

e ServiceSelect Service, you then search for the service for which you want to create the policy, in this
case EC2.

e ActionsThe actions permitted
in EC2 are set at access level List and Read.

e ResourcesHere it
is recommended to authorize
the actions via All resources of the services.

e Request conditionsThis
item is optional and is not required for a successful inventory.

Services Resource Groups ~ * JAS Global + Support ~

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor | JSON Impert managed policy
Expand all | Collapse all

« EC2 (113 actions) Clone Remove

» Service EC2

~ Actions Specify the actions allowed in EC2 Switch o deny permissions @
close

Manual actions (add actions)
All ECZ actions {ec2”)

Documentation

Access level Expand all | Collapse all
» | List (98 selected)
» | Read (15 selected)
3 Tagging
» Write

» Resources Allresources

» Request conditions Specify request conditions (optional)

© Add additional permissions

Cancel Review policy

@ Feedback (@ Engiish (US) Inc. or its a Al ed  Privacy Policy  Terms of Use

Fig. 4 - "Review policy" takes you to the next step of configuration
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2.1.1 Check policy

Assign a unique name for the created policy (e.g. Docusnap_EC2_Inventory) and an optional description. The
configuration is completed via Create policy.

Services v Resource Groups ~ * n Global v  Support +

Review policy

Name* | Docusnap_EC2_Inventory

Use alphanumeric and +=,.@-_' characters. Maximum 128 characlers.

Description
4
Maximum 1000 characters. Use alphanumeric and '+=, @-_' characters
Summary
Q Fitter
Service = Access level Resource Request condition

Allow (1 of 200 services) Show remaining 199

EC2 Full: List, Read All resources None

* Required

Cancel Previous Create policy

@ Feedback (@ English (US) & ed  Privacy Policy  Terms of Use

Fig. 5 - Complete policy configuration

The previously described steps for creating the policy using the EC2 service as an example must now be
repeated for the other services that are to be inventoried with Docusnap.
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2.2 Configure user

The previously created policies are now assigned to a user. Within AWS, switch to the Services - IAM again
and select Users in the next step.

Services ~ Resource Groups ~ *

Global ~ Support ~
Identity and Access ‘- '
Management (IAM) ‘ -

« AWS Account (378903388730)

Q.

Showing 0 results
Dashboard

Gioups User name = Groups

Users

Roles

Access key age Password age Last activity MFA

There are no IAM users. Learn more

Policies
Identity providers
Account settings

Credential report

Q searc

« AWS Organizations
Organization activity

Service confrol policies (SCPs)

@ Feedback (@ English (US)

Privacy Policy Terms of Use

Fig. 6 - User Administration of Amazon Web Services
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& | Docusnap X - @ %
INVENTORY | DOCUMENTS  SCHEDULING  EXTRAS
EEE EED owi s(AD) ¥E cFs @) Hp-ux Qs 8 Backup Exec | [] Active Directory ADNS | [EvMware | [BuSOL Server A Azure & DocusnapTools | o Options.
i T °| 2% Windows (IP) WA Linux = Igel B SharePoint [H]Veeam ® ADS Synchronization I DHCP | [l HyperV  E5Oracle DB (] Office 365 ¥ Script Import 5 System Groups
letwork  Initia = i 2
Scan~ scan | GIPScan & Mac FsuMP | H Ecchange EEMCision | ] DFS 9 xenCenter % Amazon Web Services ¥ System Assignment
Genersl Inventory Application Server Network Senvices Virtualization | Database Server Cloud Services Import Other
Add\nona\\nfovma(mn EExport Y Filter | | ¥ New Element + X 0c)
NAME REGION NAME TYPE
"= DocusnepAWSlnventory  eu-cen tral 1  Comments
Contracts
Financial Records:
Tasks
b
b
< y
Inventory Documentation License Management IT Security Y-8 B

Fig. 7 - Arrangement in the Docusnap Tree Structure

Important: The arrangement of the displayed data in the Docusnap tree structure is based on the
inventorizing user, this has the region binding described at the beginning as background. Please select
the relevant user names for different regions here in order to assign them unambiguously.
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2.2.1 Create user
Use Add user to create a new user. A user name and AWS access type are required.

As AWS access type select Programmatic access, via the button Next: Permissions you come to the next
step.

Services Resource Groups * .:. Global ~ Support ~

dd user o 2) () (1) (s

Set user details

You can add multiple users at once with the same access type and permissions. Leamn more

User name* I DocusnapAWSInventory I

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* | Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console

@ Feedback (@ English (US) nc d.  Prvacy Policy  Terms of Use

Fig. 8 - Defining the User Details for the Inventory Account



Inventorying of Amazon Web Services (AWS) | itelio GmbH @ Docu S n a p@

2.2.2 Define authorizations
Here you have two different possibilities to authorize your user for inventory.

e Add user to group
This option can be selected if you want to assign the created policies to a group. However, it is
advisable to always carry out the inventory with the same user.

e Attach existing policies directly
This option is described in this HowTo to bind the pre-created policies directly to a user.

Select Add existing policies directly and navigate to the Filter Policies option and set the filter to Managed
by Customer. Now select the created policies and add them to this user.

E_E-VE Services ~ Resource Groups ~ * 4 Global ~  Support ~

~ Set permissions

oy Copy permissions from Altach existing policies
"&‘ Addd et 10.group sl  existing user directly
Create policy 5]
Filter policies I Q Docusnap I Showing 5 results
Policy name Type Used as Description
» Docusnap_Baich_L. Customer managed
» Docusnap_EC2_Inv Customer managed
» Docusnap_IAM_Inv. Customer managed
» Docusnap_RDS_In.. Customer managed
» Docusnap_S3_Inve Customer managed

» Set permissions boundary

Cancel Previous Next: Tags

@ Feedback (@ English (US) Privacy Policy  Terms of Use

Fig. 9 - Assignment of created Docusnap Inventory Policies
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Review

Review your choices. After you create the user, you can view and download the autogenerated password and access key

User details

Username  DocusnapAWSInventory

AWS access type  Programmatic access - with an access key

Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

TypE Name

Managed policy Docusnap_Batch_Inventory

Managed policy Docusnap_EC2_Inventory

Managed policy Docusnap_IAM_Inventory

Managed policy Docusnap_RDS_Inventory

Managed policy Docusnap_S3_Inventory
Tags

No tags were added.

@ Feedback (@ English (US) Privacy Policy  Terms

Fig. 10 - The information entered can then be checked again.
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2.2.3 Receive user keys for inventory

Important: The final data created (user, access key ID and secret access key) are required for the inventory
in Docusnap and can be downloaded as CSV. These can only be viewed once after configuration!

Services ~ Resource Groups ~ * , Global ~ Support ~

@ Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console This is the last time these credentials will be available to download. However,
you can create new credentials at any time

Users with AWS Management Console access can sign-in at: hitps://378903388730.signin aws amazon_com/console

& Download .csv

User Access key ID Secret access key

» @ DocusnapAWSinveniory el i et SHOW

@ Feedback (@ English (US) o Privacy Policy  Terms of Use

Fig. 11 - After completion of user creation, you will receive your keys
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3. Inventory of the AWS in Docusnap
The created user is now used in combination with the created keys to perform the inventory in Docusnap.

To do this, please open the Amazon Web Services wizard via the Docusnap navigation bar.

& | Docusnap
INVENTORY | DOCUMENTS ~ SCHEDULING  EXTRAS
EEE EED 28 Windows (aD) B8 CFs (D Re-ux Fgus & Backup Exec [T Active Directery 2 DNS | ([@vMware B SOL Server A Azure 2 Docusnap Teols & Options
© 2% Windows (1IF) A Linux = Igel B SharePoint [ veeam £ ADS Synchronization %Y DHCP | [lHyperv  S¥Oracle DB ] Office 365 T Script Import K% System Groups
Netwerk Initial » i =
Scan - Seon | G Scan B Mac FsnmP | H Exchange ZBEMClsion | =1 DFS €3 enCenter a5 Amazon Web Services 5 System Assignment
General Inventory Application Server Metwork Services Wirtualizaticn Database Server Cloud Services Import Other

Fig. 12 - New Feature: Inventory Amazon Web Services

Then select your client, the domain to which the inventory results are to be assigned, and the Discovery Service
in the subsequent dialog, and then enter the user created in the Display name field and the keys generated
accordingly.

Inventory B8 x
3
Company Selection Domain Sele Amazon Web Services Summary Scheduling
#| Inventory Amazon Web Services
Display Mame: DocusnapAWSlnventory 7 | DispLAY NAME | ReGlON

™ DocusnapAWSinventory eu-central-1

Access Key 1D HOCOCOOCOCOCOCCOCO00000CO0NY

Secret Socess Key

Region: EU (Frankfurt) #
Tew Sawve Delete
O Information: Campleted successfully Back Mext Cancel

Fig. 13 - The Create Keys are Entered in the Wizard

After successful saving, you will see a short summary via Next and can define in the last step whether you
want to schedule the inventory time-controlled.
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