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1. About this document

Docusnap now also inventories cloud environments. In January 2018, we added the Docusnap Azure
Inventory feature to Docusnap. This document describes the steps required to collect and map information
from your Microsoft Azure infrastructure in Docusnap.

Chapter 2 — How to prepare your Azure environment for the inventory with Docusnap
Chapter 3 = How to schedule and perform an Azure inventory with Docusnap

The last revision of this HowTo and screenshots took place on August 19™" 2019. Please note that it
can be that some information on the screenshots do no longer exist. However, the basic steps are still
valid.

1.1 Licensing requirements

The Docusnap Azure Inventory feature requires the installation of the Docusnap X Basic edition or a
higher version. To be entitled to use this feature, a valid Service Agreement must be in effect at the time of
release of this module (i.e. January 31, 2018).

For any questions regarding the licensing requirements, please contact our Sales or Support team.
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2. How to prepare your Azure environment for Docusnap

This chapter describes the preparation steps to be carried out in Microsoft Azure to perform an inventory
with Docusnap. The Docusnap Azure Inventory dialog prompts you for multiple IDs. These IDs are assigned
during the preparation in Azure. We recommend that you save the values in a text editor to have them at
hand when you are prompted to enter them in the Azure Inventory Wizard.

2.1 Overview of the preparations in Azure

Create and register the new
“Docusnap Inventory” application
and save the application ID

Create the application key and
save the key value

Authorize the application

Authorize the application for the
desired subscriptions

Save the directory ID of the
Azure Active Directory

Fig. 1 — Azure preparations for Docusnap X

2.2 Azure preparations — required permission

Before you start, make sure that you can log on as an Azure user who has global administrator rights.
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2.3 Creating the new application

For the Docusnap Azure Inventory feature, a registered application is required. This application must have
read access to the Microsoft Azure data. This section describes how to create such an application. In our
example, the application is called Docusnap-Inventory. You can choose any name you like.

2.3.1 Starting App registration

e Select the Azure Active Directory item from the resource list or search
e Inthe Azure Active Directory view, select the App Registrations item under Manage
e (Choose New Registration

Microsoft Azure
Sports AG - App registrations
-~ Create aresource orts AG - App registrations
& Home N =
= New registration Endpoints  2{ Troubleshooting
¥ Dashboard
oo ® o Welcome to the new and improved App registrations (now Generally Available). See
% Dromi « Getting started A\ Looking to leam how it's changed from App registrations (Legacy)?
Still want to use App registrations (Legacy)? G e
i Al resources Manage
) Resource groups & Users : e o
& pp services s Groups
% Function App ¥ Organizational relationships APPLICATION (CLIENT) 1D
R squ databases & Roles and administrators
&5 nzure Cosmos DB % Enterprise applications
8 virtual machines B Devices
4 Load balancers « App registrations
B storage accounts @ identity Governance
Virtual networks # Application proxy
@ Azure Active Directory & Licenses
@ Menitor @ Azure AD Connect
& advisor B Custom domain names
@ Security Center Mobility (MDM and MAM)
©) cost Management + Billing ¢ Password reset

& Help + support M company branding

¥ Ssubscriptions £ User settings

HI properties

B Notifications settings
Security

® Overiew (Preview)

¥ identity Secure Score

Fig. 2 — New App registration

Q
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2.3.2 Register the application
The following information is required to register the application:

e Name: Enter the application name Docusnap-Inventory.
e Supported account types: Here you can select who can use the application - select Accounts in
this organizational directory only.

Microsoft Azure

Register an application

1~ Create a resource Register an application

# Home
= pashboard Name
Al services The user-facing display name for this application (this can be changed laten).
% FAVORITES Docusnap-Inventory
& Al resources
“#| Resource groups Supported account types
& App Services Who can use this application or access this API?
# Function App Accounts in this organizational directory only (Docusnap Sports AG only - Single tenant)

® SQL databases Accounts in any organizational directory (Any Azure AD directory - Multitenant)

& pzure Cosmos DB Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

8 Virtual machines
# Load balancers

B storage accounts
Redirect URI (optional)

Well return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
@ Azure Adtive Directory changed later, but a value is required for most authentication scenarios.

Virtual networks

® wonitor Web ~
& advisor

@ security Center

() Cost Management + Billing

8 Help + support

§ subsaiptions

Fig. 3 — Register the application
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2.3.3 Determine Application and Directory ID

After the creation is completed, the overview dialog of the application is displayed. Now note / copy the
application and directory ID.

Microsoft Azure
Docusnap-Inventory
Create a resource % Docusnap-inventory
 Home
Delete (£ Endpoints
il Dashboard
- Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations {Legacy)?
» Overview
All services
T i Quickstart
: 23ae35b1-0ab7-
All resources
Manage > dd0feSaa-bad2-;
%% Resource groups = EBranding : 129c8a43-65bb-4746-959%-b9fbc3dci2ic
& App services Authentication
% Function App Certificates & sacrets

- Call APIs Documentation
* SOl databases API permissions

a;
& azure Cosmos DB Expose an API 0 LE

8 virtual machines i Owners *
€ X s il
-
4 Load balancers & Roles and administrators (Previ..
Build more powerful apps with rich user and business data

from Microsoft services and your own company's data

Virtual networks sources.
Support + Troubleshooting

S storage accounts Bl Manifest

Azure Active Directc
AR K Troubleshooting
@ Monitor
& New support request
& advisor Sign in users in 5 minutes

@ Security Center NET {NET i0S i
Cost Management + Billing

® help + support Use our SDKS to sign in users and call APIs in a few steps

# subscriptions

Fig. 4 — Determine Application and Directory ID
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2.3.4 Create a client secret
Now create a client secret. In the Manage area, select the item

e Certificates & secrets
e New client secret

e Enter a description and
e the validity of the secret

Note: The key can only be viewed directly after creation. If the key is lost or becomes invalid, it must be
recreated.

Microsoft Azure

> Docusnap-inventory - Certificates & secrets

|- Create a resource ? Docusnap-Inventory - Certificates & secrets

# Home
Add a client secret
¥ pashboard
Al services " Overe D
Y @ Quickstart Docusnap Inventory Key
S ANl resources Manage Expires
In 1 year
4 Resource groups F= Branding In 2 years
& App Services Authentication Never
% Function App Certificates & secrets.
= SOl databases API permissions
& Azure Cosmos DB @ Expose an API
8 virtual machines % Owmers Client secrets
4 Load balancers & Roles and administrators (Previ... A secret string that the application uses to prove its identity when requesting a token. Also can be refermed to as application password.
B Storage accounts @ Manifest ]
Virtual networks DEsc
Support + Troubleshooting i o e

@ Azure Active Directory 5
X Troubleshosting No dient secrets have been created for this application.
@ wonitor

& New support request
® advisor

@ Ssecurity Center

@) Cost Management + Billing

& Help + support

¥ Subscriptions

i

g. 5 — Create a secret client key



Inventorying Microsoft Azure | itelio GmbH

@ Docusnap

2.3.5 Authorizing the application — API permissions
Now the application must be authorized for the Windows Azure Service Management API.

e Inthe Manage pane, select APl Permissions
e Add a permission
e Azure Service Management

e Now select the authorization user_impersonation (Access Azure Service Management as
organization users) and add this authorization.

Microsoft Azure

T~ Create a resource
T Home
Dashboard
Al services
FavorEs
Al resources
Resource groups
& App services
% Function App
R sqLdatabases
& Aaure Cosmos DB
8 virtual machines
4 Load balancers
I S e
Virtual networks
@ Azure Active Directory
@ Monitor
& advisor
@ security Center
) Cost Management + Billing
2 Help + support

% Ssubscriptions

Microsoft Azure

T~ Create a resource
T Home
| Dashboard
Al services
FavorEs
Al resources
Resource groups
& App sevices
% Function App
| sqLdatabases
& Azure Cosmos DB
B virtual machines
# Load balancers
I R e

Virtual networks

@ Azure Active Directory
@ Monitor

& advisor

@ Ssecurity Center
©) Cost Management + Billing
& Help + support

% Ssubscriptions

Docusnap-inventory - APl permissions

Docusnap-Inventory - APl permissions

% Overview

. Quickstart

Manage

B2 Branding
Authentication
Certificates & secrets
AP parmissions
Expose an API

& Owners

Roles and administrators (Previ...

B Mmanifest

Support + Troubleshooting
K Troubleshooting

& New support request

API permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as |
all the permissions the application needs.

Delegated ~ Sign in and read user profile

These are the permissions that this application requests statically. You may also request user cor
able permissions dynamically through code. e 9 ermmis

‘Grant consent

As an administrator, you can grant consent on behalf of al users in this directory. Granting adm
users will not be shown a consent screen when using the application.

Request APl permissions

Selectan AP

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +

Security, and Windows 10. Accs

Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive,

OneNote, SharePoint, Planner, and more through a single endpoint.

Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

Office 365 Management APIs
Retrieve information about user, admin,

system, and policy actions and events
from Office 365 and Azure AD activity

§ > SharcPoint

Interact remotely with SharcPoint data

Fig. 6 — Authorize application

Docusnap-inventory - API permissions

Docusnap-Inventory - APl permissions

% Overview

< Quickstart

Manage

B2 Branding
Authentication
Certificates & secrets
AP1 permissions
Expose an API

& Owners

Roles and administrators (Previ...

Bl manifest

Support + Troubleshooting
K Troubleshooting

DT ——

API permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as |
all the permissions the application needs.

Delegated  Sign in and read user profile

These are the permissions that this application requests statically. You may akso request user cor
able permissions dynamically through code. Se= bes e q e

Grant consent

As an administrator, you can grant consent on behalf of al users in this directory. Granting adm:
users will not be shown a consent screen when using the application.

Request APl permissions

Azure Service Management
hitps://management azure.com/

Azure Rights Management
< Services

Allow validated users to read and write
protected content

Flow Service

Embed flow templates and manage flows

Create and manage notes, lists, pictures,
files, and more in OneNote notebooks

&) Siope for Business

Integrate real-time presence, secure
messaging, calling, and conference

capabilities

What type of permissions does your application require?

Delegated permissions.

Your application needs to access the APl as the signed-in user.

Select permissions

PERMISSION

[ User impersonation

Fig. 7 — Authorize application Il

Azure Service Management
Programmatic access to much of the

functionalty available through the Azure
portal

Intune

Programmatic access to Intune data

Access resources in the Yammer web
interface (e.g. messages, users, groups.
etc)
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2.3.6 Authorizing the application for all desired subscriptions
Now the application is granted read access to the required subscriptions in Azure.

e From the resource overview or search, select Subscriptions

e Select the desired subscription

e In the subscription selection, choose Access Control (IAM)

e Add - Add Role Assignment

e Inthe role selection, select the Reader role.

e Inthe Select field, enter the name of your application

e Select your application. It will now be listed under Selected Members
e Confirm the assignment with a click on Save

Note: The steps listed must be repeated for each subscription you wish to inventory with Docusnap.

Microsoft Azure 5 ®

MAS-DocusnapSports - Access control (LAM) Add role assignment

Create a resource Subscriptions « X ® MAS-DocusnapSports - Access control (IAM)

#t Home =
4 add W Got feedback?

18 Dashboard
‘Showing subscriptions in Docusnap Sports , or service principal
All services AG. Don't see a subscription?

H FAVORITES . B Bl Activity log

® overview (Check access

sap-Invenitory
Check access
Review the level of access a user, group, service principal, or Add a role assignmen
30 Tracmeee andohe problens managed identity has to this resource. [

& Al resources ‘Access control (1AM)

¥9 Resource groups Docusnap-Inventory
. Grant access o resources a

ly subscriptions selected in the ¥ searity findle el
o ‘Azure AD user, graup, o service principal - principal, or managed ident

& App senvices

% Function App ¥ Events

= SQL databases suBscuP... SUBSCRIPTION 1D. Billing

W Ao MAS-Doass. i Partnerinformation
M iticdmactine View role assignment:
N Settings
@ Load baiancers View the users, groups, serv
& Programmatic deployment and managed identities tha

assignments granting them

B8 storage accounts
¥ Resource groups scope.

Virtual networks

H# Resources

@ Awre Active Directory -
E usage + quotas

@ woritor View deny assignmen

B Policies Selected members:
& Advisor - View the users, groups, serv  No members selected. Search for and add one or more members
Management certificates and managed identities tha  you want to assign to the role for this resource.

W@ security Center = B
i % My permissions denied access to specific ac

@ Cost Management + Billing e s

-
Help + support

LR AR Lo w Deployments
Subscripti

M 1l properties

& Resource locks

Support + troubleshooting

& New support request

Fig. 8 — Assigning Authorization for the Subscription (Access Control (IAM))
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3. Inventorying the Azure Cloud with Docusnap

3.1 Docusnap Azure inventory wizard
3.1.1 Prerequisite: proxy configuration

If your network uses a proxy, you must specify the proxy parameters in the connection settings. It is possible
that you normally do not need these settings when using the other scan modules. Basically, the proxy
settings must be suitable for the respective DDS (Docusnap Discovery Service). The settings shown in the
exemplary screenshot are suitable for interactive Azure inventory scans. If you selected the Discovery Service
of another location as the DDS, you would have to adjust the proxy settings for this DDS installation.

Adjusting the proxy settings:

e Click Docusnap in the upper left corner to open the Options panel

e Select the General Options item from the list of options

e In the Options dialog, click Connections.

e Under Proxy Settings:
o select Set up manually
o Under Address, enter your proxy URL including the Port number
o Enter suitable values in the User and Password fields

e (lick OK to confirm your changes
&0 pticns O X
GENERAL  SYSTEM PATHS  LICENSING  DATABASE | CONNECTIONS

Update Options

| Check for Updates an Startup

Timeout: 3: Seconds

Proxy Settings

[ 1Dw not Use Prosy 1 Use Systern Settings [m) Set up Manually

Address  |myProxyBxamplelocal | part: auagé':»'

User DomainiUser Passward: | =

Server APl Connection

| Enable Server &P| Connection

URL: :httpz:,-'-'Ic:calhczt:EC'C"I-'

Transport: | 2uto - | Timeout: - 1|  seconds

[0]:4 .. Cancel

Fig. 9 — Manually entering proxy settings in the Docusnap option dialog
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3.1.2 Inventorying Microsoft Azure

Launch the Azure Inventory Wizard from the button in the Cloud Services section.
Select the desired company and domain.

Now you need the IDs and key information previously collected in Azure:

e Display Name is only a placeholder and can be freely selected

e Directory ID corresponds to the ID of your Azure Active Directory

e The ID of the previously created application is entered as the Application ID
e In the Key field, insert the value of the previously created key.

In the Subscriptions area, all existing subscriptions are displayed and selected by default. These can be
deselected if required. Note that your Azure application must be authorized for all selected subscriptions.

Then click Save. If you receive a proxy error, refer to the Proxy Configuration section of this chapter.

d - F x
DR WENTORY | DOCUMENTS  SCHEDULNG  BXTRAS
EEE Epg =w D) Baors (P reux T @ BackupEcec [T Active Directory A ons | DivMeare  BaSQLServer A Azure @ Docusnap Tools | g Options.
vy EEWndouson) @ unox #ige | O sarwom [vesn | §9 s0ssmomorvaton Posce Arypery Boacieds Jorrcesss | ¥ sciptimport s System Groups
etwon i N
Sy | WS O Mac ZPSNMP | M EBxchange EEMCislon  F1DFS D ¥ententer W3 System Assignment
General Inventory Application Server Network Services Virtuslization  Datobase Server  Cloud Services Import Other
“aNew + MlSave X Delete| B R Information Editor  Analysis  Addiional Information Bexport Y Fitter
@ @ Overview TITLE 1
= & Docusnap Sports AG |5 Infrastructure. Inventory ax
© Qinfrastructure B Asscts
¥ sites 1 3 4 r—
@ organization
w Domain Selection Azure Summary Scheduling
0 & Mac
5 B e s 7/inventory Az Service
£1 = Thin Clients
'j“ g:zsux Display Name: | Azure Docusnap Sports AG 2] | DISPLAY NAME DIRECTORY ID
Lgv. - EA A" Acure Docusnop SporisAG T T e
Sl Directory D; | 4dlfeSoa- L
G P Systems
o [ aos Application ID: [4fB2a0d1- )
o W NeworkSevies ||
I Application Servers Keys e
L2 @ Datobase Server
Bew | Save | Delete
Subseriptions:
NAME SUBSCRIPTIONID |
[ /% MAS-DocusnapSports. j
»
Back Het Cancel
Inventory Documentation License Management [T Security B

Fig. 10 — Azure Inventory Wizard
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@ Docusnap

3.2 Azure scan result in Docusnap

The scan result will be displayed as a separate node called Azure in the Inventory module, below the
previously selected domain within the infrastructure of the respective company.

The screenshot shows the top levels of an Azure test environment:

&

INVENTORY

DOCUMENTS ~ SCHEDULING  EXTRAS
EEE EEE B8 Windows (AD) B8 OFs (P Hp-Ux TS & Backup Exec | [F] Active Directory & DNS
© 2% Windows (IF) B3 Linux = Igel B SharePoint []veesm $® ADS Synchronization %3 DHCP
Network Initial o %
sk Scan | G IPScan E Mac FsNMP | B Exchange ZEMCIsilon | F1DFS
General Inventory Application Server Network Services
Ky New + bl Save cte| P 02 €

] @L IP Systems

= [ aps

& B8 Network Services

= Applicaticn Servers

[ i@ Database Server
=

- 0 x
@ﬂ\leara s SOL Server A Azure £ Docusnap Tools &+ Options
Ll Hyper-v | S30racle DB 1) Office365 ' Script Import % System Groups
oKenCanter = System Assign F
Virtualization Database Server Cloud Services Import Other

Infrastructure

Mac Workstation (1)
HE-UX (1]

& A Azure
=] @ Azure-Docusnap-Demo
=] EP 12/06/2018 10:26:23
O % Docusnap QS
C1 & Resource Group
O & DS-Q5-EU
& & virtual Machines
@ (& vm-de-qs01
& E Storage Accounts
B [E dsgseudiag350
O [P SOL Servers
B B ds-gs-sglservert
O @ SOL Databases
& @ Ds-0s-5QL1
0@ App Service
[E2] :;_:webapp—ds—qs(]‘l
] Reports

DFS (1) —
CIFS (1) —,
Thin Client Windows 2) —_ '\

Thin Client Linux (2) —
DC (2)
Linux Workstation (3)

Workstation (4)
Linux Server {13}

Number of Active Directory User and Groups
180

160

140

120

100

a0

60

204

Group

User

Exchange Mailbox Sizes (in MB)

All Active Discovery Services

T @ 1] Office365

B Q Summary

= Reports

) #3 Standard Maps
[ «§ Communication
Bl *z Standard Maps
Reports

] Assets

Inventory Documentation

0.0 .

| DISCOVERY SERVICE NAME

SYSTEM NAME

By Client-NKNC2005.intern.Jocal

04.06 2018 18:32:38
-

I

MKNC2005.intern.local

License Management T Security

Fig. 11 — Display of the Azure Cloud in Docusnap
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3.3 Azure report

@ Docusnap

You can display an overview report of your Azure Cloud by clicking Azure Overview below the Azure data
(see Fig. 12). Before Docusnap generates the report, a dialog appears where you can optionally select the
following Azure resources:

e Virtual computers

e Store accounts

e Computers with an SQL Server

e SQL databases

| & | Docusnap X - 8 x
p INVENTORY DOCUMENTS SCHEDULING EXTRAS REPORTING
A W Save - Open # Edit O OnePage Thumbnail View Report Designer
B4 Send ~ (% Refresh EYSearch M TwoPages M Sookmerd (O Schedule as Job
Export
% &t 18l Page Width
General Edit View Other
%3 New bl Save X Delete| P (@ O
= @ Cverview = -
B [ itelio GmbH & - @
& € Infrastructure ftel’o Azure Overview
= ii azure.demo e

= i': Workstations
= i Servers
B B Linux
= Q Mac
@ SNMP Systems
B = Thin Clients
& @) Hp-Ux
= BE ars
3] ﬂ Virtualization
@ & IP Systems
@ [ aps
= ii Metwork Services
@ s Application Servers
i Datzbase Server
C A Azure
= @ azure demo
B g 20/01/2018 104017 AM
& % Docusnap DEV
& % Docusnap Prod
& % DecusnapQS
[E & Resource Group
&[] virtual Machines
[ (= Storage Accounts
& [ SQL Servers
[ @ S0l Databases
=] Reports
Azure Overview
e 25/01/2018043614 PM

Inventory Documentation

. Azure: azure demo

Directory ID
Scan Date

€351 e5fz- ab72-4824-9ce 7- NN
| 30.01.2018 10:40:17

I Subscription: Docusnap DEV

Subscription 1D
Api Version

0758e312- 4500- 4357- 2 275- [N

2016-09-01

I Subscription: Docusnap Prod

Subscription 1D
Api Version

€207 e0b 5-3847-4554-20d1-0 | NNNNEGEGEGEG

2016-09-01

I Subscription: Docusnap Q5

Subscriptian ID | 2802230 1dea-424c-Soct N
Api Version 2016-09-01
I Resource Group: DS-05-EU |
Location westeurope

l Storage Account: dsgseudiag 350

| keySource
Ml [{ 4 Page2of5 p M

License Management [T Security

Type Microsoft.Storsge/ storsgeAccounts.
l Properties |
bypass FeureServices
creationTime 01/24/2018 09:49:35
defaultAction Allaw

| Microsoft. Storage

%ServerTimeZune . | 9 % E

Inventorying - Microsoft Azure

Fig. 12 — Azure

Overview report
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