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1. Introduction

With the new Docusnap X version, you can access the Docusnap database via a web browser. This means that
any employee or customer may access the database (with “read” permission) as well as output plans or reports
without the need to install a Docusnap Fat Client.

Please note that for client-specific access to the database both via the Fat Client and via the Web Client, license
costs for the Microsoft SQL Server may be incurred and this must be checked in advance.

Docusnap uses a role-based permission management scheme that enables you to restrict the data to be
accessed by users and groups to the desired level.

This HowTo document explains how the permission management scheme can be used to restrict the access
to Docusnap Web.

1.1 Installing and Configuring Docusnap Web

As it is assumed that Docusnap Web has already been installed and fully configured, the installation and
configuration of the application will not be discussed in this HowTo document.

If you need information on the installation and configuration of Docusnap Web, please refer to the dedicated
HowTo document which is found HERE.

1.2 Application Example — Restricting the Access to Docusnap Web

This example uses a Docusnap X Ultimate database holding the data of two companies (tenants). It describes
how you can make sure that either of “Company-A" and “Company-B" is only granted access to their own
Docusnap data.


https://media.docusnap.com/media/doc/howto/DocusnapX_InstallingandCustomizingDocusnapWeb.pdf
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2. Docusnap Web — Authentication Scheme

2.1 Configuring the Authentication Scheme

In step four of the Docusnap Server configuration wizard, Server AP, you can specify the valid authentication
methods for accessing Docusnap Web:

@& | Server Configuration -0 x

Server API

| Use Discovery Service and Docusnap Web

Scherme: ) http https (self-signed certificate) hitkps (from certificate store)

External Hostnarme {optional): Port: a1 = Praocegy
http: /90011

+| Docushap WWeb is integrated in Docushap Sercer

Authentication Scheme (only relevant if user management is enabled)

| Basic Authentication (https is recommended)

| Integrated Windows Suthentication

anly MTL

Anonymous Authentication (Attention: this option grants everyone full access)

Daocusnap User Permissions

Dedicated Domain Controller:

Debugging Docusnap Web

Enable Logging
Logging Path: Max. Age:

Back

Cancel

Figure 1 — Configuring the authentication scheme

2.2 Anonymous Authentication

If you select Anonymous Authentication, all other authentication methods are disabled automatically. There
will be no permission checks, i.e. every user has unlimited access to Docusnap Web.

2.3 Basic Authentication

Basic Authentication means that the user must enter his/her user name and password each time he/she wants
to access Docusnap Web. The user password is sent to Docusnap Web as plain text, i.e. in unencrypted form.

With this method, you can to grant users outside your own domain access to Docusnap Web. In productive
use, however, it is strongly recommended, to use HTTPS for the access to Docusnap Web to make sure that
the password is encrypted before transmission.
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2.4 Integrated Windows Authentication

This method is recommended to grant users within your own domain access to Docusnap Web. ADS security
groups and users as well as local users (not recommended) can be granted access directly in Docusnap. In
contrast to the Basic Authentication method, Integrated Windows Authentication uses the ADS for user
account management.

2.5 Combined Use of Integrated Windows Authentication & Basic Authentication

It is possible to use both methods in a combined authentication scheme. This way, you can set up easy access
for internal users and controlled access for external users.



Configuring a Company-Specific Access to Docusnap Web | itelio GmbH @ Docu S n a p@

3. Docusnap X — User Management

This chapter briefly explains the Docusnap User Management feature on which the content of this HowTo
document is based. Only the functionality required for this example will be discussed. For further information,
please refer to the Docusnap User Manual.

3.1 Docusnap X — User Management Overview

By default, User Management is disabled, i.e. every user can access all features and data of the Docusnap
database. Creating the first user automatically enables the User Management feature. From this time on, users
can only access features for which they have explicitly been granted permission. Access to data is still unlimited
at this point, but once you have set permissions to specific object classes or objects, permission checks will be
carried out.

You can open the Docusnap Roles and Docusnap User dialogs from the General tab of the Docusnap
Management ribbon:

4 Docusnap Management (Cenfiguration, Management and Customization of Diocusnap) - M x®
m INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS T CORRELATIONS LICENSE MAMNAGEMENT
@ o Docusnap User ) Management Tools © Task Types [ Contract Types # Packages & Export Package 4 & Color Scheme
K R Docusnap Roles ,F,, MNurmber Server ] Comment Types &3 Financial Record Types | 8 Edit Package % Import Package X ED Element Properties
Designs B Permission Categories P Password Types T)E.:I;:s
Layout Permissions Tools Additional Information Docusnap Connect Sites [T Decumentation Framewcork

Figure 2 — Docusnap Management
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3.1.1 Docusnap Roles

The Docusnap User Management feature allows you to restrict the access to any user interface controls. Roles
are used to make this a straightforward process. A role is a collection of access rights to the Docusnap controls.
Docusnap comes with standard roles, so that you can easily limit the access for particular users to read-only
(View role). These standard roles cannot be modified by the end customer. In this dialog, you can define
additional roles to which you can freely assign any desired user permissions.

nent (Configuration, Man stomization of Docusnap) - 0 X
Close Management GENERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS [T CORRELATIONS LICENSE MANAGEMENT
@ o Docusnap User s Management Tools e] Task Types [ Contract Types Ed Packages & Export Package ! & Color Scheme
; #,, Docusnap Roles . Number Server [ Comment Types 3 Financial Record Types {8l Edit Package "% Import Package B0 Element Properties
Designs B Permission Categories 2 Password Types T}S:‘;:S
Layout Permissicns Tools Additional Infermation Docusnap Connect Sites IT Documentation Framework
Docusnap Roles
Role Mame: MyRole oG GROUP SUBGROUP ENABLED = CATEGORY VISIBLE
ministration ~ GENERAL Additional Infor.. 8  Organization
Gerrnan Text: | MyRole ministration ~ GENERAL Additional Infer.. B Administration
) ministration ~ GENERAL Docusnap Con... B Technology - Trainees
English Text: MyRole ministration ~ GENERAL Docusnap Con... B Technology - General
Hews Delete Save ministration ~ GENERAL Docusnap Con... B Technology - Infrastruct
ministration ~ GEMERAL Docusnap Con.., B Technology - Technical 5.
= ROLE NAME ministration GENERAL IT Documentati.., 8 Technology - External E...
- = ; ministration  GENERAL IT Documentati.. B Management
:""" Administration ministration ~ GEMERAL Layout
:‘;f" Customizing ministration  GENERAL Permissions
:‘;" Inventory ministration  GENERAL Permissions
:‘;" IT Documentation ministration  GENERAL Permissions
% | T Relations ministration  GENERAL Sites
o License Managerment ministration  GENERAL Tools
t{"’ ol | inistration  GENERAL Toals
% | Organization ministration  INVENTORY ~ Other
o | Permission Analysis ministration  INVENTORY ~ Other
o | User Management ministration  INVENTORY ~ SNIMP ;
Ho | View ministration  INVENTORY SNIMP ’
ministration  INVENTORY SNMP "
ministration  INVENTORY SNMP "
ministration  INVENTORY Windows
] ¥ ._:{_:_;__‘.:__ IRIFRITARN LY P, T -

Figure 3 — Creating custom roles
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3.2 Docusnap User

Open the Docusnap Users dialog to grant ADS users or ADS groups access to the Docusnap Fat Client or to
Docusnap Web. In addition, you can create new users to grant them access to Docusnap Web through the
Basic Authentication method.

The access to Docusnap / Docusnap Web is managed by assigning roles. A user who has not been assigned
a particular role cannot access the respective features or data.

Important: Make sure that you yourself or an ADS group of which you are a member is registered in the
Docusnap User Management and that you or the respective ADS group have/has been assigned the
Administration role. Otherwise, all controls will be grayed out when you start Docusnap the next time and
you will no longer be able to use the application!

'é' Docusnap Management (Configuration, Management and Customization of Docusnap) - 0 X
GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS  IT CORRELATIONS LICENSE MANAGEMENT
@ &% Docusnap User & Management Tools | (D Task Types [ Contract Types # Packages & Export Package * @ Color Scheme
- Docusnap Roles ,E, Mumber Server D Comment Types & Financial Record Types | j& Edit Package - Import Package =0 Element Properties
Pesians B Permission Categories B Password Types -;I;ZS
Layout Permizssicns Tocls Additional Information Docusnap Connect Sites IT Documentation Framework

Docusnap Users

I Damain User / Group: internAdministrator %%, Administration I
“.'.tb Customizing
Description: Administrator / User Manager oy
%5 Inventory

¥

IT Documentation

IT Relations

I o Bllowe Access to Docusnap Web I

Password for Basic Authentication only (Optional):

License Management

2 e

Organization

@

Passuvord:

Permission Analysis

=

Password Confirmation: User Management

ogoooodoogsa
e

FE

Mew Delete Save View

= Update Group Members from Active Directory for Docusnap Web
WEBACCESS DOMAIN USER DESCRIPTION

;o‘ Yes interm\ Administrator Adrinistrator / User Manager

Figure 4 — Creating Docusnap users with the Administration role



Configuring a Company-Specific Access to Docusnap Web | itelio GmbH @ Docus na p@

3.3 Docusnap User Management — Object Classes and Objects

Once the Docusnap User Management feature has been enabled, you can restrict the access not only to
particular features, but also to database data. Now, it is possible to select a particular item in the tree view and
select additional permission settings from the context menu.

In this example, the Server DSDCO1 was selected, and with a right-click, the Object Permissions dialog was
launched. Users with the Administration role are granted full access to the Server type object class. This right
will now apply to all objects of the Server type. Alternatively, it could have been assigned exclusively to the
object DSDCO1. In this case, the assignment would have no effect on the access rights of the Administration role
to other objects of the Server type:

& - o x
INVENTORY | DOCUMENTS ~ SCHEDULING  EXTRAS

EEE EEg 55 Windows (AD) B8 aFs () Hp-Ux FRus @ BackupExec [ Active Directory 2 DNS  [DvMware | [wSOL Server A Azure 2 Docusnap Teels & Optiens
N . nitial 2% Windows (IP)  BA Linux = Igel @ sharzPoint @Veaam B ADS Synchronization " DHCP [ Hyper-v & Oracle DB l:ll’.‘fﬁce}ﬁf) % Script Import i System Groups
Zt:::r Snclal: G IP Scan S mac Psume | @ Exchange ZEMClsilon | &1 DFS €9 XenCenter 5 System Assignment
General Inventory Anlication Server Network Services Virtualization | Database Server  Cloud Services Import Other
i Ml Save X Delete| P R © ~ & | bject Permisions B ox BExport Y Filter
B @ Overview < |[5can [ Roles and Target Objects Write Delete | Read Insert -
£ B Docusnap AG 05/06, 4] &%, Administration =
=] ellnfrastructure | Type: Servers i o i i
E) B¥ dera.local " || Object: DSDCO1
Bl g= Werkstations p- [ 4%, Customizing
O B Servers b | Type: Servers
L. Object; DSDCOT
[ @ DSBKO2 k[ ] %8, Inventory
= @ psbcot - [ Type: Servers
= @ Dsexon i || Object: DSDCO1
= B DsFsot 188, IT Documentation
o B Dsesoz = [ Type: Servers
= @ DsFso3 “- | Object: DSDCO1
@ | DsFso4 -] &2, IT Relations
@ § Dssoi Lo B Type: Servers b
= @ Dpsspoz L [ Object: DSDCOT
@ B Dsspo3 -] %8, License Management F
& B3 Linux i | Type: Servers !
B & Mac i [ Object: DSDCO1
B & SNMP Systems ] %, Organization
[ = Thin Clients = Wl Type: Servers
B @ Hp-Ux " | Object: DSDCO1
@ B8 arFs -] %, Permission Analysis
& G viralization b | Type: Servers
B G IP Systems L [ Object: DSDCOT
o [ aps -] 88, User Management
B B8 Network Services - [ Type: Servers
B B Application Servers “ [ Object DSDCO1
[ | Database Server ] 88, View -
@ & Storage T
B A Azure Save Cancel
@ El Office 365 =
Inventory Documentation License Management [T Security s B

Figure 5 — Assigning access rights to the Server object class to users with the Administration role
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4. Configuring Docusnap Web Access Rights — Example

After this brief description of the relevant Docusnap User Management features, we will now show how they
are implemented in the application example mentioned in Section 1.2.

4.1 Requirement

You want to grant two customers (called “Company-A" and “Company-B”) access to parts of your Docusnap
database. You have to make sure to both minimize the administrative effort and to define the permissions in
such a way that both customers can only access their own data. Both must not be able to access data of the
respective other company.

& @ Overview Access denied for Company-A & B
C} D Comments
G+ [ Contracts
C} &3 Financial Records
[] 0 Passwords
E} @ Tasks
&@- Reports
& B Company-A Access only for Company-A
D QI;] Infrastructure
D =] Assets
[} ¥ Sites
& Organization
= @ Company-B
E} Q:] Infrastructure
E} (5] Assets
[3 ¥ Sites
G- Crganization

Figure 6 — Permission example — Requirement



Configuring a Company-Specific Access to Docusnap Web | itelio GmbH @ Docu S n a p@

4.2 Basic Setup of the Docusnap User Management

In this example, both “Basic Authentication” and “Integrated Windows Authentication” will be used as the
Docusnap Web authentication scheme. Docusnap User Management is enabled, and the user defined for you
has been assigned the Administration role. For the access to Docusnap Web, users “Company-A" and
"Company-B" have been created and set to “Basic Authentication”. Both have been assigned the password
"test”.

nt (Configuration, Manag: Customization of Docusnap) - 0O x
Close Management GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS  IT CORRELATIONS LICENSE MANAGEMENT
@ = Docusnap User & Management Tools © Task Types [ Contract Types # Packages & Export Packege ! & Color Scheme
K &, Docusnap Roles B, Mumber Server (] Comment Types &3 Financial Record Types g8 Edit Package % Import Package X ED Element Properties
Designs 8 Permission Categories 8 Password Types T}ng;
Layout Permissions Tools Additional Information Docusnap Connect Sites IT Decumentaticn Frameweork

Docusnap Users

Darnain User / Group: intern‘Administrator Administration
Customizing
Description: Administrator / User Manager
Inventary

| &llow Access to Docusnap Yi'eb IT Documentatien

IT Relations
Password for Basic Authentication only {Optional): License Management

Password: Organization

Permission Analysis

Password Confirmation: User Management

Oo0o0oooononor

ot R I AP I I

Mewy Delete Sawe View

# Update Group Members from Active Directory for Docusnap Web

WEBACCESS DOMAIN USER DESCRIPTION
T
" Ves Company-A Access enly for Company-A
o Yes Company-B Access enly for Company-B
B Yes intern\Administrator Administrater / User Manager

Figure 7 — Permission management — Basic settings
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4.3 Testing the Basic Settings

Perform an initial connection test by logging in as the user “Company-B" (Basic Authentication). The login
attempt was successful and the user may access Docusnap Web, but currently this applies to the data of all
companies:

&

Docusnap

Authentication

Basic -

Company

Company-A

Company-B

Figure 8 — Docusnap Web access is working (user can access all companies)
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4.4 Step One — General Restriction of Access Rights

In the first step, access to the Overview object type is restricted in such a way that only users with the
Administration role are granted access.

& | -0 x
INVENTORY | DOCUMENTS  SCHEDULING  EXTRAS
EEE EED 28 Windows (AD) BB aFs (D He-ux  gus BBackup Exec [ Active Directory A DNS | [FlVMware | [PuSQL Server A Azure & Docusnap Tools & Options.
C 2o Windows (7) B Linux = Igel  sharePoint [R]vesam 48 ADS Synchronization 3 DHCP FLHyperV | SBOracle DB ) office365 T Script Import i System Groups
Network Iniial o . N
Scan Scan | % IPScan D Mac ZsuMP | HExchange SEMC'lsilon | FIDFS €3 XenCenter 5 System Assignment
General Inventery @ | Object Permissions B X | Cloud Services Import Other
iNew WlSave X Delete| P @ Roles and Target Objects [write [ Detete  [Read  [mmse | Blexport Y Filter
@ @ Overview TITLE [ERFE-Y
& [ Company- L7 com - @ Type: Overview
& B Company-8 B Cont! | Z[1% Customizing
® Fn | ‘T)'[:?:Cvewwew
=% Inventor
Tasks| - v
Type: Overview
Repol | 5.7 &, 1T Documentation
Type: Overview
=[] 88, 1T Relations
Type: Overview
[ 1%, License Management
Type: Overview
=[] #, Organization
Type: Overview
=] &2, Permission Analysis
Type: Overview
=[] %8 User Management
Type: Overview
E (13 View
Type: Overview
Inventory Documentation License Management IT Security '8 B

Figure 9 — Restricting access to the Overview object type (Administration role only)

Now, the right to access the Company object type is also restricted to the Administration role:

& | -0 x
INVENTORY DOCUMENTS SCHEDULING EXTRAS

EEE EED 22 Windows (AD) 8 aFs €D He-ux RIS & Backup Exec [ Active Directory A DNS  (@VMware | [uSOL Server A Azure & Docusnap Tools & Options
0 2= wWindows (1P) B3 Linux = Igel H SharePoint [R]veeam 48 ADS Synchronization J DHCP LLHyperV | SBOracle DB ] Office 365
Newwork  Initial o .
Scan Scan | &P Scan B Mac  Fsnmp Exchange SEEMClsilon =1 DFS €3 XenCenter

% Script Import i System Groups
B System Assignment

General Inventery @ | Object Permissions O X | Cloud Services Import Other

“aNew ~ Ml Save X Delete| P & Informatia | Roles and Target Objects [ wite | Delete [ Resd [ mset | & [export Y Fiter

@ @ Overview | TITL [ 8 Administration
@ [ Company-a 3 Infras [ Type: Company
2 B Company-8 2 Asset ~ [ Object: Company-A [m] [m] [m] O
3 sies| | EFD -;E Customizing

i @ Type: Company
Orga £ Object: Company-A
=[] 88, Inventory

B Type: Company

Object; Company-A
[+ [] % IT Documentation
LEw
[ Object: Company-A
=[] &, IT Relaticns
i B Type: Company
B Object: Company-A
[ ]88 License Management

: Company

- [ Type: Company
[ Object: Company-A
(=[] ¥, Organization
- B Type: Company
[ Object: Company-A
[ ]88 Permission Analysis
i+ [ Type: Company
B Object: Company-A
=[] #&, User Management

i B Type: Company

Save Cancel

Inventory Documentation License Management |T Security '8 B

Figure 10 — Restricting access to the Company object type (Administration role only)

Docusnap X - Docusnap Web | ©2018 Docusnap — All rights reserved Page 14 of 22
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4.5 Testing the Changes Made in Step One

Perform a new connection test by logging in as the user “Company-B":

)

Docusnap

Authentication

Integrated Windows Authentication O

Figure 11 — Login attempt after access rights editing — Step One

4.5.1 Why Did the Login Attempt Fail?

The adjustments made in Step One have the effect that only users with the Administration role are allowed to
access objects of the Company object class. This means that the users “Company-A" and “Company-B” have
lost all their previous access rights.

Docusnap X - Docusnap Web | ©2018 Docusnap — All rights reserved Page 15 of 22
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4.6 Step Two — Granting Companies Access Rights to their Data

Now, a new role will be created for each user and assigned to the respective Company. Here, no controls will

be assigned to the roles. The roles are only used to define access rights to customer data.

&

Configuration

INVENTORY

CUSTOMIZING

IT ASSETS DIAGRAMS

IT CORRELATIONS

LICENSE MANAGEMENT

& £2 Docusnap User } Management Tools  (© Task Types [ Contract Types & Packages & Export Package !. % Color Scheme
R &, Docusnap Roles .. Number Server [J Comment Types G Financial Record Types | 8 Edit Package "% Import Package 5 &0 Element Properties
esigns ite
B Permission Categories ® Password Types Types
Layout Permissions Tools Additional Information Docusnap Connect Sites | IT Documentation Framework
Docusnap Roles
Role Marme: | Company-A CONTROL DIALOG GROUP SUBGR = CATEGORY VISIBLE
Export Schema  Administration ~ CUSTOMIZING  Extendi B  Organization
German Text: | Company-A Import Schema  Administration  CUSTOMIZING  Extendi B Administration
Manage Objects Administration  CUSTOMIZING  Extendi B Technology - Trainees
English Tt Company-A
Manage Tables ~ Administration ~ CUSTOMIZING  Extendi B  Technology - General
Hew Delete Save Manage Reports  Administration ~ CUSTOMIZING ~ Reporti B  Technology - Infrastruct
Connector Types Administration  DIAGRAMS Genera B  Technology - Technical S...
ROLE NAME
Protocols Administration  DIAGRAMS Genera B  Technology - Bxternal E..
Comment Types  Administration  GEMERAL Additic B Management
Administration
Contract Types  Administration  GEMERAL Additic
Company-A
Financial Recor... Administration  GEMERAL Additic
Company-B
Password Types  Administration  GEMERAL Additic
Customizing
Task Types Administration  GENERAL Additic
Inventory
P EditPackege  Administration  GENERAL Docusr
% IT Documentation
= R Export Package  Administration  GENERAL Docusr
% ITRelations
= Import Package  Administration  GENERAL Docusr
%% License Management
. Packages Administration  GENERAL Docusr
., Organization
. Color Scheme  Administration  GENERAL IT Doct
I, Ppermission Analysis
. Element Proper... Administration  GENERAL IT Doct
2, User Management
P Designs Administration  GENERAL Layout
i View
Docusnap Roles  Administration  GENERAL Permis
Docusnap User  Administration  GENERAL Permis
Permission Cat.. Administration  GENERAL Permis
Site Types Administration  GENERAL Sites
Management T... Administration  GENERAL Tools
Mumber Server  Administration  GENERAL Tools
System Groups  Administration  INVENTORY Other |+
4 3 4 ¥
Figure 12 — Creating the Company-A and Company-B roles
& t M C n of Do )
GENERAL | INVENTORY  CUSTOMIZING  ITASSETS  DIAGRAMS  ITCORRELATIONS  LICENSE MANAGEMENT

& Docusnap User

L

#, Docusnap Roles
Designs

B Permission Categories
Layout Permissions

Docusnap Users
Domain User / Group: | Company-8

Deseription:

o Allows Access to Docusnap Web

B, Number Server

Tools

Access anly for Company-B

Passward for Basic Authentication anly (Optional):

Password:

Password Confirmation:

Dew Delete

Save

Management Tools

(© Task Types

[ Contract Types

[J Comment Types @ Financial Record Types

9 Password Types

Additional Information

& Update Group Members from Active Directory for Decusnap Web

#* Packages & Export Package @ Color Scheme
78 Edit Packsge % Import Package D1 Element Properties
Types
Docusnap Connect Sites | IT Documentation Framework

1%,  Administration

WEBACCESS | DOMAIN USER DESCRIPTION
Yes Company-A Access only for Company-A

Yes Company-E Access only for Company-B |
Yes intern\Administrator Administrator / User Manager

Company-A
CumEani EI

Customizing
Inventory

IT Documentation
IT Relations

License Management

(1%, Organization
(1%, Permission Analysis
1%  UserManagement
% View

Figure 13 — Assigning the respective role to the user
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Now, each company has been granted the required access rights. The Company-A role is granted View
permission to the Company-A object. The rights for the Company-B role are assigned accordingly. Please
note that the rights only refer to a particular object, not to the entire object class!

& |

INVENTORY

L

Initial
Scan

DOCUMENTS ~ SCHEDULING ~ EXTRAS

28 Windows (AD) &8 aFs (D Hp-Ux  Egus 1) Backup Exec
=25 Windows (IP) B3 Linux = Igel A SharePoint []Veeam
GIP Scan Ed Mac  FSNMP [ Exchange  ZEEMCIsilon

& DNS
¥® ADS Synchronization I} DHCP
1 DFs

[ Active Directory (BN vMware
Ll Hyper-v

€39 XenCenter

. 50L Server
S8 Oracle DB

A Azure
) Office 365

o Options
& System Groups

& Docusnap Tools

Network
Scan

¥ Script Import
#5 System Assignment

General Inventory Application Server Metwork Services Virtualizaticn Datalbase Server Cloud Services Import Other

A New + MllSave X Delete| P Data  Editor

Analysis  Additional Information

Infrastru¢ @ | ory User and Groups

Roles and Target Objects
=[] %, Administration

[ Type: Company

“ B Object: Company-B
=[] %, Company-A

v @ Type: Company

Object Permissions [m

Write Delete Read Insert | -

- Object: Conn:an';rﬁ
=[] %2, Company-8
+ B Type: Company
- B Qbject: Company-B
TR Castomizing
bl Type: Company
) Object: Company-B
=[] %, Inventory
[ Type: Company
& Object: Company-B
-] %, IT Documentation

Ne Data

oo
oo
BO
oo

Exchange ices

] Type: Company
“ @ Object: Company-B
£ 8, 17T Relations

5T CONNECTION ESTABLISHMENT | DISCOVERY TIME
10/2018 14:34:12 11/10/2018 14:39:34
10/2018 14:30:20 11/10/2018 14:38:34

- @ Type: Company
B Object: Company-B
[ %, License Management
+ @ Type: Company
# Object: Company-B
=[] %, Organization
s Type: Company
& Object: Company-B
=[] 2, Permissicn Analysis

-

Save Cancel

— D

Inventory Documentation License Management [T Security

Figure 14 — Granting permissions to the new company roles

Docusnap X - Docusnap Web | ©2018 Docusnap — All rights reserved Page 17 of 22
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4.7 Testing the Changes Made in Step Two

Now, user “Company-B" can only access the data of the Company-B object.

&

Docusnap

Authentication

Basic

START

Figure 15 — Successful login after access rights editing — Step two

4.8 Next Steps

If you later create a new user, say “Company-C”, with Basic Authentication, this user will by default have no
permission to access the Docusnap database. Only after you have created a role for this user and set
corresponding rights to an object of the Company type, the new user will be able to access the data. The
permissions granted to the two existing users do not need to be adapted in this case.
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