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1. Introduction
The installation and configuration of Docusnap includes the following points:

e Installation and configuration of the Docusnap Client
e Configuration of the Docusnap X Server Service

You will also need a Microsoft SQL Server instance to run Docusnap.

This HowTo guides you through the entire installation and configuration process of Docusnap X and a
Microsoft SQL Server Express instance.

It also describes how to use a central configuration file. This file contains all necessary Docusnap
configurations and is set up so that every Docusnap user uses this configuration file.

You can also use the configuration file to make Docusnap available via a terminal server, for example.
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1.1 The Architecture of Docusnap X

\/

Docusnap database
Docusnap Server service
Data
Scheduling
Inventory > o [
Documentation
DocusnIp Server Static & dynamic content
Standard port: 9001
Inventory
\ \/  / \
Docusnap Client ~ Docusnap Client Docusnap Discovery ~ Docusnap Discovery Browser

Docusnap Clients

Fig. 1 - Overview of the Docusnap X Architecture

Service Service

Docusnap Discovery Services

Web Browser
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2. Basic Installation of Docusnap

2.1 System Requirements

e Minimum Microsoft Windows 7 SP1 or Windows Server 2008 R2 SP1
o Recommended is Windows 10 / Windows Server 2016

e Recommended min. 4 GB RAM or more

e Recommended at least 2 CPU cores or more

e NET Framework 4.6.1 or higher

2.2 Preparing the Database Server

A database system is required to store the data in Docusnap. As database system the Microsoft SQL Server
Express LocalDB, Microsoft SQL Server Express (from version 2012) or a full Microsoft SQL Server (from version
2012) can be used.

In order to be able to use the full range of functions in Docusnap (including Docusnap Connect V2), a
Microsoft SQL Server Express or a full SQL Server from Version 2012 is required.

Microsoft SQL Server Express LocalDB is recommended for testing purposes only. If this is used, the
Docusnap server service (scheduled execution of tasks), the Docusnap web client and the Docusnap discovery
services (decentralized inventory of remote locations) cannot be used.

If the Microsoft SQL Server Express LocalDB has been used for test purposes, the Docusnap database created
there can be added to a Microsoft SQL Server Express or full Microsoft SQL Server.

For the productive use of Docusnap we recommend the use of the latest Microsoft SQL Server Express version.
This is a free solution which has the following limitations compared to a full Microsoft SQL Server:

e SQL Server Express from 2012 (recommended is always the latest supported version, 2017, 2019)
Support for one processor, but up to four processor cores
Maximum use of 1 GB of memory
* From version 20716 it is 2 GB
Database size maximum 10 GB
No SQL Server Agent (automation, e.g. data backup)
o As of version 2017, full text search is not supported in the Express version.

The Installation and Configuration of SQL Server chapter describes the installation and configuration of
Microsoft SQL Server Express. It is recommended to install and configure it before the Docusnap basic
installation.
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2.3 Basic Installation

@ Docusnap

Open the Docusnap installation file. On the Welcome screen, click Next.

ﬁ Docusnap X Setup =

Welcome to the Docusnap X Setup

The setup will install Docusnap X on your computer. Click
MNext to continue or Cancel to exdt.

Cancel

*

) Docusnap X Setup = 4

SOFTWARE LICENSEAGREEMENT ~

End-User License Agreement

Please read the following license agreement carefully

In consideration for your use of the software and any updates, customizations and/or
enhancements, entiled Docusnap (*Software™) provided by itelio GmbH, Franz-
Larcher-Strake 4, 83088 Kiefersfelden, Germany (“Licensor™), you (*User”) agree to
the following terms and conditions.

If you do not agree to these terms, you may not install the software and you must
return the package to your peoint of purchase immediately for a refund. *Seftware”
shall mean computer programs in Object Code, their documentation in printed form or
as a cemmen used data type and other azsociated written material, the legal owner of
which iz telio GmbH, or which telio GmbH may licenze. w

Cancel

Fig. 2 - Basic Installation - Welcome screen and End-User License Agreement

Read the End-User License Agreement. To continue with the basic installation, you must accept it.

Specify the target directory in which Docusnap is to be installed.

Next, you must specify whether you want to use an existing SQL Server (Express) or create a local database.
As already mentioned, we recommend the use of an existing Microsoft SQL Server (Express).
If a Microsoft SQL LocalDB has already been installed, this step is skipped.

Destination Folder
Where would you lilke Docusnap X to be installed?

Install Docusnap Xto:

C:\Program Files\Docusnap X

Change...

Cancel

i#a Docusnap X Setup X

Select database

Select a source for the Docusnap database:

Assign an already existing Microsoft SQL Server when Docusnap is first launched.

@ Existing Microsoft SQL Server

Requires SQL Server 2008 R.2 (Express) or later. Itis adviced to install the SQL Server
Management Tools in addition.

() Local Database

The 'Microsoft SQL Server Express LocalDB' installation copies a minimal set of files, to
provide a source for the database.

Docusnap Discovery Service, Docusnap Web, Scheduling jobs (Docusnap Server) or
connecting to the LocalDB remotely is not supported!

< Back Cancel

Fig. 3 - Basic Installation - Destination folder and Database
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Activate the option to install the NPCAP driver. This is a prerequisite for an extended IP scan. You can also
install the NPCAP driver manually if necessary, the setup is located at:
%ProgramFiles%\Docusnap X\MS\npcap-oem.exe

i#e Docusnap X Setup >

IP-Scanner [ recommended driver

MNPCAP driver installation

For the best possible operating system detection of the IF scanner, the NPCAP driver is
required.

Install NPCAP

= corc

Fig. 4 - Install NPCAP Driver
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3. Configuring Docusnap

After Docusnap and Microsoft SQL Server have been successfully installed, the basic configurations of
Docusnap and Docusnap Server can be performed.

3.1 Basic configuration of Docusnap

3.1.1 Product Activation

After starting Docusnap, the first step is to activate the product. This can be done either online or offline.

The activation key is delivered by e-mail by a Docusnap sales representative. This key is entered in the
Activation Key field.

& ! Configuration -0 x

Activation

Product Activation

Activation Key:

Ar activation key is required to use all features of Docusnap, You receive the activation key by e-mail, once you have cornpleted the registration process on
https:/ e docusnap. comfen/buyshop,

Ifyou did not receive an email, please contact our Sales Department,

Optional Settings

Participation in the Custormer Experience Improverment Program

€3 Mo active license found. Cancel

Fig. 5 - Basic Configuration - Product activation
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How to activate the Docusnap installation online

After entering the key press the Activate button.

Procedure for offline activation of the Docusnap installation

If the computer with the Docusnap installation does not have an Internet connection or the online activation
fails, you can also activate Docusnap via offline activation.

& ; -0 x

Activation

é Docusnap Offline Activation A X

Activate Docusnap Offline

Step 1: Generate an activation request, This must be done inthe case of a license update again, Generate Activation Request

Step 2 Transfer the created file on a computer with access to the Internet,

Step 3t Upload the created file on the website https:/favn docusnap.com/en/offline-acthation,

Step & You receive a file which you now transfer to the offline computer,

Step 5t Select the file and activate Docusnap,

.k:\Users\aamin\DSwnIoa;ﬂls\DScusnapOﬁIineLicense.m Artivate
Close
€3 Mo active license found. Cancel

Fig. 6 - Basic Configuration - Offline activation
After entering the activation key press the Offline Activation button Save the activation file that will be created.

This activation file will be uploaded to the https://www.docusnap.com/en/offline-activation website. After
successful activation via the website, the license file can be downloaded. This is loaded into Docusnap and the
offline activation is completed.


https://www.docusnap.com/en/offline-activation/
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3.1.2 Feature Selection

After successful activation, the next step is to select the desired functionality of the Docusnap installation.
Depending on this selection, the further assistance steps are released.

e Configure Docusnap Client

o Classic user interface of Docusnap

o Multi-user environment: connection of the Docusnap Client to a central database
e Configure Docusnap Server

o Central component in multi-user environments

o Automation of inventory and documentation tasks

o Connection endpoint for Docusnap Discovery Services

o Provision of information for the Docusnap Web Client

The Docusnap Server can also be set up later.

& ! Configuration - 0o x

Activation Start Options

Installation & Configuration

..' Configure Docusnap Server

o Docusnap Server, ‘web Client and Discovery Service can't be uzed with LocalDE. For these features an SOL Server must be selected.

Start Options

Install Sarmple Database

Docusnap Quickstart (Only the Docusnap Clientis configured)

Mext Cancel

Fig. 7 - Basic Configuration - Feature selection
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3.1.3 Database Connection

The following information requires the Installation and Configuration of the Microsoft SQL Server (Express).

& | Configuration - 0 x
1 2 3 4
Activation Start Options Database Settings Steps 5-7
Microsoft SQL Server Database
[]Use Local Database Authentication |SQL Server-Authentication |Z|
SOL Server: | 192.168.100.145\501.2017 [+| UserMame:  Docusnap |
Database: |Docusnap}( | Passward: |*"*** |
Metascherma updated successfully |_| Cannect Create
Settings
Query Timeout in Seconds: ﬁuﬂ
@ Database opened successfully | ! Back ' Mext | | Cancel

Fig. 8 - Basic Configuration - Database configuration

Information about the SQL server and the database:

e SQL server name or IP address
e server name\instance name or IP address\instance name
e Name of the database

authentication

e Windows authentication: The prerequisite for this is that the logged on user can log on to the
selected database.

e SQL Server Authentication: If user accounts have been created on the SQL Server, this authentication
can be used.

The Docusnap database can only be created using the wizard and the Create button. If you create a new
Docusnap database, you need a privileged user (e.g. dbcreator).

The users need db_owner authorizations for the later operation and thus for the establishment of the
connection to the Docusnap database. To do this, select the Connect button.

Docusnap X — Installing and Configuring | ©2018 Docusnap — All rights reserved Page 12 of 38
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3.1.4 Data Path Settings

In step 4 - Settings - the Docusnap system paths are specified. Documentation, reports and other documents
are stored in these paths by default. You will also find central configurations, adjustments and other settings
there.

Best Practice is the establishment of a UNC path, which will be deposited afterwards. This way you are prepared
to use Docusnap with multiple users.

ATTENTION: If a path is referred to, for example, in a user profile, other users of the application may not
have access to the data stored there. If you want to use the Docusnap Server and several people access the
application, always use the corresponding network shares.

&' Configuration -0 x
3 4 5
Steps 1-2 Database Settings Encryption Steps 6-7
Base
Base Path [\172.313.125\Docusnap | @

|v| Adjust settings individually

Documentation

Docurnentation Path: -\\1';-"2..31.-3..125\D.Ucusnap\D.ocumentati.cln (7]
Attachments

Check-out Path: \\1.?2.3'i .3.'i-?_5\Dcrcu snap\.f_.h eckOut e
Settings

Local Settings: '\-\'.1?2..31.3..125\D0cu5nap\-£.-e.1:.t-ings | @

Team Settings: \\1'.’2.31.3.1ES\Docusnap\Settingsl e

Back Mext Cancel

Fig. 9 - Basic Configuration - File paths
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3.1.5 Encryption

Docusnap offers the possibility to store passwords. To use this password module, a new encryption file must
be created or an existing one selected. Otherwise, this functionality is deactivated in the application. This
encryption file provides an encrypted storage of the passwords within the database.

&' Configuration

Encryption Sarver Start Settings Finish

Encryption File

The Password Module can be used to enter and manage credentials in Docusnap . To enable the rodule, an encryption file needs to be created. The

passwords are saved inencrypted form in the database and only users with the same encryption file can read thern, If no encreption file was created, the
password rmodule is hidden,

Make sure to handle the encryption file carefully because, there is no possibility to replace or restore a lost encryption file.

w) Create New File Select Existing File (1 Disable Encryption

Create Encryption File

Create File: :\\1?2.31.3.1ES\Docusnap\CryptCr\Cr}fpto.dcr . @

Back Cancel

Fig. 10 - Basic Configuration - Creating the encryption file

An encryption file can only be created once per database. There is no way to replace or recover
passwords in case of loss.

For more information on how to use passwords or additional information in general, please refer to the
appropriate HowTo in our Knowledge Base: Add additional information in Docusnap.
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3.2 Configuring Docusnap Server

The Docusnap Server is a Windows service. In order to start the Docusnap and use its functions, the start
information and the connection to the Docusnap database must be stored once.

If the Windows service is running with the Local System account and the database is configured with
Windows authentication, the service cannot be started because it cannot connect to the database. In
this case, SQL Server authentication must be used.

Please also note the notes regarding the necessary authorizations when a user is used to run the service. For
more information, see the help that you call by pressing F1.

Also make sure that the executing user is a local administrator on the Docusnap server.

&

LA

erver Configuration -0 X

Server Start Settings

#| Configure Docusnap Server:

Startup Type: Autamatic *| Language: English -

User: INTERM\Docusnap_lnventaory Password: jutsie

..' Execute Inventory in Quen Process

Remark: To start the inventony in an own process, the local security policies 'Replace a process level token' and 'Log on as a service' are required for the
specified user, For further infarmation, refer o the help manual (F1),

Back Mext Cancel

Fig. 11 - Docusnap Server - Configuring the server service
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3.2.1 Server Database

The Docusnap Server service also requires a connection to the previously created database. Please note again
the authentication at the database for the server service. If the Windows authentication is used, you must pay
attention to who executes the service and authorize accordingly!

& ! Server Configuration -0 x
4 5 6
Steps 1-3 Server Start Settings Server Database Server Mail Settings Steps 7-9
Microsoft SQL Server Database
Authentication 'SQL Server-futhentication -
S0L Server: 192.168.100.145/SQL2017 |= . User Marme: DDCUSr‘Iap
Databaze: Docusnapi Pas sword: .
Settings
Query Tirmeout in Secands: 60"-‘..':
Encryption Module
Encryption: [ Disabled (@) Select Existing File
Encryption File: l\\1'.-'2.31.3.‘|ZS\Docusnap\Cr}rpto\Cr)rpto.dcrI L0
0 Database opened successfully Back Mext Cancel

Fig. 12 - Docusnap Server - Database connection
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3.2.2 Server Settings

The account with which the service is started must have access to the specified paths. You must also make
sure that the paths match those of the client configuration - see Data Path Settings.

& | Server Configuration -0 x
6 7 8 9
Steps 1-5 Server Mail Settings Server APl Server Settings Finish

Documentation

Documentation Path: -\{'i-_a’;?..j‘l.3l.l‘ié5\Dc|cusna;-:i\lD.ocumentaticn @
Settings

Tearn Settings: | \\172.31.3.125\Docusnap!Settings e

Local Settings: | \\172.31.3.125\Docusnap\Settings 1@

! The path for the Tearn Settings will be set for client and server Back Cancel

Fig. 13 - Docusnap Server - Path settings
With a click on Next and then Finish the configuration of Docusnap and the Server Service is completed.
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3.2.2.1 Advanced Docusnap Server Configuration

During the initial configuration of the Docusnap Server service, two configuration steps are skipped - but you
should do these later - Server Mail Settings and Server API.

Open the configuration of the server service via the tab Automation - Docusnap Server:

f -0 x
INVENTORY ~ DOCUMENTS | SCHEDULING | JEXTRAS
% % @\ 8 Schedule Connect Package | -5 Define Notifications
Docusnap || Discovery & Server Configuration - 0 x
Service
Configuration 1 2 3 4 5
aMew - Wl Save X1
B @ Overview Server Start Settings Server Datahase Server Mail Settings Server API Server Settings
B B itelio GmbH
s Configure Docusnap Server:
Startup Type: iAutomatic |Z” Language: iEninsh F”
User: 1\NTERN\Doru;nap_lnventoryi i Password: i i
[«] Execute Inventory in Ohwn Process
Remark: To start the inventory in an own process, the local security policies 'Replace a process level token' and 'Log on as a service' are required for the
specified user. For further information, refer to the help manual {F1).
Debugging
["|Enable Debug Made
SYSTEM NAME
Debug Level: Il-Jg everything Reset Log VPC-KRE
KRE-VPC-TESTO1
VPC-KRE
‘ Mext | | Cancel
‘ | ‘ | I 3
Inventory Documentation License Management [T Security '8 B

Fig. 14 — Docusnap Server — Additional configuration

Docusnap X — Installing and Configuring | ©2018 Docusnap — All rights reserved Page 18 of 38
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Server Mail Settings

Navigate to Step 3 — Server Mail Settings — and define the configuration that applies to you so that Docusnap
can send you reports, documentation or notifications by e-mail:

& | Server Configuration - o x

Steps 1-4 Server Database Server Mail Settings Server API Steps 8-9

[#] Configure Email Settings:

SMTP Settings
SMTP Server: exchange.intern.local IZ”
[ ] Server Requires Authentication []S5L Emcryption ESE|

[ Simple Authentication (for external email providers and special Exchange configurations)

Authentication

User: X Passward: X

Sender

Senden docusnap@itelio.com

Check Settings

Test Address: | docusnap@itelio.com| || Check Settings |
| Back | ! Mext | | Cancel

Fig. 15 - Docusnap Server — Additional configuration — Server mail settings

Docusnap X — Installing and Configuring | ©2018 Docusnap — All rights reserved Page 19 of 38
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Server API

The Server APl is used for communication between Docusnap Server, Docusnap Client and Docusnap
Discovery Services. Furthermore, the Server API with the schema and port to be configured below is also
available for Docusnap Web.

Within step 4 - Server API - you can configure the Server API. Relevant for the configuration is the scheme -
http or https with a certificate created by Docusnap itself or with a certificate from the computer store of the
system.

The port must also be specified. With the command netstat -ano | find "9001" you can check whether the
port on the system is already in operation by another application.

figuration - 0 x

LA
1+]
[ys]
~
Q
=
=

Server API

| Use Discovery Service and Docusnap Web

Scherme: hittp rl https (self-signed cerificate) hitkps (from certificate store)

External Hostnare (optional): Port: a0 = Prosy
hittps: %9001/

Activate HTTP Security Headers

Authentication Scheme (only relevant if user management is enabled)

| Basic Authentication (https is recommended)
| Integrated Yifindows Authentication
anly NTLR
Anonymous Authentication (Sttention: this option grants everyone full access)

Docusnap User Permissions

Dedicated Domain Controller:

Debugging Docusnap Web

Enable Logging

Logging Path: hax, Age:

Back Mext Cancel

Fig. 16 - Docusnap Server — Additional configuration — Server API

Regarding Docusnap Web you will also find the authentication scheme within the Server API. Here you should
enable Basic and Integrated Windows Authentication by default. You can find more information about how to
log in to Docusnap Web in the corresponding HowTo in our Knowledge Base: Docusnap Web — Installing and
Customizing.
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If you have made any changes to the Server API (schema and/or port), you must then adjust the client's Server
API connection. The customization can be done in the General Options - Connections - Server API

Connection.

Options

Help & Support General Options
Specify General Configuration of Docusnap like Database Settings, License, Update, User Language ...

| Management @ | Optians o x
GENERAL SYSTEM PATHS  LICENSING  DATABASE CONNECTIONS

Update Options

|| Check for Updates on Startup

—

Tirmeout: | St}i Secends

Proxy Settings

(8100 nat Use Proxy (1 Use System Settings (7 Set up Manually

Address: | ‘

User | ! Passuord: |

Server APl Connection

[+ Enable Server &Pl Connection

URL: Eht‘tps:ﬁDD:usnapServerAP\:QDOm ‘

— — S —
Transport: EAuto "_\l Timeout: 30)-3-1| Seconds | Test Connection

Fig. 17 - Docusnap Server — Additional configuration — Change Server API connection

Docusnap X — Installing and Configuring | ©2018 Docusnap — All rights reserved Page 21 of 38
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4. Setting up a Central Configuration File

In the previous chapter Configuration Docusnap the necessary steps concerning the configuration of
Docusnap were described.

If you do not want to perform these steps with every Docusnap Client installation and additionally want to
make sure that every user uses the same configurations, you can set up a central configuration file.

The executed client configurations were all stored in a configuration file. This can be found in the following
path of the user who performed the configuration: %Appdata%\Docusnap\Configuration.xml.

Create a new folder within your Docusnap Base Path - e.g. Configuration. Move the Configuration.xml file to
this folder.

Also copy a Docusnap X program link into this folder.

Now these two files have to be linked together. To do this, open the properties of the program link and define
the following parameter in the target:

-UseConfig \\System name\Release name\Configuration\Configuration.xml

Example:

"C:\Program Files\Docusnap X\Docusnap.exe" -UseConfig "\\KRE-VPC-Test0l\Docusnap\Configuration\Configuration.xml"

In addition, you must change the name of the link, otherwise it will be removed and recreated when Docusnap
is updated.

If you have now installed a new Docusnap Client, copy the new shortcut containing the UseConfig parameter
to the desktop of the system and execute it. Docusnap can then be started without a new configuration.

Another purpose of the central configuration file is the installation of Docusnap on a terminal server. Set up
the central configuration file here and add the corresponding program shortcut to the public desktop.
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5. Installation and Configuration of the SQL Server

The following is a description of how to install and configure an SQL Server Express 2017 instance for use with
Docusnap.

5.1 Installing Microsoft SQL Server

You can download the necessary installation files directly from Microsoft:

SQL Server 2017
Express Edition

Select an installation type:

Custom Download Media

5QL Server abermittelt Informationen zum Installationsverauf sowie weitere Nutzungs- und Leistungsdaten an Microsoft, um das Produkt weiter
z n. Weitere Informationen zur Datenverarbeitung und ; hutzkontrollen sowie dazu, wie Sie die Erfassung dieser
informationen nach der Installation deaktivieren, finden Sie hier: Dckumentation

Fig. 18 - Download SQL Express 2017 installation files

Not all steps of the Setup Wizard are explained below. Only the items that need to be adjusted for use with
Docusnap are described. Please leave all other configuration steps at default or adapt them to your needs.



Installing and Configuring Docusnap X | itelio GmbH @ Docus na p@

5.1.1 Installation Center

Please start the installation file of Microsoft SQL Server Express. Select the installation of a new, standalone
SQL Server installation. At the same time you can select Install SQL Server Management Tools as a
precaution and download the installation files for SQL Management Studio - it is recommended to install this.

o oo
= SOL Server Installation Center

Planning Mew S0L Server stand-alone installation or add features to an existing installation
Installati Launch a wi_zard to install SCL Server 2017 in a non-clustered envirenment or to add features to an existing 500
Server 2017 instance,
Maintenance
S == Install SOL Server Reporting Services
ools ==
208l Launch a download page that provides a link to install SOL Server Reporting Services, An internet connection is
Resources required to install 55RS.
Options [ Install SOL Server Management Tools
% Launch a dewnload page that provides a link to install SCOL Server Management Studie, SCL Server cormmand-line
utilities (SQLCMD and BCP), SOL Server PowerShell provider, SOL Server Profiler and Database Tuning Advisor. An
internet connection is required to install these tools,
Eg Install SOL Server Data Tools
Launch a download page that provides a link to install 50L Server Data Tools (S50T). 5507 provides Visual Studio
integration including project system support for Azure 50L Database, the 5QL Server Database Enging, Reporting
Services, Analysis Services and Integration Services, An internet connection is required to install S5DT.
ﬁ Upgrade from a previcus version of SOL Server
Launch a wizard to upgrade a previous version of SQL Server to SOL Server 2017,
Microsoft SQL Server 2017

Fig. 19 - SQL Server Installation - Installation Center
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5.1.2 Instance Configuration

Within the instance configuration, you can either use the default instance name (MSSQLSERVER) or define
your own instance name.

o
= SOL Server

Instance Configuration

Specify the name and instance ID for the instance of S0L Server, Instance ID becomes part of the installation path.

Global Rules () Default instance
Microsoft Update
Product Updates
Install Setup Files

(®) Mamed instance: |D0cu snap |

Install Rules

Instance ID: [pocushap| |
Installation Type
License Terms
Feature Selection SOL Server directory:  C:\Program Files\Micresoft SOL Server\MSSQL14.DCCUSNAP

Feature Rules ©
Installed instances:

Instance Configuration
Server Configuration Instance Name Instance ID Features Edition Version
Database Engine Configuration MSSCLSERVER MS50L14.MSSOLSERVER | 50LEngine 50LEngine\Re... | Express 14.0.1000.169
Sy e e <Shared Components> Conn, BC, SDK 14.0.1000.169
Consent to install Python
Feature Configuration Rules
Installation Progress
Complete

< Back I Mext > 1T Cancel

Fig. 20 - SQL Server Installation - Instance Configuration - Choose Instance Name

Docusnap X — Installing and Configuring | ©2018 Docusnap — All rights reserved Page 25 of 38
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5.1.3 Database Module Configuration

Please select the mixed mode authentication mode and assign a password for the SQL Server system
administrator account (SA).

% SOL Server 2017 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDE settings.

Global Rules Server Configuration  Data Directories  TempDB  User Instances  FILESTREAM
Microsoft Update

Product Updates Specify the authentication mode and administrators for the Database Engine.

Install Setup Files Authentication Mode

Install Rules (O) Windows authentication mode

Installation Type
(® Mixed Mode (SQL Server authentication and Windows authentication)

License Terms

Feature Selection Specify the password for the SQL Server system administrator (sa) account,

Feature Rules Enter password: |""'“ |

Instance Configuration
Confirm password: |""0" |

Server Configuration

Database Engine Configuration Specify SOL Server administrators
Ci t to install Mi ftR ...

RN ?n SRt | 5 L = ) SOL Server administrators have
Consent to install Python unrestricted access to the Database
Feature Configuration Rules Engine.

Installation Progress
Complete
Add Current User | Add... Remowve
< Back | Mext > [ Cancel

Fig. 21 - SQL Server Installation — Database Engine Configuration — Active SA User

Don't forget to take care of a data backup for the Docusnap database. Either via the SQL server itself
or via backup software in the company.
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5.2 Configuring SQL Server 2016 Express

5.2.1 SQL Server Network Configuration

SQL Express instances are not configured for remote access by default. However, if you are running a
Docusnap client outside the Docusnap server, it requires remote access to the database. To do this, start the

SQL Server Configuration Manager.
Navigate as follows:

e SQL Server Network Configuration - Protocols for "INSTANCE NAME”
Enable TCP/IP.

File Action Veew Help
B IF-1R==10 7

-ﬁﬁ-sa\-u Cnrrfigurutlnn Mamger {Local) Protocol Mame Status
£l SOL Server Serces _ _ %~ Shared Memory  Enabied
] SO Server Network Configuration (32bit)
guration ; ;
Marned P Disabled
s B Ot Native Client 11.0 Configuration (32bit) En:::ﬂ s D:“hl o
v J SOL Server Network Configuration =
@~ Protocols for SQLEXPRESS
- Protocols for DOCUSNAR TCP/IP Properties T X
» B SO Mative Client 11.0 Configuration
Protocod | 1o Addresses
B General
Enabied Yes =l
Keep Alive 30000
Listen AN Vet

Enable or disable TORAP protocal for this senner instance

o o [ |

Fig. 22 - SQL Server Express Configuration - SQL Server Network Configuration
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5.2.2 Starting the SQL Browser Service

This step is necessary for the listing of the SQL Server in the Docusnap configuration and for the negotiation
of the communication port. Please set the start mode of the service to Automatic and then start the SQL
Server Browser service.

[ - '

| Fli Adiea  View Hep

(4| |[H = H®EDE

383 5L Server Canfiguration hamager (Lol |

. Site  Ster Mode Log On As Procen D
Egmmm{m¢m IS0k Sarver (POCUSHAR) i B plc NT Served MESOL.. 144
, 8B 500 ative Client 1.0 Canfigunation (520i) I, Server (RCLEOPRESS) Petang Eigraatic T ServiselMSSOL. 3200
\rlﬂimﬂmmttm mmmaumummuwmmmrw Manual NT Serdcd MESOL..  TBi
n_pmmmgs RS04 Server Launchpad {DOTUSHAR) Rusming  Autermatic NT SericMSSCL_. TBE
Bl Protsests for DOCUSHAR [Bysat Server Reperting Sendces [DOCUSHAR) Futsing  Autematic NT Servic\Reports. 3250
5 Bb SO0 Mathe Clabett 11,0 Configuration (BB S0 Server et DOCIANAR) Stopped  Othes (Boot, System, Dissbled or Uninown]  NT AUTHOBITYNE. 1§
[ESi50L Server Agent (SOUEXPRESS) Stoppad  Cther (Boot, Syatern, Duabled o Unkngwn]  NT AUTHORITAME. ©
ARVSOL Server Browser Fusseng  Auborraitic NT AUTHORITYLD.. 2212
SO St Agent [DOCLSMAR] Propertos 7 .
Legon Sendes  Advanced
B Gemesat
Ty Fath CFTogren Paer Microran S04 54
Linde L onthed i
Lk Cdet (i)
1]
S0 Ageni
Rigbamatic =]
Stste Snnped
£ 1

| Smt et
| Thi clart mae of b tervice.

Cor ] cmat || wow || we

Fig. 23 - SQL Server Express Configuration - SQL Server Browser Service
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5.2.3 Database Users and Permissions

The Docusnap database itself is not created via SQL Management Studio, but automatically during
the initial configuration of Docusnap. Please note that it is only possible to assign user rights to the
database after it has been created.

The users who connect to the Docusnap database must have db_owner permissions.

In the following example, the SQL Server Management Studio first creates an SQL user Docusnap and then
assigns it membership in the db_owner role for the Docusnap database.

Lg; Microsoft SOL Server Management Studio Quick Launch (Ctrl+ Q) P - B x
File Edit View Debug Tools Window Help

all - = "

| 8- it e ‘ & NewQuery |8 5 & 2 & ‘ H | - - | 2| ‘ Generic Debugger - M

Object Explorer > 1x
Connect~ ¥ *¥ ¢

B Login Properties - Docusnap e O X

2] 20t e LT Serist ~ @ Help

= i@ 192.168.102.5 (SOL Server 14.0,1000 - SA) F General
= Databases =
= System Databases Users mapped to this login: -
AR i Ginads bl Defautt Schema
&3] Database Snapshots S
# i@ DocusnapX DocusnapX Docusnap
=] Security ™= TIraerer
=] Logins mode!
msdh

m #£MS_PolicyEventProcessingLoging#
it lalica T sq|ExecutionLoging#
ma 191 Sevice\MSSOLSERVER

s NT SERVICE\SOLTELEMETRY

s NT SERVICENSOLWriter

s NT SERVICE\Winmgmt

s NT-AUTORITAT\SYSTEM

- s2

2+ VORDEFINIERT\Benutzer

s VPC-PRODO1\ocaladmin

ood

tempdb

‘Connection

Server.

2] Server Roles 192.168.1025 Database role membership for: DocusnapX
3] Credentials Connection: [] db_sccessadmin

_: ~
2] Audits SA

[[] db_backupoperator
[] db_datareader

[] db_datawriter

[] db_ddiadmin

[] db_denydatareader

Wy View connection properties

=]

Server Audit Specifications
Server Objects
Replication
PolyBase
1 Management
@ [#] XEvent Profiler

]

B

B

B
[

5

public
il

role_docusnap_executeable w

Fi

. 24 - SQL Server Express Configuration - Database permissions
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To use SQL Server authentication, SQL Server and Windows authentication mode must be enabled
for mixed authentication.

When using Windows authentication mode only, all accessing users or groups must be authorized for access
in SQL Server Management Studio. This applies in particular to the service account used for the Docusnap
Server Service.

L‘); Microsoft SOL Server Management Studio Quick Launch [Ctrl+ Q) Pl B b4

File Edit View Debug Tools Window Help

1 al - ey "
T | 8- v S o | J2 New Query B [ 2 2 & | | v x ‘ B | Generic Debugger ~ 7=

Object Explorer > 1 x o O
L B i (VIS Os @ el
Bt~
= @ 192.168.102.5 (SOL Server 14.0,1000 - SA) I | 2 =

2] Systemn Databases
] Database Snapshots
# @ DocusnapX
= Security
= Logins
e FEMS_PolicyEventProcessinglogind®

Server authentication

() Windows Authentication mode

# Database Settings
% Advanced (® 5QL Server and Windows Authentication mode
# Pemissions

Login suditing —
e #EMS_PolicyTsglExecutionLoging2
m Docusnap O None
s NT Service\MSSCLSERVER (®) Failed loging only
-
m NT SERVICE\SCLTELEMETRY { T Bilccrsthi logrs ocly
s NT SERVICE\SQLWriter . )
.-. NT SERVICE\Winmgrmt () Both failed and successful loging
= %
E NT-AUTORITAT\SYSTEM Server proxy accourt

M 58
8 VORDEFINIERT\Benutzer
m VPC-PRODOT\ocaladmin
Server Roles

c : [] Enable server proxy account

Server 2
192.168.102.5 T

=]

Credentials

Audits

Server Audit Specifications
Server Objects
Replication

]

Connection:

SA

Options -

B

=

4% View connection properties

1

=

[] Enable C2 audi tracing
[] Cross database ownership chaining

=]

]

PolyBase

[

Management
] XEvent Profiler

1

®

Fig. 25 - SQL Server Express Configuration - Database authentication
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5.2.4 Enabling SQL Server in the Windows Firewall

In order to allow access to the SQL Server and the Docusnap database via the network, you need to configure
corresponding Firewall rules for the SQL Server and the SQL Browser services while the Firewall is enabled.

To create these Firewall rules, go to Control Panel — Windows Firewall — Allow an app or feature through
Windows Firewall.

W Windows Frewall - o x
= = = 4 @« Systemand Security » Windows Firewall v Search Contral Panel

i s Help protect your PC with Windows Firewall

‘Windogws Firewall can help prevent hackers or malicious software from geining access to your PC
Allow an app or festure through the Internet o & network.

threugh Windows Firewall

& Change natification settings . 0 Private networks Connected (=
o Turn Windows Firewall on or )
off Networks at heme or work where you bnow and trust the people and devices on the network
W Restore defauks Windows Firewall states On
@ Advanced ® Incoming connections: Block all connecticns to apps that are not on
Traubleshaat ry network the hist of sllowed apps
Ative private networks: & docusnapintem
Netification state Motify me when Windows Firewall blocks & new
See also oy
Security and Maintenance i ™
= - . 9 Guest or public networks Mot connected |~
Metwork and Sharing Center

Fig. 26 - SQL Server Express Configuration - Configuring the Windows Firewall
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2 i
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5]
o
[ |
a
(|

ORBOO0OOE
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Fig. 27 - SQL Server Express Configuration - Allow another app
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Navigate to the following path:
C:\Program Files\Microsoft SQL Server\MSSQL14.DOCUSNAP\MSSQL\Binn

and select the sqlservr.exe.

The path may be different here - MSSQL14.DOCUSNAP - Docusnap is in this case the name of the SQL
instance and 14 is the version number of the SQL Server.

w

= = 4 i o Windeas Fueasll + Allewed spps w Samich Controd Panel B
Allow apps to Add an app x
T add, change, o

Sﬁ:thmmmmm.uﬁtﬂln—uuﬁﬂwﬂumt "
What e the sk E506d, ared B click DR bklnl;f'\.dhﬂg'i

Mlgwedapprwe 9P
Emmmmm-&qm

Mamme e Pubhe
[ @ Moo m
f O
B @ Micnesof O
B @ {Mcrcaoh O
B @) =
B4 30 Busider =
B diltdenym Floud ]
B &ipp-Verbing =
C@ranchCech — = 3 [m]
DlemanchCach Pothi | Corogram Fies Mausoft 5q Server MG5G| O
C] BranchCach i e e m]
O EranchCach  «=
Fend can chogme which nebwork ypes 52 add B aop 5.
| Farmdn
e bwork types.... Aackd Canced
oK Cancel

Fig. 28 - SQL Server Express Configuration - Adding the SQL Server exe

Repeat the process for the sqglbrowser.exe found in the following path is:

C:\Program Files (x86)\Microsoft SQL Server\90\Shared
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Fig. 29 - SQL Server Express Configuration - Windows Firewall - Enabled SQL apps
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5.3 Optional Step: Updating your LocalDB to SQL Server (Express)

After the installation of Microsoft SQL Server Express or a fully-featured Microsoft SQL Server with
Management Tools, you can add your local DB to it.

The local database (*.mdf and *Idf files) is located in the user directory of the user who installed the local
database and Docusnap.

Copy both files to the SQL Server. Attaching the database works as follows:

Open Microsoft SQL Server Management Studio and log on as a user with sysadmin permissions (SA or
similar).

Right-click Databases - Attach.

Fla Edt Virw Oebug Tosh Window Help
F1- -5 el | Mew iy OB | 4 ]9 - L) ] v 2 J23:

P
Chec o - o X

Commed = M m T2 il B T 500t = [0 e

= L VRCRET ALL-XUBOCUSHAR (SO0 Server 13001801 « YR INSTALL & A Garard
31 [ wystem Databases (Cmabases by atach

J Dotunrap HDF R Locaton Dt sbinss Hara Mach ba ¢
4 [ Datsbuse Dasgrams
i ) Tebles
# 0 Views
3 Ll Smemyms
3 [ Progremmatikty
il [ Service Broker
4 [ Saorsge
o Seecuirity
= [ Usems
B ko . ?
B et Add Fisrszi
I; INFORMATION SCHEMA
8 servenap Chtaare detady
T Onginal Fie Mame i Typa Ciaent Fie Path Feprsge
B, webcien Conmrchion

& Docwrup fr—

41 L3 Redes WPCANSTALL O DOCUSKAR

il (S Schema Cormacton

41 [ Asyeremetne Keys NPLANSTALLXODEX,

il [ Comificates B v ormechon propsey

41 3 Syrmmetnic Keys
il | ReponServeriDOCUISNAR Progrea [~
3 | RepotServeriDOCUSHAR TemplB
o Bty

= [ Logims
& 2= PelicyEventPrecisinglognes

R T I, T S

Fig. 30 - Updating the LocalDB to SQL Server

Now, click Add to add the file location and select the *.mdf file.

The Attach Databases panel shows information related to the database. Here, you can e.g. change the
database name in the Attach as section.
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Fig. 31 - Updating LocalDB to SQL Server - Selecting and attaching the LocalDB
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5.4 Optional Step: Deployment of the DocusnapDemo database on a SQL server

With every installation of Docusnap an SQL-Backup file is supplied, which is already filled with data (inventories,
concepts, ...) from a test infrastructure.

This infrastructure can give you an insight into what information Docusnap reads in and how it can be
processed.

The Docusnap.bak file is located at %ProgramFiles%\Docusnap X\Templates\ and can be restored using
Microsoft SQL_ Management Studio:

After you have connected to the SQL server, you can restore the database with a right click and select the
backup file in the window that opens by selecting "Medium". Confirm this window with OK to restore the
database.

‘_3; Microsaft SQL Server Management Studio Quick Launch (Ctrl+0) P - O x
File Edit View Project Tools Window Help
B ot ] BNevauey B S 8P |9« ¢ | 8| & cene S mesE-,
i | Execute | i | i | | | =
Object Explorer = & x| 7 Datenbank wiederherstellen - DocusnapDemo == m} X
Connect~ ¥ ¥ [ @Ready
B VPO D1\SQLEXPRESS (SOL Server 14.0.2027 - § ¢y o o Seript @ Hel
= Databases £ G P! B
5] ystem Databases K Files
3] Database Snapshots J Options ERiis=
@ il DocusnapDemo () Database:
3] Security @ : |
Device: A 5
o Server Objects C:\Program Fles\Docusnap X\Templates‘Docusnap bak -
2] Replication Diatabase: DocusnapDemo 2
- Polybase Destination
3] Management
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Restore plan

Backup sets to restore:
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Connection
¢ CSP-VPC-TESTD1\SQLEXPRES
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< >

@ Done
Verfy Backup Media
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Fig. 32 — Restoring DocusnapDemo
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