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1. INTRODUCTION

For the inventory of Linux systems with Docusnap the root user was needed in the past. Since the July 2019
version of Docusnap, it is possible to carry out the inventory using the sudo command. The command grants
a user the right to execute selected processes and commands with the privileges of a higher privileged user.

Furthermore there are changes in the use of RSA keys for the Linux inventory. Currently (since July 2019) several
RSA keys can be stored in Docusnap and used for the Linux inventory. Existing RSA keys are migrated and
can still be used - see Figure 1!

Both alternatives for authentication on the Linux systems to be inventoried are helpful if the root user is not
available or access via root user via SSH is blocked. Furthermore you can use the script-based inventory for
Linux systems - HowTo.

This HowTo describes the use of one or more RSA keys and the necessary configuration to use a sudo user.


https://media.docusnap.com/media/doc/howto/DocusnapX_DocusnapScriptLinux_EN.pdf
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2. RSA KEY IN DOCUSNAP

2.1 CREATE AND USE RSA KEYS IN DOCUSNAP
Docusnap offers you the possibility to create or import RSA keys, in OpenSSH format, for the Linux inventory.

RSA keys can be created and managed in Docusnap administration. Navigate to the Docusnap -
Management - Inventory - RSA Key.

Click the New button to create an RSA key. Enter a name for this and choose New. The key pair is encrypted
using the RSA method. The key used is then encrypted again and stored in the database. A passphrase is not
Created.

If you want to increase security and additionally store a passphrase, you can create the RSA key with a third-
party product (e.g. PUTTY Key Gen).

When creation is complete, you can preview the key - this is useful for better identification when using different
RSA keys.

Now select Save and the RSA key has been successfully created.

You can repeat the above steps as often as you like, for example to create RSA keys for the different clients in
your Docusnap environment and then use them.

With the button Export PublicKey you can export the public key and store it on the Linux systems - see chapter
2.3.

@& | Docusnap Management (Configuration, Management and Customization of Docusnap)
GEMERAL INVENTORY | CUSTOMIZING ITASSETS ~ DIAGRAMS T CORRELATIONS LICENSE MANAGEMENT
& Software Search [T Active Directory &2 SNMP MIBs  EF Edit Switch | =@ RSAKey W Wizard Configuration
&% Server Roles o) Assignment Criteria &7 SNMP Types T MAC Filter %% System Groups

I Additional Tools

Windows SMMP Linux Cther
RSA Key

Mame: RS54 Schldssel 3
Key Preview: ssh-rsa AAAABIMNzaCly. WVWTtPDELG== docusnap| [ ey Import Export Publickey

Mew Delete Save

MNAME RSA KEY PREVIEW

= Migrated RSA Key *
™ RSA Schlissel 1 ssh-rsa AAAAB3MzaCly...oxRpAf+W(== docusnap
™ RSA Schldssel 2 ssh-rsa AAAABINzaC1y...0r/B42m30== docusnap
™ RSA Schlissel 3 ssh-rsa AAAAB3MNzaCly..VWTtPOSLO== docusnap

Fig. 1 - Navigation Docusnap Management - RSA Key
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2.2 IMPORT OF AN EXISTING RSA KEY
An existing RSA key can be imported to Docusnap as follows.
Navigate to the Docusnap - Management - Inventory - RSA Key and select the New button.

In the next step, assign a Name to the key and select the Import button - select your existing RSA key.

& | Do

snap Management (Configuration, Management and Customization of Docusnap)

GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICENSE MANAGEMENT

anagement
&> Software Search [0 Active Directory ESNMP MIBs E# Edit Switch | w0 RSA Key W Wizard Configuration
% Server Roles v Assignment Criteria ,B SNMP Types ¥ MAC Filter &% System Groups
5] Additional Tools
Windows SMMP Linux Other
R5A Key
Marme: |RSA Key Import
Key Preview: | | | T e | | Impaort | | Export Publickey |
&
« « 4 Il » Dieser PC » Desktop v D "Desktop” durchsuchen o
——  Organisieren + Meuer Ordner = ~ [N o
g
g
3t Schnellzugriff
g
g @ OneDrive
‘4 ! Dieser PC I
Docusnap-RSA
L‘ Metzwerk
Dateiname: | Docusnap-RSA v| [Rsay v
| Offnen | | Abbrechen |

Fig. 2 - Importing RSA Keys

If a passphrase is used for the key, you will be asked for it. The key is then stored in Docusnap.

& | Password Entry X

Password: |“*“'“1 |

(8] || Cancel |

Fig. 3 - Entering a Passphrase

With the button Export PublicKey you can export the public key and store it on the Linux systems - see chapter
2.3.
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2.3 DEPOSIT RSA KEY ON LINUX SYSTEM

The described steps might differ between the Linux distributions. Please inform yourself in advance in
which directory and which file the public key for your distribution is to be entered. The following
application example is performed on a Ubuntu system (16.04.2 64-bit).

In this HowTo the software WInSCP is used, so that the public key is deposited on the Linux system.

Open WinSCP and establish the connection to the Linux system.

If the server is not yet known to the client, a security message is displayed. Click Yes to add the host key to the
list of trusted machines.

By Login — bt

G Mew Site Session
File pratocol:
SFTP e

Host name: Port number:
|172.31.251.47 || 2

-

User name: Password:

|r|.':|::|t | |lllllll| |

Save - Advanced... |“'

Tools hd Manage hd e Lngirl\> I‘F Close Help

Fig. 4 - Establishing a WinSCP Connection
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Step 1
After login, WIinSCP changes to the home directory of the logged in user. If this is not the user you connect

to via SSH in the future, change to the corresponding home directory.

Step 2
If hidden files and folders are not displayed, please click on the label that shows the number of hidden files.
& root - roct®172.31.251.47 - WinSCP — O =
Local Mark Files Commands Session Optiens Remote Help
m % @ Synchronize | Bl @ @ {g} @Queue A Transfer Settings Default < @ <
& root@172.31.25147 E" Mew Session
., C: System -E2F e HRE®& % root -2/ & 50 2| B FindFiles |5y
£ [m & [w
C:hFiles o Jroot
Name - Size Type Changed : Size Changed Rights
B o Parent directory 2012.2017 0%:14:02 : 22.05.2017 10:50:17 PWHT -3
03.05.2010 16:04:57 PWHT -3
Desktop 22.11.2007 17:04:09 PWHT-XT-X
Documents 22.05.2017 10:44:56 PWH------
inst-sys 22,05.2017 10:18:05 PWHT-X-X
£ > < >
OBof0Bin0of0 O0Bof0BinDof4 eﬂhidden
& SFTP-2 0:01:20
Fig. 5 - Connection to the Target System Established
Change to the directory .ssh and edit the file authorized_keys there.
B ssh - root@172.31.251.40_Ubuntu - WinSCP - O x
Local Mark Files Commands Session Options Remote Help
[ &2 3 synchronize Bl & [ - S Queue ~ Transfer Settings Default - @ -
[ root@172.31.25140 Ubuntu ' New Session
. D: DOCUSNAP CEE e EERE ssh -EE - & M & O FindFiles | T
- | B New - Ef@d Download - | [ Edit ~ 3§ =4 Properties | [ New ~ =
D:\053-DocusnaphLocalSettings\RSAY froot/.ssh/
MName . Size Type Changed MName Size Changed Rights Owner
. Parent directory 02.01.2018 14:51:22 LR 28.11.2017 11:16:44 PWX------ root
D OpenS5HKey 1KB File 02.01.2018 14:51:22 D authorized_keys 2KB  02.01.2018 15:03:51 W-r--1-- root
- O *

D’ /root/ .ssh/authorized_keys - root@172.31.251.40 Ubuntu - Editer - WinSCP

(= % @ a9 ﬁ QE =]  Enceding ~ [] Color~ {r} o
ssh-rsa AAAAB3NzaClyc2EAAAABIQAAAQEAitHezxIwSPhFnbaaD8h7EgGt3f/WOz087ZQdeHWUAGSBohTiuK20ECq1zil9xNr2+9bg3IPpVHEYE1c3zSrbER7SEEY2fFrSQit

£

Line: 2/1 Encoding: 1232 (ANSI - Lz Moedified

Fig. 6 - Editing the authorized_keys File
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To store the previously created RSA key, an export of the PublicKey from Docusnap is required. Open the
Docusnap - Management - Inventory - RSA Key and select the button Export PublicKey. Save the file. Open
the file with a text editor and copy the PublicKey to the clipboard.

Switch back to WIinSCP and insert the PublicKey in a new line. Save the file.

By <<h - root@172.31.251.40_Ubuntu - WinSCP — [} ®
Local Mark Files Commands Session Options Remote Help
+H % @ Synchronize | [l @ = {3} @ Queue ~ Transfer Settings Default & EE =
[ ro0t@172.31.251.40_Ubuntu [ New Session
o D: DOCUSNAP CEE e o2 ssh - - - A 2 | D, Find Files |

3 ﬂ New - @ Download - D’ Edit ~ 3¢ é Properties ﬂ MNew ~ =
D:\05-DocusnapLocalSettings\RSAY froot/ sshf
Mame - Size  Type Changed Mame Size Changed Rights Owner
e Parent directory 02.01.2018 14:51:22 e 20.11.2017 11:16:44 W-----= root
D OpenS5HKey 1KB File 02.01.2018 14:51:22 D authorized keys 2KB 02.01.2018 13:22:49 W---r-- root
[ /root/.ssh/authorized_keys - root@172.31.251.40_Ubuntu - Editor - WinSCP - O *

@ %* b SEIN- N o ﬂéc (=] Encoding'DColor'{%} 0

ssh-rsa AAAAB3NzaClyc2EAAAABIQAAAQEAitHezxIw5PhFn6aaDBh7EgGt3f /WBz07ZQdeHWUAGSBohTiuK20ECqlzill9xNr2+9bg3IPpVHBYB1lc3zSrbEB7SEEY2FfrSQil
sh-rsa AAAAB3INzaClyc2EAAAADAQABAAACAQCAQIWCFmzIAMSAhOBCcSbhP /g+nentbrtl1SNzilXDpz2242+5qtnauDgQRFPzB+HTmt+]gXRvA 7XxphBXLAFUId+e0iAOTPY

£ >
Line: 2/2 Column: 735 Encoding: 1252 (ANSI - La

Fig. 7 - Store RSA Key

The PublicKey is now stored on the target system. The inventory can now be carried out. You only need to
specify the user name in the wizard.
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2.4 USING THE RSA KEY FOR THE INVENTORY

After the public key has been deposited on the Linux systems, the inventory can be carried out with it. Open
the Linux Inventory Wizard. In step 3 you have the choice of which authentication you want to use.

You can select RSA keys for entire IP ranges and also for individual systems. The preselection from the IP
ranges can be overwritten for individual systems.

If you do not use an RSA key, a password must be deposited. However, you can also use both authentication
options - RSA key and password. Both variants are checked, the first one that is successful in the registration
is used.

Inventory g x
3
Linux Systems
#| Inventory Linux Systems
Advanced -
Add IP Range
IPfrom:  |972,31,251.40 x| Pt 172.31.251 49 x s IP FROM IPTO
c@ 172.31.251.40 172.31.251.49
User: docusnap Passward: X
Port: Prl= Use Sudo REA Keys tigrated R34 Key -
Mewy| M0 entry =
—{Migrated RSA Key
REA Key 1 Start Search Load List
RS0 Key 2
Systems RSA Key 3
Host Mame:  |DSLX10 ar 1P 172.31.251 .40 X HOST NAME IP ADDRESS -
B Dpswxio 172.31.251.40
User: docusnap Passward: X i‘\ DL 172.31.251.41
Part: 221 Use Suda REA Keyt Migrated REA Key - iﬁ DsLx12 172.31.251.42
B DsLxi3 172.31.251.43
Hews Save Delete
i{‘g dsbeld.dsradocal  172.31.251.44
[ ﬁq nelLyYis 172 21 351 45 -
Back Hext Cancel

Fig. 8 - Selection of the RSA Key
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2.5 USE MIGRATED RSA KEYS FOR INVENTORY PURPOSES

If you have already used an RSA key in versions prior to July 2019, it was migrated automatically. The migrated
key is also automatically used for scheduled Linux inventories - so you don't have to make any adjustments!

o Docusnap Management (Configuration, Management and Customization of Docusnap)

- 08 X
Clese Management GEMERAL INVENTCRY CUSTOMIZING IT ASSETS DIAGRAMS  IT CORRELATIONS LICENSE MANAGEMENT
& Software Search 7] Active Directory ESNMP MIBs E# Edit Switch w0 RSAKey MW Wizard Configuration
% Server Roles E‘? Assignment Criteria ,E SMMP Types T MAC Filter T System Groups

[ Additional Tools

Windows SNMP Linux Other
RSA Key
Marne: Migrated RSA Key
key Preview: |© T Irnport Export Publickey
MNewe Delete Sawve
NAME RSA KEY PREVIEW
im0 Migrated RSA Key *

Fig. 9 - Migrated RSA Key
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3. USE OF A SUDO USER

3.1 PERFORM SUDO CONFIGURATION

Before you can perform the Linux inventory with a user and the sudo command, you must perform a sudo
configuration on the Linux systems - this is described below.

For the configuration you can use the Docusnap program directory - default path C:\Program Files\Docusnap
X\Tools\scripts. In this script you will find all commands to which the sudo user is authorized.

Copy the script to the Linux system. In this HowTo the software WinSCP was used.

% scripts - root@®172.31.251.40 - WinSCP

Local Mark Files Commands Session OptionsHeIp
bl &= 3 Synchronize Bl & [ & [ Queue - Transfer Settings Default -
= root@172.31.25140 [ New Session
i C: SYSTEM = 4= - m & root = Y & [, FindFiles |2,
@ Upload » [ Edit = 3 é Properties | [ New =] |§ Download + | [’ Edit = |;_:‘ Properties | [ New =
C:\Program Files\Docusnap X\Tools\scripts), froot/
Name h Size  Type Changed Name - Size  Changed Rights Owner,
(] o Parent directory 02.07.2019 07:53:07 e o 30.06.2019 06:42:15 TWXT-X-X root
D;gen;udo.sh} 2KB  SH-Datei 04.07.2019 09:02:38 local 29 TWXF-Xr-X root
|8 0363.key.creation.ps1 8KB Windows PowerS...  28.03.2019 16:07:38 .gnupg W------ root
.cache TWx------ root
D gensudo.sh 2KB TWHT-XF-X root
D .profile 1KB W-r--r-- root
D .bashre 4KB TW-r--F-- root
D .bash_history 2KB 04, TW------- root
< || < >
1,68KB of 9,24 KB in 1of 2 1,68KBof 644 KBin10of7
&  sFe-3 0:01:31

Fig. 10 - Copying the Script
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Then connect e.g. with Putty to the console of the Linux system, edit the script to make it executable. Run it
afterwards.

chmod +x Gensudo.sh

./gensudo.sh

# root@DSLX10: ~

Fig. 11 - Making a Script Executable and Executing it

Copy the output and paste it into a text editor.

At the beginning of the output you have to change the following: Change YourUserName with the name of
the sudo user. After completion of the configuration, the specified user has the permissions to execute the
specified commands as root.

yourusername ALL = NOPASSWD: /usr/bin/openssl, /bin/grep, /bin/egrep, /usr/bin/awk, /bin/sed,
Jusr/bin/we,  /usr/bin/dpkg-query,  /usr/bin/whoami, /usr/bin/du, /bin/df, /sbin/ip, /bin/ps, /bin/cat,
Jusr/bin/lspci,  /usr/bin/sort,  /bin/mount,  /usr/bin/find,  /usr/bin/bin/head, /usr/bin/lsof,  /usr/bin/tall,
Jusr/bin/tr,  /usr/bin/lsusb,  /usr/sbin/dmidecode, /usr/bin/Ishw, /usr/bin/iconv, /bin/date, /usr/bin/rev,
/usr/bin/cut, /bin/systemctl, /usr/bin/xrandr

Please note that the previous version of the script was as of 07/04/2019. Changes could have taken place
in the meantime.

Copy the custom output and switch back to Putty. Type visudo in Putty and go to the end of the file and paste
the clipboard (right mouse button).
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2 root@DSLXIE: ~

/usr/bin/openssl, /bin/ /binfegrep, /usr/bin/awk, /bin/se /usr/bin/wc, fusr/bin/dpkg, /fusr/bin/dpkg-query, /

Where Is

Replace

Fig. 12 - Inserted Script with Custom Username

Exit (Ctrl + X) and save (Y) the file with the existing filename (Enter).

You can use the cat /etc/sudoers command to check whether the changes have been applied.

# root@DSLX10: ~

ers
This file MUST be edited with the 'wvisudo' command as root.

1g local content in fetc/sudoers.d/ instead of

his file.

details on how to write a sudoers

_badpass
secure_path="/usr/

B e e ke e e e ke e H

specification

admin in root privileges

ALL

¥ command

for more information on "#include™ directives:

ners.d

= NOPASSWD:

Fig. 13 - Reviewing the Change
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3.2 ACTIVATE SUDO FOR INVENTORY

The inventory via the sudo user can then be activated in the Linux inventory wizard. Enter an IP address range,
the user, his password and activate the option Use Sudo.

Inventory o x

Company Selection Domain Selection Linux Systems Summary Scheduling

Inventory Linux Systems

Add IP Range

P from: 172.31.351.40 [x]| tPto: 172.31.251 41 E3 | 1P FROM IP TO

C@ 172.31.251.40 172.31.251.41
User: docusnapsudo Passward: |""""""""""r |
Part: mﬂ B8, ey |<no ehtrys IZ||

| et | | Save | | Clear |
Systems
Host Mame: | DSLX10 Cor 1P 172.31.251 40 [x] [ HOST MAME | IP ADDRESS |

B psuxio 172.31.251.40

User: |docusnapsudo | Password: |*”” | iﬁ DSLXT1 172.31.251.41
Part: | QQEI Use Sudo RS, Keys |<n0 entrys IZ||

| Mew | | Save | | Dielete |

| Back | | Mext | | Cancel

Fig. 14 - Activating sudo
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