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 Purpose of this Document 

By default, every Docusnap user has unlimited access to the full functionality of the application. 

The User Management feature in Docusnap, however, allows you to establish a granular permission 
assignment scheme by using a user roles concept.  

Through this scheme, you can define which features and information can be accessed by which user. 

This HowTo document describes the following use cases: 

• 1st level support employees should only have reading access to the information available in 
Docusnap 

o Chapter 3.2 
 

• The Client Management team should have no access to the server systems in Docusnap 
o Chapter 4 

 
• Our apprentices should not see the passwords stored in Docusnap 

o Chapter 5 
 

• Permission assignment in Docusnap should be documented 
o Chapter 8 
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 Introduction 

Depending on your requirements, the User Management structure can be very complex. The following 
section contains an introduction listing the most important aspects that are to be observed beforehand and 
provide more detailed information. 

Why? 

Why do you want / need to enable the User Management feature and restrict the access to Docusnap, 
certain features, or pieces of information? 

What? 

What is to be restricted? 

• Restrict access to Docusnap 

• Restrict access to certain features 

• Restrict access to certain pieces of information 

Who? 

Which persons should have access to which features and information? 

• Docusnap users 

How? 

How can you implement these restrictions? 

• Docusnap Roles 

• Permission Categories 
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2.1 Important Terms 

Docusnap users 

Add users or ADS groups (recommended) to the Docusnap User Management. Create corresponding ADS 
groups and add them to the Docusnap User Management. Examples: 

• Docusnap_Admins 
• Docusnap_View_Only 
• Docusnap_Documentation 

Docusnap Roles 

Roles are assigned to the groups previously added to User Management. These roles define the access 
rights to features and information within Docusnap. By default, ten predefined roles are available. For a 
description of the predefined roles and their functionality, refer to our User Manual. 

Refer to chapter 7 to learn how to add and manage roles. 

Permission Categories 

Permission categories help you restrict the access to additional information (passwords, contracts, 
comments, etc.) in Docusnap. Permission categories are linked to roles. This way, you can use the Docusnap 
roles also to control the access to additional information. 

To begin, please read the HowTo document which provides a detailed description of additional information 
in Docusnap. 

  

https://www.docusnap.com/help/docusnap-x/configuration/docusnap-management-user-management-roles.html
https://media.docusnap.com/media/doc/howto/DocusnapX_AdditionalInformation_EN.pdf
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 User Management in Docusnap 

3.1 Docusnap Roles 

Roles define the access rights to features and information in Docusnap. To find the predefined roles, go to 
Docusnap > Management – General tab – Docusnap Roles. 

 
Fig. 1 – Accessing Docusnap Management 

 

 
Fig. 2 – Docusnap Roles 
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3.2 Docusnap Users 

In the Docusnap Users area, you can add users and groups (local and ADS groups) to the Docusnap User 
Management. As a best practice, we recommend that you use custom (user-defined) ADS groups. These 
ADS groups allow you to manage the access to features and information in Docusnap. 

After having added a group, you can assign a role to this group. The assigned role defines the features and 
information accessible to the group members. 

 
Fig. 3 – Docusnap Users 

To add an ADS group to User Management, click the New button. Docusnap initially suggests to add the 
current user – with administrator rights. You can confirm this prompt or instead add your Docusnap_Admin 
group to User Management. It is important that there is at least one user who has administrator rights 
(Administration + User Management) in Docusnap. If you do not specify a user who has administrator rights 
in Docusnap, the application can no longer be managed. 

Adding a user group enables User Management in Docusnap. This means that only persons who are known 
to User Management can open Docusnap. 

To implement the application example mentioned before – 1st level support employees should only have 
reading access to the information available in Docusnap – you need an ADS group with the desired 
members. Add this group in User Management and select the View role – see Fig. 3. 
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Fig. 4 – View role – Restricted access to features 
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 Restricting Access to Types and Objects in the Data Explorer 

By restricting the access to types and objects, you can achieve that not all information can be accessed by 
everybody. Example: who may access server information? 

 
Fig. 5 – Restricted view of objects in the Data Explorer 

To define the access to types and objects, proceed as described below. This section covers the following use 
case: The Client Management team should have no access to the server systems in Docusnap. 

To implement this use case, at least two ADS groups must have been added to User Management and 
corresponding roles must have been assigned to them. Example:  

- Docusnap_Admins   – Administration role 
- Docusnap_Client_Management – Organization role 

Go to the Docusnap main screen and highlight Servers in the Data Explorer. Right-click and select 
Permissions. 

The Object Permissions windows opens (Fig. 7), listing all available Docusnap roles. Now, select the role(s) 
you need. The member of the selected role(s) will continue to see the Servers type or object in the tree 
structure of Docusnap.  

The members of the roles you do not select in this dialog, will no longer see the Servers type or object. 
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Fig. 6 – Opening the Object Permissions dialog 

 
Fig. 7 – Setting permissions 
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4.1 What is the Difference between Type and Object? 

  

Fig. 8 – Object Permissions – Type vs. Object 

In the Object Permissions dialog, you have the choice between two options: Type and Object. 

The Object Permissions dialog shown in Fig. 8 was opened through a server object, here DSBK01: 

Type: Servers 
Type represents all server objects within Docusnap. Now, select the Administration 
role and enable all checkboxes for Type: Servers. Members of this role will continue to 
see the Server objects within the tree structure. 

Object: DSBK01 
This object represents the explicitly selected DSBK01 Server object. Now, select a role 
and enable the checkboxes for Object: DSBK01. Members of this role will only see the 
DSBK01 server object within the Data Explorer. 

 
Fig. 9 – Setting object permissions – restricted access to information 
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4.2 Best Practice for Setting Permissions to Types and Objects 

Setting up restrictions for information may require some effort and be hard to check. For this reason, we 
recommend the procedure presented below to set up permissions to information. With this procedure, you 
can directly check the permissions specified without the need to start Docusnap as a different user. 

Start Docusnap and assign the following to the user or to the user’s group: the User Management role and 
in addition the role whose access you want to restrict. You also need to de-select the Administration role for 
this user or group because an administrator is always permitted to see everything in Docusnap (cf. chapter 
6). 

- See chapter 7 to learn how to add and manage roles. 

 
Fig. 10 – Assigning roles 

Go to the Docusnap main screen. While you are changing from the Management area to the main screen, 
the role change becomes effective. Now, make the desired changes in the main screen. 
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Fig. 11 – Setting permissions to Servers 

 
Fig. 12 – Setting permissions to Workstations 

Once you have closed the Object Permissions dialog, the changes become effective. This way, you can 
check whether the changes have been made as desired. 
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After you have mad all desired changes, assign the Docusnap role(s) to the user or the corresponding ADS 
group again. Afterwards, you have access to the usual features again. 

 

Fig. 13 – Checking the specified permissions 
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 Permission Categories 

Permission categories help you restrict the access to data that is stored in Docusnap as additional 
information (passwords, contracts, comments, etc.). Permission categories are assigned to Docusnap roles. 
When creating additional information, you select a corresponding category. This ensures that additional 
information can only be viewed by particular persons. 

To begin, please read the following HowTo document which provides a detailed description of additional 
information in Docusnap: Additional information. 

The following shows a possible application example: 

- Our apprentices should not see the passwords stored in Docusnap 

5.1 Managing Permission Categories 

To find permission categories, go to Docusnap > Management – General tab – Permission Categories. 

To create more permission categories, click the New button. The newly created permission categories will be 
available for the creation of additional information. 

 
Fig. 14 – Accessing Docusnap Management 

 
Fig. 15 – Permission Categories  

https://media.docusnap.com/media/doc/howto/DocusnapX_AdditionalInformation_EN.pdf
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In order to be able to use permission categories, you must assign them to the desired Docusnap roles. This 
assignment is made in the Docusnap Roles area. 

 
Fig. 16 – Assigning permission categories to Docusnap roles  
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5.2 Creating Additional Information Using Permission Categories 

Create a new piece of additional information – e.g. a password. The dialog includes a selection list called 
Category. You can select a suitable permission category from this selection list. 

Additional information to which no permission category has been assigned can be viewed by any user in 
Docusnap. 

Additional information with a permission category assigned can only be viewed by users with a role to which 
a corresponding permission category has been assigned. 

 
Fig. 17 – Permission categories available for additional information 
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Fig. 18 – View as seen by a user without a permission category assigned 

 

 
Fig. 19 – View as seen by a user with a permission category assigned 
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 Special Role: Administration 

The Administration role in Docusnap is designed for users who may “see and do everything”.  

For example, if you configure additional information or objects available in the Data Explorer in such a way 
that the members of the Administration role cannot access them, this setting has no effect, i.e. the members 
of this role still have access to this information or these objects. This situation is identified by the word 
(hidden) next to the corresponding object. 

 

Fig. 20 – Special role: Administration 
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 Adding Docusnap Roles 

Under Docusnap > Management – General tab – Docusnap Roles, you can create your own Docusnap 
roles. This allows you to make exactly those features available to the users that these need for their work. 

Please note that existing roles can neither be edited nor copied! 

However, you can use the newly created roles to restrict the access to information as desired. 

 
Fig. 21 – Creating custom roles 

Once you have created a new role, you can select the desired controls in the center panel. 

Initially, the controls are sorted by dialog, group, and subgroup. 

Dialog This column indicates the Docusnap area where the control is located, e.g. the main 
GUI. 

Group This column identifies the functional group to which the control belongs, e.g. Reporting. 

Subgroup This is a further subdivision, e.g. Reporting – View 
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 Documenting the User Management Settings 

Permission management in Docusnap is comprehensive and can soon become very complex. To enable you 
to check and document the implementation of these permissions, a report listing the permission settings is 
available in Docusnap. 

The Docusnap Permissions report can be found under Overview – Reports. Once you have opened the 
report, you are prompted to select the users or groups that you added to the Docusnap User Management. 

The other options allow you to specify the level of detail for the report: 

 

Show Assigned Roles The report will include the Docusnap roles associated to the selected users and 
groups. 

Show AD User of 
Groups The report will resolve the stored AD group from User Management. 

Show Assigned 
Controls The report will list the controls available to the selected users or groups. 

Show Nodes in Tree 
with Permissions The report will list objects and types that the users or groups may view. 

  

 
Fig. 22 – -Calling the Docusnap Permissions report 
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Fig. 23 – Excerpt from the Docusnap Permissions report 
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