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1. Purpose of this Document
By default, every Docusnap user has unlimited access to the full functionality of the application.

The User Management feature in Docusnap, however, allows you to establish a granular permission
assignment scheme by using a user roles concept.

Through this scheme, you can define which features and information can be accessed by which user.
This HowTo document describes the following use cases:

e st level support employees should only have reading access to the information available in
Docusnap
o Chapter 3.2

e The Client Management team should have no access to the server systems in Docusnap
o Chapter4

e Our apprentices should not see the passwords stored in Docusnap
o Chapter5

e Permission assignment in Docusnap should be documented
0 Chapter 8
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2. Introduction

Depending on your requirements, the User Management structure can be very complex. The following
section contains an introduction listing the most important aspects that are to be observed beforehand and
provide more detailed information.

Why?

Why do you want / need to enable the User Management feature and restrict the access to Docusnap,
certain features, or pieces of information?

What?
What is to be restricted?

* Restrict access to Docusnap
e Restrict access to certain features

* Restrict access to certain pieces of information
Who?

Which persons should have access to which features and information?

» Docusnap users
How?
How can you implement these restrictions?

» Docusnap Roles

* Permission Categories
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2.1 Important Terms
Docusnap users

Add users or ADS groups (recommended) to the Docusnap User Management. Create corresponding ADS
groups and add them to the Docusnap User Management. Examples:

e Docusnap_Admins
e Docusnap_View_Only
e Docusnap_Documentation

Docusnap Roles

Roles are assigned to the groups previously added to User Management. These roles define the access
rights to features and information within Docusnap. By default, ten predefined roles are available. For a
description of the predefined roles and their functionality, refer to our User Manual.

Refer to chapter 7 to learn how to add and manage roles.
Permission Categories

Permission categories help you restrict the access to additional information (passwords, contracts,
comments, etc.) in Docusnap. Permission categories are linked to roles. This way, you can use the Docusnap
roles also to control the access to additional information.

To begin, please read the HowTo document which provides a detailed description of additional information
in Docusnap.


https://www.docusnap.com/help/docusnap-x/configuration/docusnap-management-user-management-roles.html
https://media.docusnap.com/media/doc/howto/DocusnapX_AdditionalInformation_EN.pdf
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3. User Management in Docusnap

3.1 Docusnap Roles

Roles define the access rights to features and information in Docusnap. To find the predefined roles, go to
Docusnap > Management — General tab — Docusnap Roles.

: - 0 x
Options
Optiol
Help & Support @ General Options
Specify General Configuration of Docusnap like Database Settings, License, Update, User Language ...
3 Manage
EEE Inventory
® Quick Support Specify Product and Netwerk Specific Settings for the Inventory (Timeouts, Alternative Methods of Inventory)
nfol tion
Information Documentation
&) Update Configuration Settings for Creating the Documentation (Output Formats, Documentation Path, ..)
] ¢ =0 Permission Analysis
L]
Mpad Specify Configuration for Inventory Settings of the Permission Analysis
Fig. 1 — Accessing Docusnap Management
- I Docusnap Management (Configur: . Management and Customization of Docusnap) - 0 x
GEMERAL | INVENTORY  CUSTOMIZING  ITASSETS  DIAGRAMS  [TCORRELATIONS  LICENSE MAMAGEMENT
[ Management Tools © Task Types [A Contract Types F Packages & Export Package 4 o Color Scheme
B, Number Server [ Comment Types @ Financial Record Types 8] Edit Package % Import Package ED Element Properties
Desi Si
esigns ite
9 ¥ password Types Types
Layout Permissicns Tools Additional Information Docusnap Connect Sites IT Documentation Framework
Docusnap Roles 4
Role Mame: | | ‘ CONTROL DIALOG GROUP SUBC ~ | CATEGORY VISIBLE
Manage Reports  Administration  CUSTOMIZING  Repo 8  Organization
German Texd: | | Connector Types  Administration  DIAGRAMS Gene B  Administration
Protocols Administration  DIAGRAMS Gene B Technology - Trainees
English Test: | | Comment Types  Administration ~ GEMERAL Addil B  Technology - General
Delete Save Contract Types  Administration ~ GEMERAL Addit a Technology - Infrastruct...
Financial Recor... Administration ~ GENERAL Addit B Technology - Technical S...
S ROLE NAME Password Types  Administration ~ GENERAL Addit B Technology - External E...
o Task Types Administration  GENERAL Addit a Management
% | Administration EditPackage  Administration  GENERAL Docu
'.5‘!0 Client Management Team Export Package  Administration  GENERAL Docu
:'fo Customizing Import Package ~ Administration ~ GEMERAL Docu
2
:7-.'0 Infrastructure Team Packages Administration  GENERAL Docu
o | Inventory ColorScheme  Administration  GENERAL Do
.-:-'o IT Documentztion Element Proper.. Administration ~ GEMERAL IT Do
2
i IT Relations Designs Adrinistration  GENERAL Layon
:% License Management Docusnap Roles  Administration  GENERAL Perm
..':'o Meine spezielle Rolle Docusnap User  Administration ~ GENERAL Perm
:':o Organizaticn Permission Cat.. Administration ~ GENERAL Perm
:% Permission Analysis Site Types Administration  GENERAL Sites
'.5‘!0 User Management Management T... Administration ~ GENERAL Tools
B | View Nurnber Server  Administration  GENERAL Tools
System Groups  Administration  INVENTORY Othe
Wizard Configu... Administration  INVENTORY Othe
Edit Switch Administration  INVENTORY SNM -~
0000000 ‘ »
Fig. 2 — Docusnap Roles
Docusnap X — User Management | ©2018 Docusnap — All rights reserved Page 7 of 26
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3.2 Docusnap Users

In the Docusnap Users area, you can add users and groups (local and ADS groups) to the Docusnap User
Management. As a best practice, we recommend that you use custom (user-defined) ADS groups. These
ADS groups allow you to manage the access to features and information in Docusnap.

After having added a group, you can assign a role to this group. The assigned role defines the features and
information accessible to the group members.

&

Close Management GEMERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICENSE MANAGEMENT

@ =& Docusnap User . Management Tools Task Types [ Contract Types # Packages & Export Package * = Color Scheme
%, Docusnap Roles . Number Server [J Comment Types &3 Financial Record Types &8 Edit Package % Import Package =0 Element Properties
Designs X X Site
B Permission Categories 8 Password Types Types
Layout Permissions Tools Additicnal Information Docusnap Connect Sites IT Decumentation Framework

Docusnap Users

Darnain User / Group: DD:usnap\Do(usnap_View_Only Administration

- Client Management Team
Description: View Only Custermizing

Allow Sccess to Docusnap Web Infrastructure Team

Inventory

Password for Basic &uthentication only (Optional: IT Decumentation

Password: IT Relations

License Management
Password Confirrnation:
My special role
e Delete Save Organization

Permission Analysis

WEBACCESS DOMAIN USER DESCRIPTION
T

User Management

A

RO00o0oooooooo

View
P Mo Docusnap'Docusnap_Admin Administrator / User Manager

% No Docusnap'Docusnap_View_Only View Only

4 4

Fig. 3 — Docusnap Users

To add an ADS group to User Management, click the New button. Docusnap initially suggests to add the
current user — with administrator rights. You can confirm this prompt or instead add your Docusnap_Admin
group to User Management. It is important that there is at least one user who has administrator rights
(Administration + User Management) in Docusnap. If you do not specify a user who has administrator rights
in Docusnap, the application can no longer be managed.

Adding a user group enables User Management in Docusnap. This means that only persons who are known
to User Management can open Docusnap.

To implement the application example mentioned before — 1st level support employees should only have
reading access to the information available in Docusnap — you need an ADS group with the desired
members. Add this group in User Management and select the View role — see Fig. 3.
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@ Docusnap

DOCUMENTS  SCHEDULING  EXTRAS

& | Docusnapx
INVENTORY

:

0

General Netwerk Services

New ~ WS

Application Server

Date  Editer Analysis  Additienal Information

Virtualization Database Server

Cloud Services

1 @ Docusnap AG
Infrastructure

CIFS (1)

HP-UX (1)

DFS (1)

Mac Warkstation (1) ———

Thin Client Windows (2) —*I‘
Thin Client Linux (2]
Linux Workstation (3)
DC (6)

Linux Server (13)
SNIMP (23)

Workstation (25)
Server (33)

1P Host (232)

Group

User

Exchange Mailbox Sizes (in MB)

All Active Discovery Services

00 =

| DISCOVERY SERVICE NAME

SYSTEM NAME

Client-NKNC2005.intern.local
%  DDSVPCKRE
A@ Server-NKNC2005.intern local

04.05.2015 18:32:38

Inventory Documentation License Management IT Security

NKNC2005.intern.local
VPC-KRE
MKNC2005.intern.local

Fig. 4 — View role — Restricted access to features

Docusnap X — User Management | ©2018 Docusnap — All rights reserved
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4. Restricting Access to Types and Objects in the Data Explorer

By restricting the access to types and objects, you can achieve that not all information can be accessed by
everybody. Example: who may access server information?

Cl - 8 x|& Docusepx -8 x
INVENTORY DOCUMENTS SCHEDULING EXTRAS INVENTORY DOCUMENTS SCHEDULING EXTRAS
B o EEE EEQ =W Y 9We ) ([EVMware W 50L Server A Azure =
3 N e ﬂ‘ = ®m ~ 8 LLHyperv  SOracle DB ) office365 T
Network v etworl nitial o - Network N
- = XenCenter
Services - Sean s & = 5 @ Services = o
General Inventory Virtuglization  DatobeseSever | Cloud Services  Impor, General Inventery Virtuglization  DatobaseServer | Cloud Services  Imper,
X P m Additional Information [Eecport Y Filter X P Additional Infermation [ Expor: T Filter
& Docusnap AG DOMAIN - PDC EMULATOR RID MASTER @ Overview DOMAIN PDC EMULATOR RID MASTER
& & Infrastructure 5% docusnap.intern SMDCO0D1 SMDCO001 & i Docusnap AG 5 docusnap
1 B8 docusnapiintem [ Management 58 docusnap.intem SMDCO0DT SMDC0001
2 Q views 8% dsralocal DSDCO2 DSDCO2
O €3 Infrastructure
E [E] Assets
& Sites

© [& Organization

4 » 4

Inventory Documentation License Management T Security . B Inventory Documentation License Management [T Security - B

»

Fig. 5 — Restricted view of objects in the Data Explorer

To define the access to types and objects, proceed as described below. This section covers the following use
case: The Client Management team should have no access to the server systems in Docusnap.

To implement this use case, at least two ADS groups must have been added to User Management and
corresponding roles must have been assigned to them. Example:

Docusnap_Admins — Administration role
Docusnap_Client_Management - Organization role

Go to the Docusnap main screen and highlight Servers in the Data Explorer. Right-click and select
Permissions.

The Object Permissions windows opens (Fig. 7), listing all available Docusnap roles. Now, select the role(s)
you need. The member of the selected role(s) will continue to see the Servers type or object in the tree

structure of Docusnap.

The members of the roles you do not select in this dialog, will no longer see the Servers type or object.



Managing User Access to Docusnap | itelio GmbH @ Docus na p@

& | Docusnapx -0 x
INVENTORY | DOCUMENTS — SCHEDULING  EXTRAS
EEE EED Windows (AD) ¥8 aFs D HP-Ux SRS @ BackupExec  [] Active Directory £ DNS  ([BvMware [ SOL Server A Azure & Docusnap Tools | ¢ Options
° 2% Windows (IP) B4 Linux = Igel H SharePoint [%]veeam ¥® ADS Synchronization %3 DHCP [l Hyper-V | S§Oracle DB r)office265 % Seript Import 5 System Groups
Network  Initial } )
Scan Sean | G IP Scan & Mac F'suMP @ Exchange ZEMClsion | 1 DFS 3 XenCenter = System Assignment
General Inventory Application Server Network Services Virtualization Database Server Cloud Services Import QOther
B [Pl o | Additional Information BExport Y Filter
B Overview - NAME - ORDERDATE ORGANIZATION ...| ROOM PURCHASE DATE | OMLINE | Tvee
5 [ Docusnap AG B Dseko B Succesded Server
& @ Infrestructure B Dsekoz A Succeeded Server
& T¥ dsralocal B Dpspcot C Succesded D
§= Workstations
g Succeeded DC
@ | ctions SEXO1 B Succeeded Server
o § & Compare. SFS01 A Succeeded Server
ol | Custorize Company Settings ... SFS02 c Succeeded Server
9 B [Teemissions.. | SFs03 Succeeded Server
& i Filter SFS04 Succeeded Server
E E I SFS05 Succeeded Server
ol Apply Filter SHYO1-N1 Succeeded Server
0] Rernowve Filter SHYO1-N2 Succeeded Server
ol Remowe all Filters 55P01 Succeeded Server
ol 'H Dsseo2 Succeeded Server
o @ psHvot-n2 B Dsspo3 Succeeded Server
@ @ psseot
@ @ Dsspoz
= [ Dsspoz
B3 Linux
£ Mac
& SNMP Systems
i= Thin Clients
) Hp-Ux
EH ciFs
L Virtualization
G Ip Systems
[ aps
B Network Services
B Application Servers ~ |« »
Inventory Documentation License Management IT Security ‘. B
Fig. 6 — Opening the Object Permissions dialog
- A x
INVENTORY DOCUMENTS SCHEDULING EXTRAS
EEE EEg indows (AD) B8 CIFs ¢ HP-Ux | Fgus & Backup Exec | [I] Active Directory A ONS | [DVMware  [uSOL Server A Azure £ Docusnap Tools | & Options
2% Windows (IP) B3 Linux = Igel i izatinn . = . Office365 | "% Script Import %% System Groups
Network Initial
Scan Scon | [P Scan & Mac  Fsump o x 5! System Assignment
General Inventory L RPN N - S S O S Import ther
. - £2, Administration .
DNew Wl ‘m B Type servers O O O O [ export Y Filier
[0 @ Overview -~ NAME B Object: Servers ] ] O O | ONLINE | TveE
& | Docusnap AG B Dsekon | TR CTENTIERESEERT TE Succeeded Server
B 9 Infrastructure B Dsskoz i Bl Type: Servers Succeeded Server
O EE dsra.local ) B Dsocon ? Object: Servers Succeeded Dc
g f l:::m"; f psoce | 'E" f"f“?;“z'”g Succeeded e
ype: Servers
B osskot B Dsexon B Object Servers Succeeded Server
B osskoz B Dsrso1 5[ %, Inventory Succeeded Server
B Dsocot B Dsrso2 B Type: Servers Succeeded Server
B Dspcoz B osesos B Object: Servers Succeeded Server
B osexon B Dsrsos | | 7 0% ITDocumentation Succeeded Server
B osts0 B Dsrsos ;o B Type Servers Succeeded Server
B DsFs02 B Object: Servers
§ osesoz B DpsHvol- =[] 88, 1T Relations Succeeded Server
B DsFso4 B DsHvor- “ B Type: Servers Succeeded Server
B Dsesos B Dsseo B Object: Servers Succeeded Server
B DsHYo1-n B Dsspoz | | =[] 8, License Management Succeeded Server
B Dstvoi-hz B Dpsseoz - Il Type: Servers Succeeded Server
B osseot L. | Object: Servers
B osspo2 =[] 28, Organization
B Dsspoz Lo B Type Servers
& B Linux ‘o [l Object: Servers
6 & Mac =[] ¥, Permission Analysis
0 & SNMP Systems b | Type Servers
[ {= Thin Clients B Object: Servers
& ) He-Ux [ 1 ¥, User Management -
& B8 oFs :
& B, virtuslization
[ % IP Systems
@ [ Aps
[ ¥ Network Services
1 [ Application Servers ~ 4 2
Inventory Documentation License Management IT Security s B

Fig. 7 — Setting permissions
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4.1 What is the Difference between Type and Object?

@ Docusnap

A Azure
) O#fice365 % Seript Import

& Options

% System Groups

£ Docusnap Tools

5 System Assignment

ud Services Import Other

[ Export T Filter

&
PECIECT NVENTORY | DOCUMENTS  SCHEDULING  EXTRAS
EEE EEq 28 Windows (AD) BB cFs () He-ux  Egus B Backup Exec [T Active Directory A DNS | [@VMware [ SOL Server
0 2% Windows (1) B Linux = Igel A SharePoint FlVeeam ¥8 ADS Sunchronization 3 DHCP | L Huper-y SR Oracle DA
Newore 103l @ b sean O Mac Zsavp | | B x
Scan Sen + -+
General Inventory Roles and Target Objects Write Delete | Read Insert =
- [7] &, Administration
il W Save X Delete| P 3 O - Edi - Type: Servers " 7 7 7
B @ Ovenview B SCAN D/ “ [l Object: DSBKO1T
O H Docusnap AG = 19/06/20 (4] 2, Client Management Team
=] Q]Infrastructure | i Type: Servers
B E§ deralocal ] Object: DSBKOT £l £l < <
[ §= Workstations | %%, Customizing
0 B Servers B Type: Servers
= [ osskot B Object: DsBKO1
= B Dpsskoz 2, Inventory
= B psocot B Type: Servers
= @ psbco2 “ [ Object: DSBKO1
= B Dsexo £2, IT Documentation
= B Dsrsot i B Type: Servers
= B osrsoz b [l Object: DSBKO1
= B DsFso3 -] #2, IT Relations
= B DsFso4 o [ Type: Servers
= B osrsos ‘o [l Object: DSBKO1
= B DsHyol-mM [ %, License Management
= B DsHYo1-M2 o [l Type: Servers
= B osspot b [l Object: DSEKO1T
= B Dsspo2 -] %2, Organization
= B Dsspo3 o B Type: Servers
& B Linux i [ Object: DSBKO1
B & Mac +[ ] %2, Permission Analysis
@ & SNMP Systems Lo B Type: Servers
[ {= Thin Clients B Object: DSBKO1
] m HP-UX FL -8 User Management -
o 8 s —
@ B Virtualizstion Save Cancel
[ % IP Systems
@ [ aps
[ 8 Network Services
i1 [ Application Servers -

Inventory Documentation License Management IT Security

Fig. 8 — Object Permissions — Type vs. Object

In the Object Permissions dialog, you have the choice between two options: Type and Object.

The Object Permissions dialog shown in Fig. 8 was opened through a server object, here DSBKO1:

Type represents all server objects within Docusnap. Now, select the Administration

Type: Servers

see the Server objects within the tree structure.

role and enable all checkboxes for Type: Servers. Members of this role will continue to

This object represents the explicitly selected DSBKO1 Server object. Now, select a role

Object: DSBKO1

DSBKOT1 server object within the Data Explorer.

i X P
= @ Cverview
£ B Docusnap AG
= C:Ilm‘rastructure
1 ¥ docusnap.intern
=] EE dsra.local
= E:Workstations
= E Servers
o @ Dsskot
El B Linux

= gMac

Fs

NAME
B Dsekoi

Additicnal Information

and enable the checkboxes for Object: DSBKO1. Members of this role will only see the

[HExport Y Filter

OMLIMNE

Succeeded

DOMAIN/WORKGROUP MEMBERSHIP

DSRALOCAL

DOMAIN

dsra.local

Fig. 9 — Setting object permissions — restricted access to information
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4.2 Best Practice for Setting Permissions to Types and Objects

Setting up restrictions for information may require some effort and be hard to check. For this reason, we
recommend the procedure presented below to set up permissions to information. With this procedure, you
can directly check the permissions specified without the need to start Docusnap as a different user.

Start Docusnap and assign the following to the user or to the user’s group: the User Management role and
in addition the role whose access you want to restrict. You also need to de-select the Administration role for
this user or group because an administrator is always permitted to see everything in Docusnap (cf. chapter
6).

- See chapter 7 to learn how to add and manage roles.

Configuration, Mar on of Docusnap) - 0 X
Close Management GENERAL INVENTORY CUSTOMIZING IT ASSETS DIAGRAMS IT CORRELATIONS LICEMSE MANAGEMENT
#& Docusnap User
&, Docusnap Roles
B Permission Categories
Layout Permissions Tools Additional Infermaticn Docusnap Connect Sites IT Documentation Framework
Docusnap Users
Dotmain User / Group: DocusnaphDecusnap_Admin O 22, Administration
4 %% Client Management Team
Description: Adrministrator / User Manager
CUEroTemy
Allow Access to Docusnap Web Infrastructure Team
Inventory

Password for Basic Authentication anly (Optional): IT Documentation

Password: IT Relations

License Management
Password Confirmation: .
My special role

Organization

Ooooooooq
SESE SO S

Tewy Delete Save
WEBACCESS DOMAIN USER DESCRIPTION %5, UserManagement
T L] 5 View
v No Docusnap\Docusnap_Admin Administrator / User Manager
% No DocusnapDocusnap_Client_Man...  Client Management Team

Fig. 10 — Assigning roles

Go to the Docusnap main screen. While you are changing from the Management area to the main screen,
the role change becomes effective. Now, make the desired changes in the main screen.
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@ Docusnap

- A x
INVENTORY | DOCUMENTS  SCHEDULING  EXTRAS
EEE EEq Windows (AD) BF cFs () #p-ux  Fgus B Backup Bxec 7] Active Directory A DNS | [EVMware  [BwSOL Server A Azure 2 Docusnap Tools | &7 Options
0 2% Windows (IP) B3 Linux = Igel i . Office365 | % Script Import %% System Groups
Network  Initial o o ox -
Scan Scan & IPScan & Mac  Fsump 5 System Assignment
General Inventory Zlenleloe Lte Do Bl bzt o Licnice | mpon other
. - 3 =[] %8, Administration .
aNew [FRo B Type Servers O O O O Export T Fiter
B @ Overdiew B NAME B Object: Servers 0 0 0 0 | ONUINE TYPE
2 # Docusnap AG B Dsekot mm Succeeded Server
B @ Infrastructure B Dsekoz I B Type: Servers Succeeded Server
=] SE:;rxnc:Ijaf B Dsocor .i Object: Servers Succeeded DC
orl ions =3 %, Customizil
# bsocoz [ % Customizing Succeeded oc
O B servers B Type: Servers
B ossko1 B psexon B Object: Servers Succeeded Server
B Dsskoz B Dsrso1 =[] 8, Inventory Succeeded Server
B osocot B Dsrsoz i B Type: Servers Succeeded Server
@ Dspooz B oseso3 B Object: Servers Succeeded Server
E gi?s(g: B Dsesoe -] ¥, IT Documentation Succeeded Server
B osesos o B Type Servers Succeeded Server
B DsFs02 g B Object: Servers
§ Dseso3 DSHYO- | . 28, iT Relations Succeeded Senver
B DsFso4 B DsHvor- “ B Type: Servers Succeeded Server
B DsFsos B Dsseoi B Object: Servers Succeeded Server
B DsHYo1-N1 H Dsseoz =188, License Management Succeeded Server
B DsHYD1-N2 B Dsspoz B Type: Servers Succeeded Server
B osspot B Object: Servers
B osspoz =[] %, Organization
B osspoz i @ Type: Servers
G B Linux B Object: Servers
B & Mac (=[] %8, Permission Analysis
B 2 SNMP Systems b [ Type: Servers
[ {= Thin Clients B Object: Servers
& ¢ He-Ux || %8, User Management -
& B8 Cors :
@ B, Virtualization
[ % IP Systems
@ [ aps
1 B8 Network Services
&1 [ Application Servers ~ 4 2
Inventory Documentation License Management IT Security e B
Fig. 11 — Setting permissions to Servers
- o x
INVENTORY | DOCUMENTS  SCHEDULING  EXTRAS
y E
ADS Sunchronization 93 DHCP Huner- ript Import &
o x &
General Inventory Roles and Target Objects [wite | Delete [Read  [nset [ | .o mport
. =[] ¥, Administration .
o New Ad = Type: Workstations Export ¥ Filter
B @ Overview NAME o . oM PURCHASE DATE | OMLINE
B # Docusnap AG §= DSWso1 £2, Client Management Team Succeeded
B @ Infrastructure & Dswso2 § Type: Workstations Mo Ping
B ¥ dsralocal & Dswso §= Object: Workstations O O O O Succeeded
[ g= Workstations it s
B & Mac i g Type: Workstations
B 2 SNMP Systems §= Object: Workstations
@ = Thin Clients =188, Inventory
& ) He-Ux i g Type: Workstations
= 98 cFs E= Object: Workstations
& B virtualization =[] 8, IT Documentation
& % IP Systems L g= Type: Workstations
@ [ Aps §= Object: Workstations
© ii MNetwork Services IT Relations
i1 [ Application Servers ¥ Type: Workstations
[ | Database Server E= Object: Workstations
[ = Storage 188, License Management
[ A Azure §= Type: Workstations
@[] Office 365 §~ Object: Workstations
@ Q Summary £, Organization
1 [ Reports §= Type: Workstations
[ *3 Standard Maps §= Object: Workstations
El Assets =[] ¥, Permission Analysis
¥ Sites §= Type: Workstations
Organization §= Object: Workstations
=[] %, User Management -
< r
Inventory Documentation License Management [T Security s B

Fig. 12 — Setting permissions to Workstations

Once you have closed the Object Permissions dialog, the changes become effective. This way, you can
check whether the changes have been made as desired.

Docusnap X — User Management | ©2018 Docusnap — All rights reserved Page 14 of 26
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@ Docusnap

After you have mad all desired changes, assign the Docusnap role(s) to the user or the corresponding ADS

group again. Afterwards, you have access to the usual features again.

& | Docusnapx
INVENTORY

B % IP Systems
@ [T aps
1 B Network Services
@ [ Application Servers
[ [ Database Server
E = Storage
@ A Azure
& [ Office365
B Q Summary
®© Reports
2] 'l; Standard Maps
[£] Assets
¥ Sites
Organization

AELQPMOEEOLHES DT

Network Services
Application Servers
Database Server
Storage

Azure

Office 265
Summary

Reports

Standard Maps

DOCUMENTS ~ SCHEDULING ~ EXTRAS
([ S
W Linu
General Inventery Application Server Network Services Virualization ~ Datebase Sever  Cloud Services Impert Other
FaNew Ml Ssve X Delete | £ [ Information [BEVEMl Analysis  Additional Information ecport Y Filter
0 @ Overview | TITLE
B H Docusnap AG Workstations
O @ Infrastructure Mac
& B ) SNIMP Systems
[ g= Workstations Thin Ci
5 O Mac in Clients
F1 2 SNMP Systems HP-UX
[ = Thin Clients CIFS
m () He-ux Virtualization
& 38 cFs 1P Systems
& 8, Virtualization ADS

Inventory Documentation License Management

IT Security

Docusnap X — User Management | ©2018 Docusnap — All rights reserved

Fig. 13 — Checking the specified permissions
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5. Permission Categories

Permission categories help you restrict the access to data that is stored in Docusnap as additional
information (passwords, contracts, comments, etc.). Permission categories are assigned to Docusnap roles.
When creating additional information, you select a corresponding category. This ensures that additional
information can only be viewed by particular persons.

To begin, please read the following HowTo document which provides a detailed description of additional
information in Docusnap: Additional information.

The following shows a possible application example:

- Our apprentices should not see the passwords stored in Docusnap
5.1 Managing Permission Categories

To find permission categories, go to Docusnap > Management — General tab — Permission Categories.

To create more permission categories, click the New button. The newly created permission categories will be
available for the creation of additional information.
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Fig. 15 — Permission Categories
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In order to be able to use permission categories, you must assign them to the desired Docusnap roles. This
assignment is made in the Docusnap Roles area.

nd Customnization of Docusnap) - A

GEMERAL | INVENTORY — CUSTOMIZING ITASSETS ~ DIAGRAMS  ITCORRELATIONS  LICENSE MANAGEMENT
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Fig. 16 — Assigning permission categories to Docusnap roles
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5.2 Creating Additional Information Using Permission Categories

Create a new piece of additional information — e.g. a password. The dialog includes a selection list called
Category. You can select a suitable permission category from this selection list.

Additional information to which no permission category has been assigned can be viewed by any user in
Docusnap.

Additional information with a permission category assigned can only be viewed by users with a role to which
a corresponding permission category has been assigned.

&

Additional Information
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Password Type: | User Password - User Marne: Administrator
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Fig. 17 — Permission categories available for additional information
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Fig. 19 — View as seen by a user with a permission category assigned
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6. Special Role: Administration
The Administration role in Docusnap is designed for users who may “see and do everything”.

For example, if you configure additional information or objects available in the Data Explorer in such a way
that the members of the Administration role cannot access them, this setting has no effect, i.e. the members
of this role still have access to this information or these objects. This situation is identified by the word
(hidden) next to the corresponding object.

@& | Docusnapx -0 x
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Scan” Scon | GIPScan L Mac Zsnmp M exchange SEMClsilon | 51 DFS €3 XenCenter = System Assignment
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Fig. 20 — Special role: Administration
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7. Adding Docusnap Roles

Under Docusnap > Management — General tab — Docusnap Roles, you can create your own Docusnap
roles. This allows you to make exactly those features available to the users that these need for their work.

Please note that existing roles can neither be edited nor copied!

However, you can use the newly created roles to restrict the access to information as desired.
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Fig. 21 — Creating custom roles
Once you have created a new role, you can select the desired controls in the center panel.
Initially, the controls are sorted by dialog, group, and subgroup.

This column indicates the Docusnap area where the control is located, e.g. the main

Dialog GUl

Group This column identifies the functional group to which the control belongs, e.g. Reporting.

Subgroup This is a further subdivision, e.g. Reporting — View
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8. Documenting the User Management Settings

Permission management in Docusnap is comprehensive and can soon become very complex. To enable you
to check and document the implementation of these permissions, a report listing the permission settings is
available in Docusnap.

The Docusnap Permissions report can be found under Overview — Reports. Once you have opened the
report, you are prompted to select the users or groups that you added to the Docusnap User Management.

The other options allow you to specify the level of detail for the report:

The report will include the Docusnap roles associated to the selected users and

Show Assigned Roles
groups.

Show AD User of

Groups The report will resolve the stored AD group from User Management.

Show Assigned

The report will list the controls available to the selected users or groups.
Controls

Show Nodes in Tree

. o The report will list objects and types that the users or groups may view.
with Permissions P ) yp groups may
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Fig. 22 — -Calling the Docusnap Permissions report
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I VPC-KRE\admin

Description
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Docusnap User Administration GEMERAL Permissions
Permission Categories Administration GEMERAL Permissions
Define Motifications Main GUI SCHEDULING Docusnap Server
Docusnap Managem ent Main GUI Other
Jobs Main GUI SCHEDULING Docusnap Server
Notification Main GUI SCHEDULING Docusnap Server
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Fig. 23 — Excerpt from the Docusnap Permissions report
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