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1. Introduction

The software and file search in Docusnap is used to search for specific files on the file system of Linux, Mac,
and Windows systems. Here, file names are defined, which Docusnap then searches during the inventory on
the file system.

The files found are made available for evaluation in Docusnap in different ways depending on the
categorization (file search Linux, Mac and Windows or software search Windows).

The software search here refers to applications that have been "installed" on the target system without
registration. If the defined files are found, a corresponding entry is created in the list of installed software
products on the system. Thereupon this software can be analyzed also in the range of the license
management.

The file search designates here any files, which you would like to search, for example due to a safety gap
(log4)). The files are then also listed with the path in which they were found. A new object within the summary
and a new predefined Docusnap Connect package provide the possibility for cross-system analysis.

At the current time (September 2022) it is not possible to perform a file search using the script variants
for Linux and Mac.

A detailed description of how to use the software and file search when using the script variant for Windows
can be found in the HowTo: Inventory - Docusnap Script for Windows.


https://media.docusnap.com/media/doc/howto/Docusnap11_Inventory-DocusnapScriptForWindows.pdf
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2. Set up Software and File search

Software and file search is set up and managed in Docusnap Administration - Inventory. The first step is to
assign a name and select the category:

- File Search Linux

- File Search Mac

File search Windows

- Software search Windows

In the next step you define the search term or file name. Here you can enter the actual file name. Placeholders
can also be used to make the search more flexible (e.g., Docusnap*.exe). A ? replaces one character, the *
replaces several characters.

The search path specification differs depending on which category is selected - more information in the
following sections.

The remaining fields are optional:

- File size (specification in bytes)
- modification date

- Manufacturer

- Version

Entries can be removed again with the help of the Delete button. An entry can also be deleted if it has already
been used. If an order was created for an inventory in which the file search is used, the order can still be
executed if the associated definition of the software and file search as been deleted. However, when the job
is processed, the deleted definition is no longer available and as soon as the processing is completed, this
definition is no longer considered in the inventory.

@ Docusnap
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Figure 1 - Manage Software and File Search
2.1 Software search Windows

A search path for the Windows software search is optional. If no search path is specified, all local drives are
searched.

Specifying a search path can contribute significantly to the execution time. The Windows software search can
significantly increase scan times and requires a noticeably higher workload on the systems involved. Among
other things, how many software searches are activated per scan is also relevant with regard to the scan times
as well as the workload.

The software search is terminated as soon as a file with the corresponding file name has been found.

2.2 File search

For the file search, you can define both inclusive and exclusive search paths. For each path, a separate entry
must be created using the New button.

If no paths are specified, all local drives are searched here as well.

Windows - define including or excluding paths B %1 windows - defineincluding or excluding paths B ox
@ Including Search Paths (O Excluding Search Paths O Including Search Paths @® Excluding Search Paths

+New X Delete +New X Delete

Include Path Exclude Path

C\Data C\Program Files

D:A\Data C\ProgrampFiles (x86)

E\Data CA\Windows

Row Count: 0 of 0 Row Count: 0 of 0

Apply Cancel Apply Cancel

Figure 2 - Including and Excluding Paths
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In the Windows file search, in comparison with the Linux and Mac file search, there is an additional option End
search after first hit.

If this option is enabled, Docusnap will stop searching for the specified file as soon as it is found for the first
time.

So, for example, if you are concerned with identifying the possibly affected systems in the event of a threat, it
would be sufficient to stop the search after the first find.

However, if you would like to obtain detailed information about the searched file on the respective system,
perform the file search without the mentioned option. Docusnap will then list all paths found for the file.

It is also true for the Windows file search that the search can significantly increase the scan times and a higher
load is generated on the systems involved.
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3. Perform Software and File Search

In order for the software and file search to be performed in the course of the inventory, you must activate it
in the options.

To do this, open the Options (title bar - cogwheel) - Inventory:

@ Docusnap

@ Options
@ Inventory
Discovery (3] General  Inventory
23 Windows (Al General Il Wizards
Al
Mt processing
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- 3602
> £ Docusnap G Inventory Timeout in Seconds 5
L > B Docusnap [ Ping Timeout in Seconds:
Documentation
Documentation Set Scan Mode: LAN
=]
IT Security =
IT Security Show Features in Wizard
N
Pearem 5 Software and File Search [ Name Snapshots
Management
o License [ Import Saved Settings. [ Export Settings
Management
[ Additional Tools [ Additional Tools Telnet/SSH (Preview)
All Jobs
& Time Zones
Connect
ﬁl [ Enable Display of Time Zones
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Infrastruct
nfrastructure Wizards
iy
Save Settings in the Wizards
Management
oK Cancel
Row Count: 5 of 5

Figure 3 - Activate Software and File Search
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Then you can select the software or files to search for in the corresponding wizards (Linux, Mac, Windows AD
& IP):

Inventory 8 X

Steps 1-2 Windows Systems (IP) Software and File Search Summary Scheduling

[ Apply Software and File Search

‘ MName Publisher File Mame/5earch Term Search Path Version Category

M (& logdj-Windows *logdj* jar File Search Win
M (& DocusnapScript.exe DocusnapScript.exe File Search Win
M (& Putty Simon Tatham putty.exe C 0.76 Software Search

Row Count: 0 of 0
4 I ———————————————————————————————————. >

Figure 4 - Using the Software and File Search (Windows IP)
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4. Analysis

4.1 Software Search

If the defined files are found during the software search, corresponding entries are generated for these in the
software list of the system. Thus, this software is listed also in all remaining evaluations of installed software
products. This means for example:

- Directly below the system in the list of installed software
- Summary - Software (Company - Infrastructure - Domain - Summary)
- Software reports (Company - Infrastructure - Domain - Reports - Infrastructure SW)

4.2 File search

Also, with the file search the first analysis possibility is directly below the system. In the node Files the found
files are listed. In addition to the file name, the file path, version, file size, modification date and the search
criterion are also displayed.

@ Docusnap 11

& Inventory
Discovery
22 Windows (AD) Windows (IP) B Linx =1 macos o ?ﬁgimmam [ m:;?i:,wa  All Wizards
Inventory ~ [fa Docusnap GmbH | New & - Data (1)
v & Infrastructure
@ > [l Reports Drag a column header here to group by that column
Documentation ~ B3 DocusnapSports.com B
+ B Reports File Name File Path Version File Size (Bytes) Modify Date Search Criteria
0 > [b Workstations @ logdj-12-api-29.0jar  C\Oradle\18c\dbhomeXEvmd\property_graph\lib 61422 24.11.2017 17:39:06 log4j-Windows
IT Security ~ O severs
> [ 2022C0ORE
3| > [ DospBKO1
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5
% . B
Management
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Figure 5 - File Search - Found File
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@ Docusnap

The next possibility for the file search analysis can be found in the Summary area: Company - Infrastructure
- Domain - Summary - Files.

Here, the search terms created in the administration, for which results are available, are displayed first. The
next level lists the systems on which the files were found. After that you can view the detailed information of
the searched file(s) on the system.
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@ Docusnap

For the file search an additional predefined Docusnap Connect package is available. In this Connect package,
the file search results can also be evaluated across domains.

Within the Connect package, the results of all configured file searches are listed. Note the grouping (right click
- enable grouping - select field to group by) and filtering options.
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Figure 7 - File Search - Docusnap Connect Package
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